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Foreword
Information sharing strengthens collaborative work across program areas and integrates services in many health agencies. A major barrier to achieving this goal is the lack of standardized data security and confidentiality procedures, which has often been cited as an obstacle for programs seeking to maximize use of data for public health action and provide integrated and comprehensive services. 
This data release policy serves as a reference document governing how data is released or shared at the Kentucky Department for Public Health. This is an overarching document spanning all programs but individual programs may have addendums where the data available to those programs require more stringent standards than can be addressed in a general data release policy document. This data release policy document is designed to comply with the standards set forth by the Centers for Disease Control and Prevention (CDC) and the National Centers for Health Statistics (NCHS).
The main focus of this document is data release however; there will be a data sharing addendum at the end. Data release and sharing flows smoothly when policies are in place and data stewards can trust the security and validity of data that is exchanged
In this document, the terms data release and data sharing are not used interchangeably.



	
Definition of Terms
Aggregate Data is that which is combined as a group or a total.
Cells: The space formed by the intersection of a row and column in a data table.  In some instances, cells provide very specific information about a limited number of people.  
Cell Suppression: A statistical method used to report aggregate data in tables that restrict or suppress data to protect the identity and privacy of individuals. Complementary cell suppression ensures that the suppressed cell is not inadvertently calculated. This would be the next larger cell and the total.
Confidential Data is information that needs to be protected from unauthorized access. Access is only granted on a need-to-know basis. 

Confidentiality refers to the obligations of individuals or groups who receive or use information to respect the privacy interests of individuals who are the subjects of the data. 
Data: Scientific records which are as accurate and complete as possible. 

Data Release: Dissemination of data either for public use or through an ad hoc request that results in the data steward no longer controlling the data. 
Data Sharing: Granting certain individuals or organizations access to data that contain individually identifiable information with the understanding that identifiable or potentially identifiable data cannot be re-released further unless a special data sharing agreement governs the use and re-release of the data and is agreed upon by sharing parties.
De-identified Data is data that has been stripped of identifiers and requires no individual privacy protections and are not covered by the Privacy Rule. 
HIPAA: Health Insurance Portability and Accountability Act (HIPAA)  is a federal law that was enacted in 1996 to permit data sharing and establish a standard for sharing that safeguards individual privacy.
Institutional Review Board (IRB) is a committee that has been formally designated to approve, monitor, and review biomedical and behavioral research involving humans. They often conduct some form of risk-benefit analysis in an attempt to determine whether or not research should be done.
Limited Data are data that is not directly identifiable, but may contain more identifiers than the de-identified data that has been stripped of the 18 identifiers.
Population Size refers to the population of any geographic region in question. This could be the state, county, area development district or zip code. 
Privacy refers to rights of an individual to control how information about the individual is collected, used, and disclosed. This derives from ethical principles of autonomy that imply individuals are entitled to some level of control over data, including health data, unique and personal to them. 
Protected Health Information (PHI) is any information in the medical record or designated record set that can be used to identify an individual and that was created, used, or disclosed in the course of providing a health care service such as diagnosis or treatment.
Raw Data refers to restricted data that is collected directly from the source and has not been manipulated or analyzed. 
Restricted Data comprises data that has personal identifiers and is covered by HIPAA laws. This kind of data is only shared across different programs within the agency, with local health departments, out of state agencies, researchers or for legal purposes and backed by a data sharing agreement. This kind of data requires notifying people if there has been unauthorized access.
Security refers to technologic, physical, or administrative safeguards or tools designed to protect data, including health data, from unwarranted access or disclosure. 
Surveillance Data includes all data collected, including personal identifying information.
Unrestricted Data is freely available to anybody and may be released for publicly. Usage acknowledgement may be required. These include data that are aggregated, state or county-level, or contained within the Kentucky Department for Public Health reports with suppression rules in affect.  This also includes data that is published online as well as available through books and published in reports and papers. These previously released data can be provided to a requestor without special consideration. 
Data release is the dissemination of data either for public use or through an ad hoc request that results in the data steward no longer controlling the data whereas with Data sharing, certain individuals or organizations have access to data that contain individually identifiable information with the understanding that identifiable or potentially identifiable data cannot be re-released further.



[bookmark: _Toc421793332]Background
A balance must be made between protecting an individual’s identity and protecting the public from diseases. Programs should follow consistent guidelines for data release for consistency and comparability. Adherence to a harmonized standard will also enhance the ability to share data between programs. The public health benefits of sharing data are far reaching and range from early case detection to enhanced quality of surveillance.
Public health practice often requires the acquisition, use, and exchange of PHI to perform public health activities such as public health surveillance, program evaluation, emergency preparedness, outbreak investigation, direct health services, and public health research. This list is by no means exhaustive. Such information enables public health authorities to implement mandated activities like identifying, monitoring, and responding to death, disease, and disability among populations to accomplish public health objectives. Public health authorities have a long history of respecting the confidentiality of PHI, and the majority of states as well as the federal government have laws that govern the use of, and serve to protect, identifiable information collected and shared by public health authorities. 
[bookmark: _Toc421793333]The Role of HIPAA in Public Health
The Health Insurance Portability and Accountability Act (HIPAA)  is a federal law that was enacted in 1996 to permit data sharing and establish a standard for sharing that safeguards individual privacy. 
http://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm gives an excellent review of HIPAA and its relevance to public health activities. Shift of medical records from paper to electronic formats has increased the potential for individuals to access, use, and disclose sensitive personal health data. Although protecting individual privacy is a long-standing tradition among health-care providers and public health practitioners, current policies require a more comprehensive document.
 “The Privacy Rule protects certain information that covered entities use and disclose. This information is called protected health information (PHI), which is generally individually identifiable health information that is transmitted by, or maintained in, electronic media or any other form or medium. This information must relate to 1) the past, present, or future physical or mental health, or condition of an individual; 2) provision of health care to an individual; or 3) payment for the provision of health care to an individual. If the information identifies or provides a reasonable basis to believe it can be used to identify an individual, it is considered individually identifiable health information.” (MMWR)


[bookmark: _Toc421793334]Covered entities 
Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care clearinghouses, and (3) health care providers who electronically transmit any health information in connection with transactions for which The United States Department of Health and Human Services (HHS) has adopted standards.
Technically, much of the information that is stored in the Kentucky Department for Public Health (KDPH) systems is not PHI because it derives from Kentucky Department for Public Health functions that are not covered by HIPAA except when KDPH carries out activities in the capacity of a covered entity. However, it is not sufficient merely to say that the information within KDPH is not PHI, and therefore no policy for protection of individual privacy is necessary. Some KDPH programs provide services as covered entities. Examples are services within immunization, Human Immunodeficiency Virus (HIV)/Acquired Immune Deficiency Syndrome (AIDS), Sexually Transmitted Diseases (STD) and Women, Infants and Children (WIC) branches.
[bookmark: _Toc421793335]Kentucky Department for Public Health as a Covered entity 
A public health authority that conducts health care as part of its activities is a covered health-care provider if it also performs electronic transactions covered by the HIPAA Transactions Rule as part of these activities. Examples of these activities include vaccinating children or screening a targeted population for sexually transmitted diseases.
[bookmark: _Toc421793336]Kentucky Department for Public Health as a Hybrid entity 
A public health agency that has both covered and non-covered functions is a hybrid entity. By designating itself as a hybrid entity, a public health authority can carve out its non-covered functions, so that the majority of Privacy Rule provisions apply only to its covered component, which is required to comply with the Privacy Rule requirements, including using and disclosing PHI only as authorized, meeting the administrative requirements, accounting for disclosure of PHI, and providing a notice of practices. However, such a designation does not preclude the public health authority from continuing to conduct authorized public health functions. A public health agency that performs functions both as a covered entity and as a public health authority may use, as well as disclose PHI for public health purposes to the same extent it would be permitted to disclose the PHI as a public health authority. 



[bookmark: _Toc421793337]Personal Identifiers 
Personal identifiers are a subset of personally identifiable information data elements that can reveal unique individual’s identity without his/her knowledge and consent. Personal identifiers as listed at http://www.research.ucsf.edu/chr/HIPAA/chrHIPAAphi.asp include:
1. Names 
2. All geographical subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code, if according to the current publicly available data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and (2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.
3. All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, and date of death and all ages over 89 and all elements of dates (including year) indicative of such age (except that such ages and elements may be aggregated into a single category of age 90 or older) 
4. Telephone numbers 		Types Of health Information
Protected Health Information contains one or more of the identifiers.
De-identified Information has been totally stripped of identifiers.
Limited data sets are not directly identifiable but have more information than de-identified data.

5. Fax numbers 
6. Electronic mail addresses 
7. Social security numbers
8. Medical record numbers 
9. Health plan beneficiary numbers 
10. Account numbers 
11. Certificate/license numbers 
12. Vehicle identifiers and serial numbers, including license plate numbers 
13. Device identifiers and serial numbers 
14. Web Universal Resource Locators (URLs) 
15. Internet Protocol (IP) address numbers 
16. Biometric identifiers, including finger and voice prints 
17. Full face photographic images and any comparable images 
18. Any other unique identifying number, characteristic, or code (note this does not mean the unique code assigned by the investigator to code the data)
[bookmark: _Toc421793338]Data Release
An integral part of public health surveillance is the dissemination of health data to public health agencies, case providers, and the general public. Data release is defined as the dissemination of data either for public use or through an ad hoc request that results in the data steward no longer controlling the data. 
Data is shared in order to analyze trends in occurrence and prevalence as well as to effectively plan and evaluate prevention and services programs.
Restrictions on data release, however, must be made to ensure the confidentiality of cases and the reliability of reports. This is achieved by either putting suppression rules in effect or indicating in certain documents that the data results are not considered reliable enough to be quoted without an addendum.
[bookmark: types_of_dissemination]This data release policy is necessary because release of certain types of data, even without names, could be used to identify a case. Individuals granted access must comply with confidentiality laws with the understanding that the data is to be used only for those purposes listed in those agreements. Data can either be released for public use without restrictions or to particular parties with limited or no restrictions. 
Sharing data with partners involved in collecting, analyzing, or using data will improve the quality and consistency of data across KDPH and ensure KDPH staff and affiliates stay accountable for their findings. It will further provide opportunities for study results to be validated while uncovering new areas for research.
Sharing data more than anything else improves collaborations which is necessary for the proper functioning of a health department.

[bookmark: _Toc421793339]Data Release Methods
Data can be released in one or a combination of the following media: 
· Print - publications, reports, books, brochures, and pamphlets.
· Electronic – KDPH website, CD ROMS, listservs, e-mail, automated voice and fax systems, hotlines, clearing houses, File Transfer Services (FTS), social media pages
· Oral - speeches, presentations, commentaries for publication or broadcast, etc.
· Audio-Visual - broadcast scripts, audio or videotape, and video casting.

[bookmark: _Toc421793340]Data Release Criteria

A. [bookmark: _Toc421793341]With Personal Identifying Information
1. Research Purposes
KDPH surveillance data with personal identifiers shall not be released for research purposes outside of the surveillance program without IRB approval.

2. State Public Health Agencies
Personal identifying identification shall only be released to any other offices in the state where necessary for public health investigations or disease prevention and control.

3. Local Health Departments
Personal identifying information shall only be released to authorized staff in Local Health Departments (LHDs) where necessary for public health investigations or disease prevention and control.

4. Out-of-State Public Health Agencies
Personal identifying information shall only be released to authorized staff in other states where necessary for public health investigations or disease prevention and control.

5. Non-Public Health Purposes
Access to data for non-public health purposes (i.e., litigation, court order, etc.) shall be granted only to the extent required by law. Requests shall be reviewed by the Overall Responsible Party (ORP) with legal counsel to determine which specific information, if any, must be released.

[bookmark: _Toc421793342]B.   Without Personal Identifying Information 
Generally data without personal identifying information and with suppression rules in effect are considered unrestricted data. 

Unrestricted data requests can often be satisfied through the use of existing published reports, publications, and the Cabinet for Health and Family Services (CHFS) website. These previously released data can be provided to a requestor without special consideration.
[bookmark: _Toc421793343]Data Release Criteria

There are two sets of criteria, strict and minimum. The minimum criteria are as outlined in this policy. Strict criteria are governed by individual programs based on sensitivity level of available data. Each is suggested for a specific type of use or context.
[bookmark: _Toc421793344]Counts
All data shall be released if the population group under study is ≥ 1000. 
If the population count is ≤ 1000, then any cell ≤5, will be suppressed.
KDPH shall suppress cells with fewer than five cases if the population count is less than 1000 and the comment ≤ 5 shall be inserted.
If the cell’s original size can be determined by subtraction from the total, then totals also should be removed from the table or the exact number of the next smallest cell should be withheld.
[bookmark: _Toc421793345]Rates
KDPH shall indicate in all publications that rates which are calculated from counts less than 20 are unreliable. There shall be an annotation (*) before the number and the comment “unreliable” shall be included.
[bookmark: _Toc421793346]Reporting criteria for survey data
If you would like data from specific programs, Refer to program specific guidelines otherwise follow the recommendations below:
KDPH shall suppress counts for small sample sizes fewer than fifty weighted records (<50).
KDPH shall release data with cautionary note if records ≥50 and Relative Standard Error ≥30%. The estimate shall be followed by the sign (!) and the note “interpret with caution” shall be added.
KDPH shall display estimates from greater than or equal to fifty records (≥50) with RSE <30%.

[bookmark: _Toc421793347]


Data Sharing Agreements
Data sharing is granting certain individuals or organizations access to data that contain individually identifiable information with the understanding that identifiable or potentially identifiable data cannot be re-released further unless a special data sharing agreement governs the use and re-release of the data and is agreed upon by sharing parties. A data sharing agreement ensures that the sharing parties understand the guiding principles for sharing.
Data Sharing Agreements must contain 
· Amendments/Addendums 
· Allowable Uses 
· Data Ownership and Data to be Exchanged 
· Dates; Repeals and Signatures
· Definitions 
· Parties to the Agreement 
· Privacy Protections/Confidentiality 
· Purpose of the Agreement 
· Responsibilities of the Parties 
· Reporting Violations of the Agreement; Penalties 
· Rescinding/Termination 
· Timing of Exchange 
[bookmark: _Toc421793348]Guidelines for a Data Sharing Agreement
1. Every data exchange agreement between two or more entities will be unique in terms of the purposes and the data being exchanged. 
2. All staff who will be working with the data being exchanged should be knowledgeable about the provisions and requirements of all agreements, policies, and statutes governing the data. 
3. Each section shall have a different data sharing agreement depending on the sensitivity of its data.
4. There should be contact details of an individual from each of the signatories.
5. Ensure clear and unambiguous use of terms that are critical to an understanding and enforcement of the agreement. 

[bookmark: _Toc421793349]Purpose of the Data sharing Agreement
The data sharing agreement
· Indicates which entities are included in the agreement as signatories, and thus are legally bound to the provisions of the agreement. The entity named will in many cases be the state, county, or city, or the name of the health department for that jurisdiction. 
· Specifies the responsibilities of each party so that duties and expectations are clear. 
· Identifies the statutory or other authority/authorities for the parties to (1) enter into the agreement, and (2) exchange health information. 
· Specifies what information or data elements may be disclosed from one party to another under this agreement. The format of the data may also be specified, including particular standards. Information that may not be disclosed could be included 
· If the data can be re-disclosed by the receiving entity, include any requirements for such disclosure, including the persons and/or entities to whom the data can be re-disclosed, the permissible uses for the data that is re-disclosed, whether a data sharing/data use agreement must be in place and, if so, any specific provisions or limitations that must be cited in the agreement. Be sure to define what constitutes re-disclosure. 
· Defines what uses the data can be put to by the receiving entity. Any other uses would generally be considered a violation of the agreement, and potentially a breach of confidentiality subject to penalties of the laws of the sending entity and likely the receiving entity as well. 
· States in the agreement that each party agrees to abide by all governing laws, including HIPAA confidentiality laws if applicable. Some jurisdictions choose to abide by the provisions of HIPAA even if it does not govern the jurisdiction or the data that is subject to the agreement. 
· Specifies whether the sending entity retains ownership of the data, even when held by one or more receiving entities. This is most important when the applicable laws of the sending entity’s state persist in governing the uses and disclosures of the data, regardless of who holds the data. 
· Clarifies the process for making additions, subtractions, corrections, or other changes to the agreement (amendments), or supplemental narrative attached to the original agreement (addendums), as well as for rescinding and terminating.


[bookmark: _Toc421793350]Conclusion
The above constitutes the minimum standards for data release by the Kentucky Department for Public Health. It is the responsibility of the Overall Responsible Person or designated data custodian to decide what data can be shared in those instances. Where situations that are not listed here arise or clarifications are needed, please contact the data release work group for further Information.
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FIGURE 1: The trust-information sharing relationship.




