Fiaure 5: Data Assessment for Public Release Procedure

Step 1 — Personal Characteristics of Individuals

Does data provide personal characteristics (directly or indirectly) of individuals
that is not expressly allowed to be released publicly (eg. Provider data)?

If Yes, Go to Step 2 If No, Go to Step 6

1 YES NO

Step 2 —=Numerator — Denominator Condition

Are the numerators (table cells) derived from fewer than 11 individuals OR
the denominators for the numerators less than 20,000 individuals?

If Yes, Go to Step 3 If No, Go to Step 5

1 YES NO

Step 3 — Assess Potential Risk

Use a documented method to assess risk that small numerators or
small denominators may result in conditions that put individuals at
risk of being re-identified. Is there potential risk?

If Yes, Go to Step 4 If No, Go to Step 5

Statistical Data De-identification Assessment

1 YES NO

Step 4 -Statistical Masking

Assess the need to apply statistical masking methods to de-
identify the data. Use documented processes to apply
statistical masking that mitigates potential risk.
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Step 5 - Legal Review

Necessity of criteria for this step will be determined by each department. This
may vary depending on the purpose of the release and whether or not the
department/program is a HIPAA covered entity.

' '

Step 6 — Departmental Release Procedures for De-ldentified Data

After completion of the statistical de-identification process, each department will
specify the additional review steps necessary for public release of various data
products. Products may include but are not limited to reports, presentations, tables,
PRA responses, media responses and legislative responses.

Review and Release
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Figure 6: Publication Scoring Criteria

Variable Characteristics Score
Events (Numerator) 1000+ events in a specified population +2
100-999 events +3
11-99 events +5
<11 events +7
Sex Male or Female +1
Age Range >10-year age range +2
6-10 year age range +3
3-5 year age range +5
1-2 year age range +7
Race Group White, Asian, Black or African American +2
White, Asian, Black or African American, American Indian or Alaska Native, +3
Native Hawaiian or Other Pacific Islander, Mixed
Detailed Race +4
Ethnicity Hispanic or Latino - yes or no +2
Detailed ethnicity +4
Race/Ethnicity Combined This applies when race and ethnicity are collected in a single data field
White, Asian, Black or African American, Hispanic or Latino +2
White, Asian, Black or African American, Hispanic or Latino, American Indian +3
or Alaska Native, Native Hawaiian or Other Pacific Islander, Mixed
Detailed Race/Ethnicity +4
Language Spoken English, Spanish, Other Language +2
Detailed Language +4
Time — Reporting Period 5 years aggregated -5
2-4 years aggregated -3
1 year (e.g., 2001) 0
Bi-Annual +3
Quarterly +4
Monthly +5
Residence Geography* State or geography with population >2,000,000 -5
Population 1,000,001 - 2,000,000 -3
Population 560,001 - 1,000,000 -1
Population 250,000 - 560,000 0
Population 100,000 - 250,000 +1
Population 50,001 - 100,000 +3
Population 20,001 - 50,000 +4
Population < 20,000 +5
Service Geography* State or geography with population >2,000,000 -5
Population 1,000,001 - 2,000,000 -4
Population 560,001 - 1,000,000 -3
Population 250,000 - 560,000 -1
Population of reporting region 20,001 - 250,000 0
Population of reporting region <20,000 +1
Address (Street and ZIP) +3
Variable Interactions Only Events (minimum of 5), Time, and Geography (Residence or Service) -5
Only Events (minimum of 3), Time, and Geography (Residence or Service) -3
Only Events (no minimum), Time, and Geography (Residence or Service) 0
Events, Time, and Geography (Residence or Service) + 1 variable +1
Events, Time, and Geography (Residence or Service) + 2 variable +2
Events, Time, and Geography (Residence or Service) + 3 variable +4

* |f the geography of the reporting is based on the residence of the individual, use the “Residence Geography”. If the
geography of the reporting is based on the location of service, use the “Service Geography”.
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