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Disclaimers

• Many of these slides were borrowed from or developed 
in collaboration with my colleagues who work on the 
XDRO registry 
– (especially Angela Tang (IDPH), Mike Lin (CDC Prevention 

EpiCenter, Bill Trick (MRAIA), Amy Fealy (Hektoen), Stephanie 
Black & Massimo Pacilli (Chicago DPH)

• I have no actual or potential conflict of interest in relation to this 
program or presentation.

• Funding for the IDPH HAI/AR Prevention Program is made possible 
in part by the Centers for Disease Control and Prevention. The 
views expressed in these materials do not necessarily reflect the 
official policies of the Department of Health and Human Services, 
nor does the mention of trade names, commercial practices or 
organizations imply endorsement by the U.S. Government. 



15 minute overview:

• CSTE 16-ID-09 Position Statement: Interfacility 
Communication to Prevent and Control Healthcare-
Associated Infections and Antimicrobial Resistant 
Pathogens across Healthcare Settings 
https://cdn.ymaws.com/www.cste.org/resource/resmg
r/2016PS/16_ID_09.pdf

• The XDRO Registry experience 
• What is it & how does it work?
• Successes & Challenges
• Resources
• Future Plans

https://cdn.ymaws.com/www.cste.org/resource/resmgr/2016PS/16_ID_09.pdf


CSTE 16-ID-09 Position Statement: 
Interfacility Communication to Prevent and Control Healthcare-Associated 
Infections and Antimicrobial Resistant Pathogens across Healthcare Settings 
https://cdn.ymaws.com/www.cste.org/resource/resmgr/2016PS/16_ID_09.pdf

The problem: communication failures regarding 
infection & colonization status leads to:

• preventable transmission of pathogens

• Missing & inaccurate data to inform 
• Appropriateness of antimicrobial therapies for patient

• Infection control measures at facilities

• Surveillance & quality improvement at facilities

• Public health surveillance

• CMS Quality reporting & reimbursement

https://cdn.ymaws.com/www.cste.org/resource/resmgr/2016PS/16_ID_09.pdf


CSTE 16-ID-09 Position Statement: 
Interfacility Communication to Prevent and Control Healthcare-Associated 

Infections and Antimicrobial Resistant Pathogens across Healthcare Settings
https://cdn.ymaws.com/www.cste.org/resource/resmgr/2016PS/16_ID_09.pdf

Solution: Improve communication
• Clear standardized guidance on interfacility communication 

for multiple healthcare settings, transporters, CMS & State 
surveyors, & accreditation bodies

• Assure HL7 standards support continuity of care, partnerships 
with HIEs & public health agencies

• Examine and address root causes & barriers 
• Integrate expectations for post-discharge interfacility 

communication into NHSN reporting
• Policy Options to promote or mandate interfacility 

communication
Example: XDRO registry to automate the process of notification

Commonly perceived barrier: HIPAA Privacy Rule
See 16-ID-09 Appendix 7: Facility/Provider to Facility/Provider 
Communications under HIPAA: Questions and Answers 

https://cdn.ymaws.com/www.cste.org/resource/resmgr/2016PS/16_ID_09.pdf


A Call to Action 

Source: CDC Vital Signs Report. Available at: http://www.cdc.gov/vitalsigns/stopspread/infographic.html#graphic

http://www.cdc.gov/vitalsigns/stopspread/infographic.html
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Slide courtesy of Chicago Department of Public Health. 



Slide courtesy of Chicago Department of Public Health. 



Slide courtesy of Chicago Department of Public Health. 



vSNF A Ventilator/Trach Floor

March 2018 CPO and C. auris PPS Results

No known CRE or C. auris

Bed held for hospitalized resident?

C. auris

C. auris and KPC CRE

KPC CRE or CRE with unknown mechanism of resistance

C . auris, KPC, and NDM 

C. auris, VIM-CRPA, and KPC 
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Slide courtesy of Chicago Department of Public Health. 



CRE identified

Patient with 
unknown CRE status

Match?

Query

Infection control measures

Yes

Public Health 
surveillance

Communicate CRE 
history to care provider

XDRO registry is a collaborative effort between IDPH, Chicago CDC Prevention Epicenter 
& Medical Research Analytics and Informatics Alliance (MRAIA)

Mandatory reporting

use data for action



XDRO registry overview

All Illinois Facilities IDPH  

Facility A   

ADT Feed/
Manual query  

XDRO 
status  

3. Information exchange

2. C. auris, CP-CRPA1. Mandatory CRE reporting

Auto 
Alerts



Log in from IDPH web portal
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Select “Production Apps”



Select “XDRO registry”



Click on the “X” to enter the XDRO registry 



This is the home page once logged in
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To submit a report
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Closer look at report form
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XDRO Auto Alerts

Hospital 
ADT feed

(Last name, 
First name, DOB)

IP logs in 
to XDRO 

Email, 

page, text

Pager/SMS texts (optional feature):  

Real-time alerts from 8 am-8 pm;
Off-hours alerts queued until 8 am next day

ADT = Admission/Discharge/Transfer;  IP = Infection Preventionist



Hospital A
Hospital A

IP logs into 
registry to 
view alert

Patient admission list 
(inpatient only)

1. Smith, John  1/5/67
2. Doe, Jane  1/1/89
3. Patient, Test  1/2/77

Hashing
software 

1. 15234234235235
2. 23425252434325
3. 62624535363466

Automated Queries and Alerts

XDRO registry

1. Duck, Daffy 3/5/71
2. Fudd, Elmer 11/3/50
3. Smith, John 1/5/67

Hash
1. 25234234235235
2. 23725252434325
3. 15234234235235

Query

26
Slide modified from M. Lin, Rush University Medical Center/Chicago CDC Epicenter

Email alert
(Optional: text/ 
pager alert)



Sample alert email from xdro@mraia.org

Subject: Alert notification from XDRO registry (AID 123)

The XDRO registry has identified that a patient recently admitted to 
<hospital name> may carry an organism that is highly resistant to antibiotics. 
Please log in to the XDRO registry (dph.partner.illinois.gov) for details. 

For questions, email DPH.XDROregistry@Illinois.gov. 

E-MAIL CONFIDENTIALITY NOTICE: This electronic mail message, including any attachments, is for the intended recipient(s) only 
and may not be forwarded or shared with anyone other than the intended recipient(s). If you are not the named recipient or if
you believe that you received this e-mail in error, you are not authorized to view the alert. Please unsubscribe from the 
automated alert system, and also notify DPH.Security@illinois.gov if you need to change your facility status.

If you are not the intended recipient, please be aware that any copying, distribution, dissemination, disclosure, or other use of 
this e-mail and any attachments is unauthorized and prohibited. This e-mail and any attachments contain information that is 
confidential, privileged and/or otherwise protected or exempt from disclosure under applicable law, including the Department 
of Public Health Act, the Communicable Disease Prevention Act, the Communicable Disease Report Act, the Control of 
Communicable Diseases Code, and the Health Insurance Portability and Accountability Act (HIPAA). Your receipt of this message
is not intended to waive any applicable privilege or claim of confidentiality, and any prohibited or unauthorized disclosure is not 
binding on the sender or the Illinois Department of Public Health. Thank you for your cooperation.

This e-mail may be exempt from disclosure under the Illinois Freedom of Information Act (5 ILCS 140) pursuant to exemptions 
under sections 7(1)(f) and/or 7(1)(m). 

mailto:xdro@mraia.org
file://MICH-FS01/APPS/GROUPS/All/Patient Safety and Quality-NHSN/CRE &amp; XDRO 2013/XDRO registry/Automated alerts/dph.partner.illinois.gov
mailto:DPH.XDROregistry@Illinois.gov
https://www.xdro.org/unsubscribe.html?key=1234
mailto:DPH.Security@illinois.gov


Sample alert text message from xdro@mraia.org

mailto:xdro@mraia.org


Log in to the registry to view alerts



Facility Alert Page



Facility Alert Page





Alert Tracking Tool



Alert Tracking Tool
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Aggregate CRE Alert Outcomes, 
1/7/15 – 8/12/18

2391 Inpatient alerts at 45 hospitals

Missing data:     
487 (20%)

Complete data: 
1904 (80%)

Incorrect pt: 
12 (1%)

Correct pt: 
1892 (99%)

See notes below for additional details



1892 alerts 

Yes

1425 (75%)

Yes

1222 (86%)

No

203 (14%)

No

467 (25%)

Yes

208 (45%)

No

259 (55%)

Prior to alert, did IP know pt had CRE?

On contact precautions when IP viewed alert?

Alert Outcomes: 
All correct inpatient CRE alerts, 1/7/15 – 8/12/18

Slide adapted from: Mike Lin, Rush University Medical Center/Chicago CDC Epicenter



If the patient is already a “known CRE”, 
how did you find out? (N=1425)
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XDRO dashboard
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Key Strategies & Cross-Cutting Topics

Education & 
training

Policy
Data & 

Surveillance
Communication



XDRO registry components
1. Web-based reporting registry (technical infrastructure)

2. Administrative management of registry
• Data validation/quality control

• Creation or updating of rules for data entry

• Other quality improvement

3. User management
• Pairing of users to facilities and authentication through a central service

• Authorization or deletion of users for registry access

4. Site code management
• Maintain updated list of facilities with unique site code

5. Automated alert system 
• Data preparation, data processing, hashing, data transfer, alert processing, email alerts
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XDRO registry components
6. Training & customer service

• How to navigate registry, understand CRE definition, check auto alerts

• Help with reporting, accessing registry

6. Database for surveillance and quality analysis (e.g., Business Objects)

7. SaTScan (software for cluster detection) – optional 
• Need updated list of facility geocodes mapped to site codes

8. Social network analysis – optional
• For cluster detection within facility patient sharing networks or to prioritize automatic 

alerting 
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XDRO registry developments

2013 2014 2015 2016 2017 2018+

Registry 
opens 

for CRE

Auto alert 
pilot

Auto alert 
expansion

Syndromic 
surveillance feed 

for alerting

C. auris

ELR
CP-CRPA

Manual 
reporting 

& querying

Pager & 
text alerts

CP-PA= Carbapenemase-producing Pseudomonas aeruginosa; 
ELR= Electronic Laboratory Reporting



XDRO registry developments

2013 2014 2015 2016 2017 2018

Registry 
opens 

for CRE

Auto alert 
pilot

Auto alert 
expansion

Syndromic 
surveillance feed 

for alerting

C. auris ELR

CP-CRPA

Manual 
reporting 

& querying

Pager & 
text alerts

CP-PA= Carbapenemase-producing Pseudomonas aeruginosa; 
ELR= Electronic Laboratory Reporting

2019+

Emerging 
Pathogens 

module

LTC 
data 
feeds



For more information

• Email: DPH.XDROregistry@illinois.gov

• XDRO website: https://www.xdro.org

• IDPH website: http://dph.illinois.gov/topics-
services/prevention-wellness/patient-safety-quality/cre

• Trick WE, et al. Electronic public health registry of 
extensively drug-resistant organisms, Illinois, USA. Emerg
Infect Dis. 2015 Oct. 
http://dx.doi.org/10.3201/eid2110.150538
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mailto:DPH.XDROregistry@illinois.gov
https://www.xdro.org/
http://dph.illinois.gov/topics-services/prevention-wellness/patient-safety-quality/cre
http://dx.doi.org/10.3201/eid2110.150538

