
Syndromic Surveillance (SS) Onboarding Process 
Phase I (Hospital Registration & EHR Technology Readiness Assessment)

Hospital/IT Vendor ADHS

Email ADHS 
Completed DUA 
Contact Request 

Form

Distribute Onboarding Packet 
including a Data Use Agreement 
(DUA) Contact Request Form

Obtain Necessary Technical 
Documentation for SS 

Implementation

Develop HL7 2.5.1 ADT 
Test Messages in 

Conformance with the 
AZSSIG and the PHIN Guide 

for SS 

Test at least One Sample of 
Each Required SS Message 
Type (A01, A03, A04, A08) 
on the National Institute of 
Standards and Technology 

(NIST) Website 

Complete and 
Return Signed 
DUA to ADHS

Review NIST Reports 
and Provide Feedback

Sign and Execute Data Use 
Agreement (DUA) and Send Copy to 

Hospital

Pass NIST 
Test?

DUA Executed?

Pass NIST 
Test?

ADHS Resource 
Available?

Approved to Advance to Next Phase 
(HL7 Testing, Data Validation & Data Quality Assurance)

YES

If NO to ANY, 
hospital remains 

in Hold Queue

Registration of Intent to Submit Syndromic 
Surveillance (SS) Data (Required)

Distribute Data Use Agreement 
(DUA) to Hospital Leadership

YES to ALL

Place Hospital in 
Hold Queue Based 
on Workload and 

Availability of 
ADHS Staff 

Receive 
Executed DUA

Email NIST Test 
Reports to ADHS 

if Less Than 5 
Errors Remain 

for Each 
Message Type

If NO, 
make required 

changes and 
continue

to test with 
NIST/ADHS



Syndromic Surveillance (SS) Onboarding Process 
Phase II (HL7 Testing, Data Validation & Data Quality Assurance) 

Collaborative EffortHospital/IT Vendor ADHS

ADHS Coordinates 
Kickoff Call with 

Hospital/Vendor IT 
and BioSense Liaison 

(if applicable)

Set up Secure 
Transport to ADHS 

File Server  
Submit a Few HL7 Messages for Each 

Required Message Type from Hospital Test 
Environment to ADHS File Server

(HL7 Message Conformance Testing)

Inspect New Test Messages 
Upon Their Arrival and Provide 
Feedback on Any Issues Found
(HL7 Message Conformance 

Testing)

Pass HL7 
Conformance 

Testing

Ongoing Daily Batch Message Transmission 
from Hospital Production System to ADHS 

File Server 
(Data Content Validation)

Review Weekly Data Quality 
Reports and Provide Feedback 
on Any Subpar Performances in 

Required Data Fields
(Data Content Validation)

Meet ALL 
Threshold 

Values?

Set up Secure 
Transport to BioSense 

Staging Platform

Ongoing Daily Batch Message Transmission 
from Hospital Production System to 

BioSense Platform Staging Environment
(Data Quality Assurance)

Perform Daily & Weekly DQ 
Monitoring and Reported 
Any Unexpected Issues

as They Arise
(Data Quality Assurance)

Message 
Pass QA?

If NO,  make changes,
submit new test messages
and continue HL7 testing 

with ADHS

YES

If NO, make changes, 
submit new production 
messages and continue 

data content 
validation with ADHS

YES

If NO, make changes, 
submit new production 
messages and continue 

QA testing 
with ADHS & CDC/NSSP

Phase I Completed Successfully and 
Ready to Start Phase II

Plan to Advance to Next Phase
(Go-Live & Daily Data 

Submission in Production)

YES



Syndromic Surveillance (SS) Onboarding Process 
Phase III (Go-Live & Daily Submission in Production)

Collaborative EffortHospital/IT Vendor ADHS

Go-Live Call

Communicate Go-Live 
Process

Assign Roles/
Responsibilities for Each 
Party During and After 

Go-Live
Address Questions/

Concerns

Messages 
Received?

Ongoing Daily Batch Message Transmission 
from Hospital Production System to BioSense 

Platform Production Environment

Phase II Completed Successfully and 
Ready to Start Phase III

Last Updated January 2019

Go-Live Planning

Update MFT in BioSense
Obtain CDC/NSSP Approval to 

Move into Production
Schedule Go-Live Call with All 

Parties

Update Daily File Submission URL (or IP 
Address) to Point at BioSense Platform 

Production Environment on Scheduled Go-
Live Date/Time

YES

Hospital 
Marked as 
or Remains 
in Active 

Production 
Status

Issue 
Acknowledgement 

Letter of Live 
Status

for SS Reporting 
on as Needed 

Basis

Pass DQ 
Review?

Hospital Dropped off 
Production and Data 

Re-validation is Required 
to Go Back to Live Status

YES

Any Major Changes 
since Go-Live?

Pending Data Issues Not 
Resolved in Expected 

Time Frame?

If NO to EITHER,  
resolve data issues

in a timely manner and 
re-submit production data 

per ADHS request

YES to EITHER

No to BOTH

Data Quality Monitoring

Check Timeliness of Daily 
Submission

Monitor and Evaluate 
Completeness & Validness of 

Core Data Elements of Interest
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