Informed consent in the context of public health surveillance activities
Description of the problem
The main goals of HIV molecular surveillance are to provide timely analysis and interpretation of HIV sequence data to facilitate cluster detection and control, and to ensure a robust understanding of disease distribution and spread which is integral to improving and allocating services for people living with or at risk for HIV (1). Using HIV molecular epidemiology in a public health framework to intervene directly in disease control is done without consent and subject to legislatively prescribed safeguards. Although ethical issues posed by HIV surveillance predate the adoption of molecular tools for HIV cluster detection and response, partly due to inappropriate or overly-broad application of criminal law to HIV transmission, the heightened risk arising from public health use of HIV sequence data has spurred discussions on appropriate consent for such use. 
While informed consent is generally the norm in research setting, the purpose and function of data collection in public health surveillance have warranted permissible disclosures under the HIPAA privacy rule (2). Further, “because activities that constitute public health surveillance activities under 45 CFR 46. 102(/)(2) are deemed not to be research, it is not necessary to consider whether they are systematic investigations designed to develop or contribute to generalizable knowledge (3).”
Proposed solutions
Renewed efforts are needed to engage with and educate HIV community stakeholders about how the confidential public health surveillance system operates, including how health departments collect and use information, and incorporate accountability and data security safeguards in surveillance and data use activities.
Consistent with federal and state laws, HIV laboratory and clinical testing data are routinely reported without individual consent to public health agencies to enable epidemiological investigation, timely identification of transmission clusters, and better targeted programs for prevention and treatment. Molecular surveillance using cluster sequencing enhances detection and control of transmission networks, improves the percentage of people living with HIV who know their sero-status, and helps justify rapid deployment of prevention resources for underserved populations (4). When conducted in an ethical, culturally sensitive, and non-coercive way, individual- and community-level outreach activities following molecular cluster detection and investigation are an important part of comprehensive care and prevention services for persons living with or at risk for HIV.
State and local health departments have long-established procedures and policies to protect the confidentiality of surveillance data. These protections are in conformity with both statutory confidentiality provisions and CDC guidelines (5). They include, but are not limited to, data security policies and procedures (e.g., technical, physical, and administrative controls to prevent unauthorized access, records retention/destruction, secure communication protocols, mandatory information security training of authorized staff), institutional data sharing and use agreements facilitated by compliance and privacy officers, confidentiality compliance oversight and monitoring (e.g., ongoing compliance review, security breach protocols), and security standards in aggregate data release for reporting and programmatic purposes. Importantly, all health departments take a limited and protective approach to public health disclosures to law enforcement, and extensive work is taking place to disentangle public health and the criminal law, thus removing from health departments the responsibility to resist disclosures in furtherance of law enforcement (6,7).
Wide adoption of molecular detection activities is predicated on balancing patient privacy and confidentiality with the goals of improving public health practice and ultimately health outcomes for people living with HIV. While it is imperative for health departments to assess data protections statutes wherever possible to ensure ethical implementation of HIV cluster detection and response, the ethical duty to assess and mitigate HIV morbidity and mortality as well as associated population disparities warrants the continual application of molecular epidemiology in public health.
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