BioSense Redesign Case Study

By reading this case study and discussing the questions, learners will be able to:
· Describe how a well-planned stakeholder engagement can influence the outcome of your project.
· List two approaches for successfully engaging stakeholders to support project and program goals.

Background and History of BioSense
BioSense is a syndromic surveillance platform hosted by CDC for use by state, territorial, and local public health agencies. Syndromic surveillance provides public health officials with a timely system for detecting, understanding, and monitoring health events. By tracking symptoms of patients in emergency departments—before a diagnosis is confirmed—public health can detect unusual levels of illness to determine whether a response is warranted [1]. CDC began the BioSense program in 2003 with the goal of establishing a nationwide integrated public health surveillance system for early detection and assessment of potential bioterrorism-related illness [2] with the initial intended users being CDC and state and local public health agencies. Stakeholders of the BioSense program were epidemiologists and public health preparedness professionals at the state, territorial, and local levels. At the time of its inception, the BioSense program had four primary goals: 
1) Improve the nation’s capabilities for conducting near–real-time biosurveillance and health situational awareness
2) Advance analytics for prediagnostic and diagnostic data
3) Increase sharing of approaches and technology among federal, state, and local public health agencies
4) Promote national system standards and specifications to ensure integration with other public health systems [2,3].  
CDC developed an infrastructure to receive and manage the data being sent from healthcare facilities, and to provide a means to access, analyze, and visualize these data. This infrastructure included three pieces:
1) Data management processes to receive and process inbound clinical care and related data
2) Analytic processes to bin records into syndrome categories and analyze trends for suspect signals
3) A user interface that allowed CDC and state and local public health agency staff members to access patient-level data to investigate results, report on notifications, and coordinate responses [3].
Beginning in 2004, state and local health departments were able to use the BioSense system through CDC’s secure data network and approximately 300 such users were enrolled in the first year [3]. The BioSense system expanded with different data sources added each year. By 2008, more than 1,100 Department of Defense and Veterans Affairs hospitals and ambulatory clinics and 532 civilian hospital emergency departments (EDs) were reporting [3,4].
In 2005, CDC set a goal that by 2008 all nonfederal hospital EDs in the US would be reporting data to BioSense. To facilitate this, CDC placed servers in large metropolitan hospitals, and data were sent directly to BioSense, bypassing the public health reporting chain of local to state, to federal (see Figure 1). By 2007 though, only about 10% of EDs were reporting, and BioSense stakeholders, including state and local public health officials became increasing vocal about their concerns that CDC was recruiting data sources to report directly to them rather than working with state health departments. State and local health department epidemiologists were raising questions about data quality, validity, and utility, and members of Congress expressed concerns about the number of false alerts and the cost and effectiveness of BioSense as an early warning system for bioterrorism. Despite that being its original use case following September 11, 2001 and the anthrax attacks on government buildings, the system had never been called to perform in that way as there were no subsequent bioterror attacks on the US [5,6]. State and local epidemiologists were particularly concerned that the system had been developed and implemented with limited stakeholder input and added little to state surveillance capacity [7-9].
Figure 1. Reporting structure of BioSense data before the redesign.
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BioSense 2.0
From 2008 to 2014, BioSense underwent a major redesign in response to these concerns of Congress and state and local health officials [5-9]. In 2008, CDC developed a 5-year plan to redesign BioSense. In 2010, CDC issued a contract to RTI International, a non-profit contract research organization, who began working collaboratively with stakeholders to develop a more user-friendly, community-driven system. Initially, the redesign team was met with resistance on the part of stakeholders to participate in the redesign effort. Stakeholders expressed doubts that the redesign would result in a system that would be more useful to public health agencies. They had participated in prior efforts promising to address stakeholder complaints about the system but had been disappointed in the results and were not willing to readily trust in the redesign effort. 
Anticipating this reluctance to engage in the redesign on the part of the stakeholder community, the redesign team had planned an approach to overcome this hurdle. At first, the redesign team just listened to the stakeholders’ complaints and concerns, giving them the opportunity to express their frustration and difficultly in trusting again in a process that had delivered failed results in the past. The team also laid out how this effort was designed to be very different than the prior efforts. This time, the redesign would be characterized by early, continual, and indispensable stakeholder engagement.  A fundamental approach of the redesign process was based in change management theory and user-centered design and was centered around providing opportunities for stakeholder involvement, including the following:
· Application user (epidemiologist) requirements gathered through participatory design activities [10]
· Facilitated stakeholder sessions at public health conferences to communicate project status, gather input from stakeholders, 
· A web-based stakeholder collaboration site that included a resource library, technical assistance webinar recordings, frequently asked questions, an email suggestion box, and a link to request technical assistance from a redesign team member
· A Technical Expert Panel selected from national and international experts in syndromic surveillance by CDC and RTI International to share their expertise and guide project decision-making
· Technical workshops with broad stakeholder input including public health professionals, EHR vendors, health information exchanges, and federal agencies, including CDC and ONC
· User training webinars to assist with onboarding processes, using R and SAS for data analysis, how to conduct syndromic surveillance, and others
· An ASTHO–facilitated BioSense Governance Group comprising state and local syndromic surveillance stakeholders who represented BioSense 2.0 users and made decisions about data use agreements, data access features in the system, and how to share data with other jurisdictions and CDC
By allowing the redesign effort to be driven by stakeholders, the project team accomplished something that had been lacking in the public health community regarding BioSense – they developed a culture of trust. At the start of this redesign effort there was resistance on the part of stakeholders. This was overcome by a two-part approach that characterized the first stakeholder engagements: transparency in communication and involving stakeholders in determining the process used in the redesign. After the initial resistance, a culture of trust was supported by very specific behaviors practiced by the redesign team: frequent, clear communication of the redesign process; transparency in all activities and decisions; planning the course of the redesign collaboratively with stakeholders; inviting early and continual participation; training on use of the redesigned application; and incremental change with cycles of stakeholder testing and evaluation, which was facilitated by the iterative nature of the user-centered design software development process. These specific change management practices were fundamental to the transformation of the BioSense application and program and to the stakeholder engagement that characterized the project.
In November 2011, the redesigned BioSense program, called BioSense 2.0, was rolled-out. The Association of State and Territorial Health Officials (ASTHO), representing state health commissioners and other top-level officials, hosted the cloud-based infrastructure and application and negotiated data use agreements with participating state and local health departments. By the end of the contract in 2014, more than 4,000 EDs from 40 states were participating in BioSense 2.0. BioSense 2.0 allowed state and local health departments to access data that helped them fulfill requirements of CMS’s Electronic Health Records Meaningful Use program (EHR-MU)[footnoteRef:1] [11]. Rather than sending all data directly to CDC, most data were sent from hospitals to state or local health departments, depending on the jurisdiction, and then to a secure data storage location managed by the state or local health department (BioSense locker) in the cloud environment managed by ASTHO (see Figure 2) [12]. [1:  The HITECH Act, part of the American Reinvestment & Recovery Act (ARRA), was an effort led by Centers for Medicare & Medicaid Services and the Office of the National Coordinator for Health IT (ONC). HITECH was enacted on February 17, 2009 and proposed the meaningful use of interoperable EHRs throughout the US health care delivery system as a critical national goal. One the five pillars of health outcomes policy priorities specified in HITECH included improve population and public health. Syndromic surveillance was one of the required activities in the population and public health area.] 

Figure 2. Reporting structure of BioSense data after the redesign.
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Questions for Discussion:
Q1.	Why was stakeholder involvement critical for this project’s goals?


Q2.	How did the broad-based engagement and transparent stakeholder processes influence the success of the project?


Q3.	What specific strategies were used to overcome initial resistance to stakeholder buy-in?


Q4.	If this project was occurring in the current COVID-19 climate, what would be important to consider to ensure successful stakeholder engagement?
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