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ABBREVIATIONS

	ASC
	Ambulatory surgical center

	BIDC
	Bureau of Infectious Disease Control

	CDC
	U.S. Centers for Disease Control and Prevention

	CMS
	Centers for Medicare and Medicaid Services

	DEA
	Drug Enforcement Administration

	DD
	Drug Diversion

	DHHS
	Department of Health and Human Services

	HAI
	Healthcare-associated infection

	HBV
	Hepatitis B Virus

	HCV
	Hepatitis C Virus

	HICPAC
	Healthcare Infection Control Practices Advisory Committee

	HHS
	U.S. Department of Health and Human Services

	HIV
	Human Immunodeficiency Virus

	IDIS
	Infectious Disease Investigation Section

	IV
	Intravenous

	NADDI
	National Association of Drug Diversion Investigators

	BOP
	Board of Pharmacy

	PHL
	Public Health Lab

	DOS
	Department of Safety

	NSDUH
	National Survey on Drug Use and Health














INTRODUCTION

Drug diversion, involving drug substitution, is defined as the transfer of any legally prescribed medication from the individual for whom it was prescribed to another person for illicit use. Addiction to various prescription narcotics (opioids) is a major driver of drug diversion. According to the Office of National Drug Control Policy, prescription medication abuse is the fastest growing drug problem in the United States. The United States Substance Abuse and Mental Health Services Administration (SAMHSA) released data in 2007 indicating an average of 103,000 doctors, nurses, medical technicians, and health care aides a year were abusing or dependent on illicit drugs.[footnoteRef:1] Drug diversion incidents are a major factor of prescription opioid abuse and misuse. Drug diversion in healthcare settings can result in patient harm, including risks of infection from blood-borne pathogens via injectable drugs. Between 2004- and 2014, over 100 patients were infected among nearly 30,000 patients notified and/or recommended for testing.[footnoteRef:2]  In addition to infection, patient harm can include reduced quality of care or denial of essential pain medication or therapy.	Comment by lymercedes: Suggest phrasing as either “From 2004-2014” or “Between 2004 and 2014” [1:  Schaefer MK, Perz JF. Outbreaks of infections associated with drug diversion by healthcare personnel, United States. Mayo Clinic Proceedings.2014; 89 (6).]  [2:  Schaefer MK, Perz JF. Outbreaks of infections associated with drug diversion by healthcare personnel, United States. Mayo Clinic Proceedings.2014; 89 (6).] 


In 2014, the Council of State and Territorial Epidemiologists (CSTE) Healthcare-Associated Infection (HAI) Subcommittee convened a workgroup to support the public health response to drug diversion in healthcare settings.  The CSTE Drug Diversion Workgroup has been working to define the role of state and local health departments in investigating and responding to injectable drug diversion diversion-related incidents and determining public health risk for bloodborne pathogen transmission. In October 2015, the Drug Diversion Workgroup assessed state and territorial health department healthcare-associated infection coordinators and requested review by state epidemiologists as part of a larger infection prevention and control assessment. The goal was to understand the frequency of drug diversion events, regulatory authority, reporting requirements, range of actions available, and partner engagement.	Comment by lymercedes: Do we want to insert (HAI) here, for later reference in the document?

The assessment was completed by 51 respondents: 49 states and 2 territories. Within the last five years, 29 out of 51 (57%) responding public health agencies investigated drug diversion as either part of an outbreak, an event with unknown disease transmission, or both. At least one event was investigated in 2010, eight in 2011, nine in 2012, 23 in 2013, and 24 in 2014.  In regards to state laws and regulations, 16 (31%) public health agencies responded that drug diversion incidents involving injectable drugs are required to be reported. If reportable, most drug diversion or substitutions were required to be reported to healthcare facilities licensing / inspection programs. Conversely, drug diversion and substitutions are not reportable in 22 (43%) jurisdictions. Twenty-seven (53%) public health agencies indicated some level preparedness, although additional assistance, including technical support from Centers for Disease Control and Prevention (CDC) or other state agencies, legal assistance, and additional staff. Nineteen public health agencies indicated they are not prepared and require additional staff training (18%) or budgeted resources (20%), and five (10%) do not view drug diversion investigations as a role for their agency. Investigation tools, model protocols, laws and regulations, a policy toolkit, more outreach and collaboration across disciplines, and additional recovery resources for healthcare providers suffering from addiction were reported to be necessary to effectively prevent and control drug diversion events in healthcare settings. There are large gaps in prevention, detection, and response to drug diversion events. 
	
The 2015 assessment identified several needs, including protocols and tools to identify and respond to drug diversion events.  Therefore, this toolkit is intended to fill gaps in guidance by defining best practices and recommended methods for detection and investigation into suspected drug diversion events. Implementation of these recommendations will enhance public health’s capacity to minimize patient harm and prevent future events.  The included sections will outline potential partners for engagement, best methods for identifying and responding to drug diversion and tampering events, how to notify patients, as well as additional legal considerations and after action reports.  Due to the scope of the workgroup, this document does not address policy recommendations, addiction or recovery resources, nor healthcare monitoring systems. This toolkit is designed to be a living document. As legislation varies greatly in different states, it is the hope of this workgroup that the toolkit will provide guidance and assistance, where appropriate.

The toolkit aims to improve the ability and timeliness for public health to respond to drug diversion and tampering events, thereby identifying potential outbreaks earlier and preventing further patient harm. 





PARTNERS TO ENGAGE

Whether a public health agency identifies a potential drug diversion event through routine disease surveillance or it is brought to the attention of a public health department by an outside agency, it is important to have a protocol and list of partners or stakeholders to contact for timely investigation. Through the experience of past investigations, the following list (Table X) has been developed to assist public health agencies with timely partner engagement. Keep in mind that variations in local laws and resource capacity will determine how this list is used or maintained within jurisdictions. 

[ADD TEXT – RE CONTACT PUBLIC HEALTH, LAW ENFORCEMENT, PROFRESSIONAL LICENSING, ETC TO ALIGN WITH TABLE BELOW.] The following table lists examples of agencies and organizations that potentially can be involved in drug diversion investigations. It is not intended to be exhaustive and can be modified. When it is learned during an investigation that the professional who is suspected of drug diversion or tampering has worked in other states, it is important to contact respective state health departments as early as possible in the investigation. This will allow the other states to launch timely concurrent investigations. 	Comment by Hansen, Katrina: I can draft something up unless one of you already started something like this. I think it may be nice to have some context to go with the table below. Thoughts? 

Table X: List of partners to engage for law enforcement, health professional licensing and credentialing, public health, healthcare facilities, state hospital association, and others depending on jurisdiction. 	Comment by lymercedes: Do we need to add a public health category in the following table?	Comment by Hansen, Katrina: Added below. I put in some websites as well that may either be able to direct to contacts or have some resources. Feel free to edit as you see fit. 	Comment by lymercedes: Added state hosp assn, in case a hosp gives push back when an investigation begins; also, the assn needs to know what’s going on, in case a DD’r hops around to multiple facilities

	Partners to engage
	Notes/Websites

	Public Health 
	

	State Public Health Departments
	· Healthcare-Associated Infections Programs:  https://www.cdc.gov/hai/state-based/index.html 

	Local, City, or County Public Health Departments
	· The National Association of County and City Health Officials (NACCHO): http://www.naccho.org/ 

	Centers for Disease Control and Prevention
	· Division of Healthcare Quality and Promotion:  https://www.cdc.gov/hai/index.html 

	CORHA	Comment by Hansen, Katrina: I couldn’t find a live website yet but may help
	

	Law Enforcement
	

	State Police
	

	Local Police
	

	Drug Enforcement Administration (DEA)
	· Office locations: https://www.dea.gov/about/Domesticoffices.shtml 

	Food and Drug Administration (FDA) 
	· Contact FDA: https://www.fda.gov/AboutFDA/ContactFDA/default.htm 

	Health Profession Licensing boards
	

	Pharmacy
	· National Association of Boards of Pharmacy: https://nabp.pharmacy/ 

	Medicine
	

	Dental
	

	Nursing
	

	Technicians
	

	Paramedic/ EMT
	· National Association of Emergency Medical Technicians:  http://www.naemt.org/ 

	Facility Licensing, Certification, & Accreditation 
	

	CMS certifying organization
	· CMS Certification: https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertificationGenInfo/index.html 

	State licensing organization
	

	Accrediting organizations 
	

	Infection Prevention and Professional Organizations 
	

	APIC
	· Website: http://www.apic.org/ 
· Position Paper regarding safe injection practices and drug diversion:  https://www.apic.org/Resource_/TinyMceFileManager/Position_Statements/2016APICSIPPositionPaper.pdf 

	SHEA
	· Various resources on website: http://www.shea-online.org/ 


	Regional Infection Prevention Organizations
	

	The National Association of County and City Health Officials (NACCHO) 
	· Various resources on website: http://www.naccho.org/ 

	Association of State and Territorial Health Officials (ASTHO)
	· Toolkit for Improving Access to Electronic Health  Records:  http://www.astho.org/Toolkit/Improving-Access-to-EHRs-During-Outbreaks/ 

	Substance Use and Prevention Organizations
	

	State or Local Bureau of Drug and Alcohol
	

	Provider recovery organizations
	

	National Organizations 
	· Substance Abuse and Mental Health Services Administration (SAMHSA): https://www.samhsa.gov/ 
· National Institute of Drug Abuse (NIDA): https://www.drugabuse.gov/about-nida/organization 


Disclaimer: Table may not be comprehensive. 





METHODS TO IDENTIFY AND RESPOND TO DRUG DIVERSION EVENTS 


· Guidance for identifying drug diversion and tampering events; including potential areas for analysis and review.
· Guidance for responding to reported or identified events; including if there is potential risk requiring patient notification. 
· Examples from state and local health jurisdictions. 



	Comment by Tammer Roza P: We talked yesterday during our call about broadening this particular section to include patient and media notification because they often are timed and coincide together.  What do you think? Also, we thought it would be helpful to have some sample templates we could reference in an appendix (e.g., letters to patients, fact sheets, media talking points or best practices, etc). Do you have any materials we could potentially use?  Jason may have some ideas as well.
































PPATIENT NOTIFICATION FOLLOWING DRUG DIVERSION AND TAMPERING EVENTS 


· Guidance for notifying patients following drug diversion and tampering event; , including various methods. 
· Example templates and sample letters

When there has been a breach in infection control or a known transmission of disease (due to provider diversion/substitution), a decision may be made to notify patients of potential exposure to bloodborne pathogens. The Centers for Disease Control and Prevention (CDC) offers this general toolkit for health departments and healthcare facilities conducting investigations and patient notification after any infection control breach (including diversion) has been identified.  The toolkit includes sample patient notification letters and sample letters for notifying the patient’s healthcare provider, advice on what patients want to see in a notification letter and risk communication principles that should ideally be employed in crafting a notification letter.
This toolkit includes:
· Developing Documents for Patient Notification
· Planning Media and Communication Strategies
· Establishing Communication Resources
· Best Practices in Conducting Patient Notifications
· Additional Resources

CDC Injection Safety-Patient Notification Toolkit: https://www.cdc.gov/injectionsafety/pntoolkit/	Comment by Tammer Roza P: How to incorporate?
New Jersey DOH Drug Diversion Exercise: http://www.oneandonlycampaign.org/sites/default/files/upload/image/Drug%20Diversion%20Exercise%20Slides_FINAL.pdf
Colorado DOH tools (Decision Tree, checklist)?







































LEGAL AND ADDITIONAL CONSIDERATIONS 


· Guidance regarding other regulatory authorities that may be involved.
· Legal considerations. 







































AFTER AFTER-ACTION REPORTS FOR DRUG DIVERSION AND TAMPERING EVENTS

· Guidance and suggestions for after after-actions reports
· Understanding lessons from drug diversion and tampering events and improving future response activities







































TOOLKIT CONCLUSION
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Appendix 1: Toolkit Evaluation

Appendix 2: Technical resources (one and only campaign, table top exercises, etc)















































Appendix 3: Steps for Health Care Facilities to Address Patient Safety
When Drug Diversion Is Identified

	1) Prevent further risk to patients at the facility
	[bookmark: _GoBack]a. Remove the implicated health care professional from the clinical environment and revoke any previously authorized access to controlled substances (e.g., suspend computerized access to automated medication dispensing machines) pending further investigation

	
	b. Evaluate security of controlled substances to address gaps in adherence to recommended and required practices
c. Identify any previous or current discrepancies in narcotics oversight 

	2) Prevent risk to patients at other health care facilities


	a. Contact law enforcement

	
	i. Local law enforcement

	
	ii. Drug Enforcement Administration (DEA)

	
	a. DEA registrants are required to notify the DEA of the theft or significant loss of any controlled substance within 1 business day of discovery of such loss or theft

	
	iii. Food and Drug Administration Office of Criminal Investigation, particularly if product tampering, including substitution is suspected

	
	b. File report with applicable licensure agencies (e.g., Board of Medicine, Board of Nursing, Board of Pharmacy)

	
	c. File report with the New Hampshire Division of Public Health Services to ensure no patient risk to blood-borne pathogens	Comment by lymercedes: Change to state health department

	3) Assess retrospective risk to patients



	a. Assess the mechanism(s) of diversion used by the implicated health care professional

	
	i. Were injectable medications diverted? Or did implicated health care professional have access to injectable medications?

	
	ii. Was any type of tampering with injectable medication performed? If yes, assess potential for patients to be exposed to the healthcare professional’s blood (e.g., through swapping with syringes previously used by health care professional)

	
	ii. Convene a response team that includes infection control and prevention employee(s)

	
	b. If tampering with injectable medication is suspected, pursue blood-borne pathogen testing of the implicated health care professional.

	
	i. If implicated health care professional tests negative: test again 6 months last date of employment to account for a window period

	
	ii. If implicated health care professional tests positive: save sample for typing any potential prospective cases of infection

	
	c. Perform surveillance to detect acute cases of illness with no risk factors or increased number of HCV, HIV, or HBV cases.

	
	d. Use information from steps 3 a-c to determine need for patient notification and testing. This should be performed in consultation with the NHDPHS. 


Table adapted from: Schaefer MK, Perz JF. Outbreaks of infections associated with drug diversion by healthcare personnel, United States. Mayo Clinic Proceedings.2014; 89 (6).
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