DRAFT 1.1	DO NOT CITE OR CIRCULATE BEYOND CSTE REVIEWERS
PUBLIC HEALTH COLLECTION, USE, SHARING AND PROTECTION OF INFORMATION
PRACTICE GUIDE


Note to reviewers: This draft has minimal formatting at this point. Once we have further developed the contents, we will refine the presentation. 


This Practice Guide is intended to:
· Provide practice notes and tips gathered from public health emergency preparedness professionals in state, tribal, local, and territorial (STLT) governments and their legal counsel
· Assist STLT health agency staff and legal counsel to identify and analyze their jurisdiction’s laws, rules, policies, and implementation plans regarding the public health collection, use, sharing, and protection of information for emergency preparedness and response
· Highlight examples and templates from other jurisdictions

It includes checklists in four areas:
· Collection and use of information
· Sharing information
· Emergency declarations
· Protection of information

Because each jurisdiction’s law is unique, this guide may not identify all issues that arise in the course of analyzing a law. In all instances the language and requirements of the specific jurisdiction’s laws, regulations, treaties, ordinances, rules, policies, guidance, case law, and other sources of legal authority overrule this general analysis guide. 

This resource is for informational purposes only and is not intended as a substitute for professional legal or other advice.

_____________________________________________________________________________

Checklist – Collection and Use of Information
· Identify legal authorities for collection and use of information; for each area identify any prerequisites, conditions, or limitations:
· General authority
· Disease specific
· Other conditions (e.g., poisonings, radiologic events, suspected acts of bioterrorism)
· Catch-all (e.g., unusual occurrence of a disease, infection, or condition)
· Syndromic surveillance
· Public health workforce
· Other

· Identify authority and procedures to conduct investigations and collect evidence; identify any prerequisites, conditions, or limitations.

_____________________________________________________________________________

Checklist – Sharing Information
· Identify legal authorities that allow, require, or limit sharing of information by public health agencies:
· General authority
· Data practices laws
· Health information privacy laws
· Right to privacy statutory or common law
· With other public health agencies (federal, state, local)
· With law enforcement*
· With public
· Other

· If STLT law does not sufficiently allow information to be shared when necessary to protect the public, identify options to address rare but compelling circumstances where disclosure is indicated.

*Also see the Practice Guide: Sharing Information between Public Health and Law Enforcement document in this toolkit.

_____________________________________________________________________________

Checklist – Emergency Declarations
· Identify the jurisdiction's statute(s) regarding emergency declarations and powers. 
· Identify any provisions that apply to authority to share information or might be used to allow sharing as necessary to respond to an emergency.
· If currently operating under an emergency declaration, identify if and how information collection, use, and sharing requirements have changed and for how long.

_____________________________________________________________________________


Checklist – Protection of Information
· Identify legal authorities for protecting information. For each area identify any perquisites, conditions, or limitations:	
· Freedom of information laws
· Information excluded from the definition of public records
· Permitted exceptions to disclosure:
· Information not subject to disclosure under another law
· Personal privacy
· Investigatory records
· Health information or medical records
· Business information
· National, state, tribal or territorial security
· Other
· Other laws

_____________________________________________________________________________

Practice Notes – HIPAA and STLT Privacy Issues
· Identify the health data needed and if it involves protected health information.
· Identify sources for the data.
· Determine if the data is covered by HIPAA or other federal and STLT privacy laws.
· If HIPAA or other laws apply, determine if any exception applies.
· If not, identify and obtain required consents, or use limited data sets or de-identified data.

_____________________________________________________________________________

Examples and Templates
[bookmark: _Hlk34999048]
Laws and Regulations

American Health Information Management Association. Laws and Regulations Governing the Disclosure of Health Information. 2014. Available at http://bok.ahima.org/doc?oid=300245#.XvT6UChKicC.

Drafting Data Sharing Agreements

Matthew Penn and Rachel Hulkower. "How to Draft Successful Memorandums of Understanding and Data-Sharing Agreements." Available at https://www.practicalplaybook.org/page/how-draft-successful-memorandums-understanding-and-data-sharing-agreements. Adapted from Chapter 22, The Practical Playbook II: Building Multisector Partnerships That Work, edited by J. Lloyd Michener, Brian C. Castrucci, Don W. Bradley, Edward L. Hunter, Craig W. Thomas, Catherine Patterson, and Elizabeth Corcoran, 191-204. New York: Oxford University Press, 2019.


Information Disclosure

HHS. HIPAA Privacy Rule: Disclosures for Emergency Preparedness - A Decision Tool. 2017. Available at https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-preparedness/decision-tool-overview/index.html. 

_____________________________________________________________________________

Resources


Collection, Use, and Sharing Information

Network for Public Health Law and Data Across Sectors for Health. The Legal Bibliography. Available at http://legalbib.communitycommons.org/.

Reporters Committee for Freedom of the Press. Open Government Guide. Retrieved from http://www.rcfp.org/open-government-guide.

CSTE. Legal Issues Concerning Identifiable Health Data Sharing Between State/Local Public Health Authorities and Tribal Epidemiology Centers in Selected U.S. Jurisdictions. Original Draft March 30, 2009; Revised as of November 8, 2011. Available at  https://cdn.ymaws.com/www.cste.org/resource/resmgr/PDFs/LegalIssuesTribalJuris.pdf.

Partnership for Public Health Law. Legal Issues Related to Sharing of Clinical Health Data with Public Health Agencies. April 2016. Available at https://www.astho.org/Public-Policy/Public-Health-Law/Legal-Issues-Related-to-sharing-Clinical-Health-Data-with-Public-Health-Agencies/.

Association of Health Care Journalists, Association of State and Territorial Health Officials, and National Association of County and City Health Officials. Guidance on the Release of Information Concerning Deaths, Epidemics or Emerging Diseases. October 2010.  Available at http://healthjournalism.org/secondarypage-details.php?id=965.


HIPAA and HIPAA Privacy Rule 

HHS ASPR TRACIE. HIPAA and Disasters: What Emergency Professionals Need to Know. September 11, 2017. Available at https://files.asprtracie.hhs.gov/documents/aspr-tracie-hipaa-emergency-fact-sheet.pdf.

Association of State and Territorial Health Officers (ASTHO). Information Management for State Health Officials the Impact of the HIPAA Privacy Rule on Syndromic Surveillance. 2004. Available at https://biotech.law.lsu.edu/cdc/astho/29724_ASTHO.pdf.



FERPA and Use of School Data

[bookmark: _Hlk34673133]U.S. Dept. of Education. Family Educational Rights and Privacy Act (FERPA). Webpage last modified by ED March 1, 2018. Available at https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html.

U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” December 2019. Available at https://studentprivacy.ed.gov/sites/default/files/resource_document/file/2019%20HIPAA%20FERPA%20Joint%20Guidance%20508.pdf.


COVID-19 

Boufides, C. A., Chrysler, D. et al. Network for Public Health Law. FAQ: COVID-19 and Health Data Privacy. June 22, 2020. Available at https://www.networkforphl.org/resources/faqs-covid-19-and-health-data-privacy/#privacy-rights.

Bernstein, J. and Milam, S. Network for Public Health Law. COVID-19: Data Sharing for Public Health Surveillance, Investigation and Intervention. April 2, 2020. Webinar available at https://www.networkforphl.org/resources/covid-19-data-sharing-for-public-health-surveillance-investigation-and-intervention/.

HHS OCR. HIPAA Announcements Related to COVID-19. Available at https://www.hhs.gov/hipaa/for-professionals/special-topics/hipaa-covid19/index.html.

FERPA & Coronavirus Disease 2019 (COVID-19) Frequently Asked Questions (FAQs). March 2020. Available at https://studentprivacy.ed.gov/sites/default/files/resource_document/file/FERPA%20and%20Coronavirus%20Frequently%20Asked%20Questions.pdf.
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