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PUBLIC HEALTH COLLECTION, USE, SHARING AND PROTECTION OF INFORMATION
PRACTICE GUIDE
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This Practice Guide is intended to:
· Provide practice notes and tips gathered from public health emergency preparedness professionals in state, tribal, local, and territorial (STLT) governments and their legal counsel
· Assist STLT health agency staff and legal counsel to identify and analyze their jurisdiction’s laws, rules, policies, and implementation plans that the public health collection, use, sharing, and protection of information for emergency preparedness and response.
· Highlight examples and templates from other jurisdictions

It includes checklists in four areas:
· Collection and use of information
· Sharing information
· Emergency declarations
· Protection of information

Because each jurisdiction’s law is unique, this guide may not identify all issues that arise in the course of analyzing a law. In all instances the language and requirements of the specific jurisdiction’s laws, regulations, treaties, ordinances, rules, policies, guidance, case law, and other sources of legal authority overrule this general analysis guide. 

This resource is for informational purposes only and is not intended as a substitute for professional legal or other advice.


Checklist – Collection and Use of Information
· Identify legal authorities for collection and use of information; for each area identify any prerequisites, conditions, or limitations:
· General authority
· Disease specific
· Other conditions (e.g., poisonings, radiologic events, suspected acts of bioterrorism)
· Catch-all (e.g., unusual occurrence of a disease, infection, or condition)
· Syndromic surveillance
· Public health workforce
· Other

· Identify authority and procedures to conduct investigations and collect evidence; identify any prerequisites, conditions, or limitations.


Checklist – Sharing Information
· Identify legal authorities that allow, require, or limit sharing of information by public health agencies:
· General authority
· Data practices laws
· Health information privacy laws
· Right to privacy statutory or common law
· With other public health agencies (federal, state, local)
· With law enforcement*
· With public
· Other

· If STLT law does not sufficiently allow information to be shared when necessary to protect the public, identify options to address rare but compelling circumstances where disclosure is indicated.

*Also see the Practice Guide: Sharing Information between Public Health and Law Enforcement document in this series.


Checklist – Emergency Declarations
· Identify the jurisdiction's statute(s) regarding emergency declarations and powers. 
· Identify any provisions that apply to authority to share information or might be used to allow sharing as necessary to respond to an emergency.


Checklist – Protection of Information
· Identify legal authorities for protecting information. For each area identify any perquisites, conditions, or limitations:	
· Freedom of information laws
· Information excluded from the definition of public records
· Permitted exceptions to disclosure:
· Information not subject to disclosure under another law
· Personal privacy
· Investigatory records
· Health information or medical records
· Business information
· National, state, tribal or territorial security
· Other
· Other laws



Practice Notes – HIPAA Privacy Rule 
· Identify the health data needed and if it involves protected health information.
· Identify sources for the data.
· Determine if the data is covered by HIPAA or other federal and STLT privacy laws.
· If HIPAA or other laws apply, determine if any exception applies.
· If not, identify and obtain required consents, or use limited data sets or de-identified data.



Examples and Templates
· [bookmark: _Hlk34999048][insert here]


2
