

DRAFT 1
(for use in Info Sharing and Schools toolkits)
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
PRIVACY RULE

Overview
The Health Insurance Portability and Accountability Act of 1996 (HIPAA)[footnoteRef:1] and subsequent amendments enacted changes in the health insurance market and addressed the electronic transmission of health information and the protection of personal health information, among other things. Title II of HIPAA contained a number of administrative simplification and privacy provisions that instructed the Secretary of Health and Human Services (HHS) to issue standards addressing, among other things, the electronic transmission of health information and the privacy of personally identifiable medical information.[footnoteRef:2] In 2000, HHS promulgated rules, Standards for Privacy of Individually Identifiable Health Information (the “Privacy Rule”), which set national standards for the protection of certain health information and has issued subsequent modifications to the rule.[footnoteRef:3] The HIPAA Privacy Rule creates a set of basic consumer protections and a series of regulatory permissions for uses and disclosures of protected health information.[footnoteRef:4] [1: Footnotes will be streamlined and edited to style guide once text is finalized
 Health Insurance Portability and Accountability Act (HIPAA) of 1996. (P.L. 104-191).]  [2:  Chaikind H et al. Congressional Research Service. The Health Insurance Portability and Accountability Act (HIPAA) of 1996: Overview and Guidance on Frequently Asked Questions (RL31634). January 24, 2005. Retrieved from https://crsreports.congress.gov/product/pdf/RL/RL31634. ]  [3:  HHS. Standards for Privacy of Individually Identifiable Health Information. 45 C.F.R. Parts 160, 164.]  [4:  Stevens GM. Congressional Research Service. A Brief Summary of the HIPAA Medical Privacy Rule (RS20934). April 30, 2003. Retrieved from https://www.everycrsreport.com/reports/RS20934.html.] 


HIPAA Privacy Rule
The HIPAA Privacy Rule prohibits covered entities from disclosing protected health information to any third parties, unless the rule otherwise permits the disclosure.

Covered Entities
The Privacy Rule applies to covered entities and their business associates. “Covered entities” are defined as health plans, healthcare clearinghouses, and any healthcare provider that transmits health information in electronic form in connection with transactions for which the Secretary of HHS has adopted standards under HIPAA. A “business associate” is a person or organization not employed by the covered entity that performs certain activities for a covered entity involving the use or disclosure of individually identifiable health information. A “hybrid entity” is a single legal entity that conducts both covered and noncovered activities under the Privacy Rule.[footnoteRef:5] State and local health departments, for instance, can be hybrid entities if they provide healthcare services to patients for which the agencies transmit health information electronically in addition to conducting their other public health functions. If a state or local health department does not perform these activities, then it would not be a covered entity under the HIPAA Privacy Rule. A hybrid entity must designate in writing its activities that are covered under the Privacy Rule. Thus, if a health agency qualifies as a hybrid entity and it makes the required list of covered activities, then only its healthcare services would be covered under the Privacy Rule; otherwise, all of the hybrid’s activities would be deemed covered under the rule. [5:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html. ] 


Protected Health Information
The Privacy Rule applies to protected health information (“PHI”). PHI is individually identifiable health information held or transmitted by a covered entity or its business associate in any form or media—electronic, paper, or oral. “Individually identifiable health information” is defined to include the types of data listed below that identify the individual or that could be reasonably used to identify the individual:[footnoteRef:6] [6:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html. ] 

· Demographic data.
· Common identifiers (e.g., name, address, birth date, Social Security number).
· Information relating to the individual’s past, present, or future physical or mental health condition and healthcare provided to the person.
· Payment for healthcare.
Employment records maintained by a covered entity for its own employees and education records covered by FERPA are specifically excluded from the definition of PHI in the Privacy Rule.[footnoteRef:7]  [7:  HHS. Standards for Privacy of Individually Identifiable Health Information. 45 C.F.R. Parts 160, 164.] 


There are no restrictions on the use or disclosure of de-identified health information. Information may be de-identified using either the safe harbor method or the statistical de-identification method. For the safe harbor method, the covered entity de-identifies data by removing 18 identifiers specified in the Privacy Rule.[footnoteRef:8] The information is deemed de-identified provided that the covered entity does not have actual knowledge that the remaining information can be used alone or in combination with other reasonably available information to identify a subject. These identifiers include personal identifiers (such as name, address, telephone number, birth date, and social security number) and non-personal identifiers (such as geographic information smaller than a state and dates directly associated with an individual). Alternatively, a covered entity can rely on a determination by a properly qualified statistician using accepted analytic techniques who concludes the risk of re-identification is substantially limited.[footnoteRef:9] [8:  45 C.F.R. § 164.514(b)(2).]  [9:  HHS. Summary of the HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html.] 


General Disclosure Rule
The Privacy Rule states that a covered entity may not use or disclose PHI except as permitted by the Privacy Rule or as authorized in writing by the person who is the subject of the PHI (or their personal representative).[footnoteRef:10] The rule also requires disclosure to the person/representative or to HHS as part of an enforcement action.[footnoteRef:11] [10:  HHS. Standards for Privacy of Individually Identifiable Health Information. 45 C.F.R. Parts 160, 164.]  [11:  HHS. Standards for Privacy of Individually Identifiable Health Information. 45 C.F.R. Parts 160, 164.] 

Permitted Uses and Disclosures – The Privacy Rule identifies a number of circumstances in which use or disclosure of PHI is specifically permitted. A covered entity is permitted, but not required, to use and disclose PHI without an individual’s authorization for the following purposes or situations[footnoteRef:12]: [12:  HHS. Standards for Privacy of Individually Identifiable Health Information. 45 C.F.R. Parts 160, 164.] 

· To the Individual—To the person who is the subject of the PHI.
· Treatment, Payment, and Healthcare Operations—A covered entity may use PHI for its own treatment, payment, and healthcare activities like quality assessment or evaluations. Obtaining patient consent for disclosure of PHI for treatment, payment, and healthcare operations activities is optional under the Privacy Rule.
· Uses and Disclosures with Opportunity to Agree or Object—The Privacy Rule allows covered entities to obtain informal permissions by giving persons opportunities to agree or object to the use and disclosure of PHI. Such instances include providing information for hospital directories or notifications to family members. If a person is incapacitated or unavailable to give permission, the covered entity is allowed to exercise its professional judgment in deciding whether the use or disclosure is in the person’s best interest.
· Incidental Use and Disclosure—The Privacy Rule does not require covered entities to guarantee that all incidental disclosures of PHI made during an otherwise permitted use and disclosure are eliminated. Such incidental disclosures are permitted under the rule so long as the covered entity has taken reasonable steps to safeguard against disclosures and that information shared is the minimum necessary under the rule.
· Public Interest and Benefit Activities—The Privacy Rule permits the use and disclosure of PHI without a person’s consent in a number of specific situations identified in the rule as “public purposes.” 
· Limited Data Set—The Privacy Rule allows the use or disclosure of limited data sets for the purposes of research, public health, or healthcare operations. Limited data sets are those in which 16 of 18 categories of specific identifiers about persons or their households have been removed. Limited data sets may include identifiers like city, state, ZIP code, and elements of the date.[footnoteRef:13] Limited data sets may be used for research and public health purposes so long as users of the data have entered into a data use agreement to protect the PHI in the limited data set. A limited data set is different from de-identified data because the limited data set still contains some PHI. [13:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html. ] 

Covered entities may rely on professional ethics and best judgment in deciding which of these permissive uses and disclosures to make.[footnoteRef:14] [14:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html. ] 


Disclosures for Public Interest and Benefit Activities – The Privacy Rule permits use and disclosure of PHI without an individual’s authorization for public purposes. The rule allows, but does not require, these disclosures to recognize the important uses for health information beyond the realm of healthcare. Several of these exceptions are described below. (Figure 1 lists all twelve public purposes in the Privacy Rule.)
· Public Health Activities—Covered entities are allowed to disclose PHI for a variety of public health activities identified in the Privacy Rule. The rule allows disclosure to[footnoteRef:15]: [15:  45 C.F.R. §164.512(b)(i)–(v).] 

· Public health officials authorized by law to collect or receive PHI for preventing or controlling disease, injury, or disability.
· Public health or other government officials authorized to receive reports of child abuse and neglect.
· Persons and entities subject to FDA regulation regarding FDA-regulated products or activities for purposes such as adverse event reporting, tracking of products, product recalls, and post-marketing surveillance.
· Persons who may have contracted or been exposed to a communicable disease when notification is authorized by law.
· Employers who request information about their employees’ work-related illnesses or injuries or workplace-related medical surveillance data when this information is needed by the employer to comply with the Occupational Safety and Health Administration (OSHA), the Mine Safety and Health Administration (MSHA), or similar state laws.
· Serious Threat to Health or Safety—The Privacy Rule allows covered entities to disclose PHI they believe is necessary to prevent or lessen a serious and imminent threat to a person or the public when such disclosure is made to someone they believe can prevent or lessen the threat (including the target of the threat). Covered entities may also disclose to law enforcement if the information is needed to identify or apprehend an escapee or violent criminal.[footnoteRef:16] [16:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html.] 

· Judicial and Administrative Proceedings—The Privacy Rule permits covered entities to disclose protected health information in a judicial or administrative proceeding if the request for the information is through an order from a court or administrative tribunal.[footnoteRef:17] [17:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html.] 

· Law Enforcement Purposes—The Privacy Rule also permits covered entities to disclose PHI to law enforcement officials without the individual's authorization under specific circumstances including: [footnoteRef:18]  [18:  HHS. HHS FAQs: When does the Privacy Rule allow covered entities to disclose protected health information to law enforcement officials? Retrieved from http://www.hhs.gov/ocr/privacy/hipaa/faq/disclosures_for_law_enforcement_purposes/505.html.] 

· To report PHI to law enforcement when required by law to do so.[footnoteRef:19]  [19:  45 C.F.R. § 164.512(f)(1)(i). The Privacy Rule permits disclosures of PHI as necessary to comply with state laws that require healthcare providers to report incidents of gunshot, stab wounds, or other violent injuries.] 

· To comply with a court order or court-ordered warrant, a subpoena or summons issued by a judicial officer, or a grand jury subpoena.[footnoteRef:20]  [20:  45 C.F.R. § 164.512(f)(1)(ii)(A)-(B). The Rule recognizes that the legal process in obtaining a court order and the secrecy of the grand jury process provides protections for the individual's private information.] 

· To respond to an administrative request, including an administrative subpoena or summons, a civil or authorized investigative demand, or similar process authorized by law.[footnoteRef:21]  [21:  45 C.F.R. § 164.512(f)(1)(ii)(C). Because an administrative request may be made without judicial involvement, the Privacy Rule requires all administrative requests to include or be accompanied by a written statement that the information requested is relevant and material, specific and limited in scope, and that de-identified information cannot be used.] 

· To respond to a request for PHI for purposes of identifying or locating a suspect, fugitive, material witness, or missing person.[footnoteRef:22]  [22:  45 C.F.R. § 164.512(f)(2). Under this exception, the covered entity must limit disclosures of PHI to name and address, date and place of birth, social security number, ABO blood type and rh factor, type of injury, date and time of treatment, date and time of death, and a description of distinguishing physical characteristics. Other information related to the individual's DNA, dental records, body fluid or tissue typing, samples, or analysis cannot be disclosed under this provision, but may be disclosed in response to a court order, warrant, or written administrative request.] 

· When information about a suspected perpetrator of a crime is disclosed when the report is made by the victim who is a member of the covered entity's workforce.[footnoteRef:23] [23:  45 CFR § 164.502(j)(2).] 

· To respond to a request for PHI about a victim of a crime when the victim agrees.[footnoteRef:24] [24:  45 C.F.R. § 164.512(f)(3). If, because of an emergency or the person's incapacity, the individual cannot agree, the covered entity may disclose the PHI if law enforcement officials represent that the PHI is not intended to be used against the victim, is needed to determine whether another person broke the law, that the investigation would be materially and adversely affected by waiting until the victim could agree, and the covered entity believes in its professional judgment that doing so is in the best interests of the individual whose information is requested.] 

· To alert law enforcement to the death of an individual, when there is a suspicion that death resulted from criminal conduct.[footnoteRef:25] [25:  45 C.F.R. § 164.512(f)(4).] 

· To report PHI that the covered entity in good faith believes to be evidence of a crime that occurred on the covered entity's premises.[footnoteRef:26] [26:  45 C.F.R. § 164.512(f)(5).] 

· When responding to an off-site medical emergency, as necessary to alert law enforcement about criminal activity.[footnoteRef:27]. [27:  45 C.F.R. § 164.512(f)(6). This provision specifically applies to information regarding the commission and nature of the crime, the location of the crime or any victims, and the identity, description, and location of the perpetrator of the crime This provision does not apply if the covered healthcare provider believes that the individual in need of the emergency medical care is the victim of abuse, neglect, or domestic violence. Disclosure of PHI regarding adult abuse, neglect, or domestic violence, must meet criteria set out in another exception. 45 C.F.R. § 164.512(c).] 

· To coroners or medical examiners to assist them in identifying the decedent, determining the cause of death, or to carry out their other authorized duties.[footnoteRef:28] [28:  45 C.F.R. § 164.512(g)(1).] 

· To a law enforcement official reasonably able to prevent or lessen a serious and imminent threat to the health or safety of an individual or the public.[footnoteRef:29] [29:  45 C.F.R. § 164.512(j)(1)(i). See also Office of the Director of National Intelligence. About the ISE. Retrieved from http://ise.gov/background-and-authorities. ] 

· To identify or apprehend an individual who has admitted participation in a violent crime that the covered entity reasonably believes may have caused serious physical harm to a victim, provided that the admission was not made in the course of or based on the individual's request for therapy, counseling, or treatment related to the propensity to commit this type of violent act.[footnoteRef:30] [30:  45 C.F.R. § 164.512(j)(1)(ii)(A), (j)(2)-(3).] 

· To identify or apprehend an individual who appears to have escaped from lawful custody.[footnoteRef:31] [31:  45 C.F.R. § 164.512(j)(1)(ii)(B).] 

· To federal officials authorized to conduct intelligence, counterintelligence, and other national security activities under the National Security Act or to provide protective services to the president and others and conduct related investigations.[footnoteRef:32] [32:  45 C.F.R. § 164.512(k)(2); 45 CFR 164.512(k)(3).] 

· To respond to a request for PHI by a correctional institution or a law enforcement official having lawful custody of an inmate or others if they represent such PHI is needed to provide healthcare to the individual; for the health and safety of the individual, other inmates, officers or employees of or others at a correctional institution or responsible for transporting or transferring inmates; or for the administration and maintenance of the safety, security, and good order of the correctional facility, including law enforcement on the premises of the facility.[footnoteRef:33] [33:  45 C.F.R. § 164.512(k)(5)] 


Waivers of HIPAA During Emergencies
Federal law provides for the waiver or modification of certain HIPAA requirements during emergencies. Section 1135 of the Social Security Act (SSA) authorizes the HHS Secretary to temporarily modify or waive certain Medicare, Medicaid, State Children’s Health Insurance (SCHIP), and HIPAA requirements.[footnoteRef:34] The purpose of the 1135 waiver authority is to ensure that sufficient healthcare services are available to meet the needs of individuals enrolled in SSA programs when and where an emergency is experienced. Service providers who in good faith are unable to comply with certain requirements are reimbursed for the services they provide during an emergency and are exempted from sanctions for noncompliance absent fraud or abuse. Section 1135 waivers require both a declaration by the President of national emergency under the National Emergencies Act or of an emergency or disaster the Stafford Act, and a public health emergency determination by the HHS Secretary under section 319 of the Public Health Service Act (PHSA). [34:  Social Security Act. Pub. L. No. 104-321. Codified at 42 U.S.C. §1320b-5.] 


SSA section 1135 addresses, among other things, the waiver of sanctions arising from noncompliance with HIPAA privacy regulations relating to: (1) obtaining a patient’s agreement to speak with family or friends or honoring a patient’s request to opt out of the facility directory; (2) distributing a notice of privacy practices; or (3) the patient’s right to request confidential communications. The waiver is effective only if actions under the waiver do not discriminate as to the patient’s source of payment (e.g., Medicare, Medicaid, private insurance) or ability to pay.

Once the 1135 waiver has been authorized by the HHS Secretary, healthcare service providers’ requirements are not automatically waived or modified. The Centers for Medicare and Medicaid Services (CMS) implements the waiver by determining on a case-by-case basis whether and the extent to which sufficient grounds exist for waiving requirements with respect to a particular provider, to a group or class of providers, or to a geographic area.[footnoteRef:35] Providers can submit requests to operate under the waiver authority to regional CMS offices and to CMS for other relief beyond the scope of discretion granted to CMS regional offices and state survey agencies. Section 1135 waivers generally expire when the underlying emergency/disaster declaration terminates; however, waivers related to the HIPAA privacy rule are subject to different requirements and are generally limited to a 72-hour period beginning with implementation of a hospital disaster protocol.[footnoteRef:36] [35:  Center for Medicare and Medicaid Services. “Medicare Fee-For-Service Emergency and Disaster-Related Policies and Procedures That May Be Implemented Only With a § 1135 Waiver.” March 15, 2019. Retrieved from www.cms.gov/Emergency/downloads/MedicareFFS-EmergencyQsAs1135Waiver.pdf. ]  [36:  HHS. Public Health Emergency Declaration Q&As. Retrieved from www.phe.gov/Preparedness/legal/Pages/phe-qa.aspx. ] 


HIPAA Liability and Enforcement
The Privacy Rule does not authorize individuals to sue for violations; individuals must direct their complaints to HHS’ Office for Civil Rights (OCR), which then investigates the complaint. In cases of noncompliance, the Secretary is directed to resolve the matter by informal means. If the matter cannot be resolved informally, the Secretary may issue written findings of noncompliance that may be used as a basis for initiating a civil action or a criminal referral. Covered entities that knowingly and improperly disclose identifiable health information are subject to civil monetary penalties ($100 per violation up to $25,000 per year) and criminal penalties (up to $250,000 and imprisonment up to 10 years).[footnoteRef:37] [37:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html. ] 


HIPAA and State Laws
In general, any state laws or regulations that conflict with HIPAA and the Privacy Rule are preempted by federal law, and the federal requirements control over the state requirements. However, the Privacy Rule does contain several exceptions that allow differing state requirements to control[footnoteRef:38] [footnoteRef:39]: [38:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html.]  [39:  45 C.F.R. §160.203, §160.204.] 

· The state law relates to privacy of individually identifiable health information and provides greater privacy protections or rights than the Privacy Rule.
· The state law requires the reporting of disease or injury, child abuse, birth, or death and for public health surveillance, investigation, or intervention.
· The state law requires certain reporting by health plans, such as for management or financial audits or evaluations.

States can also request a determination that a conflicting state law will not be preempted by HIPAA regulations if the state can demonstrate one of the conditions enumerated in the rule, including, but not limited to, that the conflicting state provision serves a compelling public health, safety, or welfare interest, and, if the conflicting state requirement relates to a privacy right, that the intrusion into privacy is warranted given the public interest being served.[footnoteRef:40] [footnoteRef:41] [40:  HHS. Summary of HIPAA Privacy Rule. Retrieved from https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html.]  [41:  45 C.F.R. §160.203, §160.204.] 
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HIPAA Privacy Rule Disclosure Exceptions for Public Interest & Benefit Activities

The Privacy Rule identifies 12 public purposes in which the use and disclosure of protected health information is permitted without a person’s authorization: 
· Required by law. 
· Public health activities. 
· Victims of abuse, neglect, or domestic violence. 
· Health oversight activities. 
· Judicial and administrative proceedings. 
· Law enforcement purposes. 
· Decedents.
· Cadaveric organ, eye, or tissue donation. 
· Research. 
· Serious threat to health or safety. 
· Essential government functions. 
· Workers’ compensation. 




2
