DRAFT 1
(for use in Info Sharing and Schools toolkits)
FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT

Overview
The Family Educational Rights and Privacy Act (FERPA) is a federal law intended to protect the privacy of student education records while allowing students and parents greater access to the records.[footnoteRef:1] FERPA, among other things, prevents the disclosure of a student’s education record without the consent of a parent or eligible student unless an exception to the law’s general consent requirement applies.[footnoteRef:2] “Eligible students” are students who have turned 18 or attend school beyond the high school level at any age. Schools must notify parents and eligible students annually of their rights under FERPA; the exact method of this notice (e.g., newsletter, student handbook, etc.) is left to the discretion of each school.[footnoteRef:3] [1: Footnotes will be streamlined and edited to style guide once text is finalized
 Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. §1232g.]  [2:  Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. §1232g.]  [3:  34 CFR 99.2.] 


FERPA Coverage
FERPA applies to all educational institutions and agencies that receive any funds for programs administered by the U.S. Department of Education (ED or the Department).[footnoteRef:4] Thus, all public schools and school districts and most public and private post-secondary institutions (e.g., colleges) are covered by FERPA.[footnoteRef:5] Private and religious elementary and secondary schools are not subject to FERPA because they generally do not receive funding from ED.[footnoteRef:6] ED had historically interpreted FERPA to exclude “non-school” entities, which are not attended by students, from the scope of entities covered by the act. However, amendments to FERPA regulations changed this; the rule now acknowledges that the Department funds entities that do not have students and authorizes ED to enforce FERPA for programs funded by ED or that disclose or receive protected information under the act.[footnoteRef:7]  [4:  U.S. Dept. of Education. Student Privacy 101: Student Privacy at the U.S. Department of Education. Retrieved from https://studentprivacy.ed.gov/?src=fpco.]  [5:  U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” December 2019. Retrieved from https://studentprivacy.ed.gov/sites/default/files/resource_document/file/2019%20HIPAA%20FERPA%20Joint%20Guidance%20508.pdf.]  [6:  U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” December 2019. Retrieved from https://studentprivacy.ed.gov/sites/default/files/resource_document/file/2019%20HIPAA%20FERPA%20Joint%20Guidance%20508.pdf.]  [7:  U.S. Dept. of Education. Final Rulemaking. “Family Educational Rights and Privacy.” 76 F.R. 75604 (December 2, 2011).] 


Rights Under FERPA
FERPA give parents and eligible students the right to:
· Review the student's education records maintained by the school.
· Request that a school correct records which they believe to be inaccurate or misleading.
· Require nondisclosure of the student’s education record or personally identifiable information from the record without prior written consent of a parent or eligible student (known as the “general consent rule”), unless an exception applies.

In a written request for consent to disclose, a school must identify the records to be disclosed, the person or entity to whom the information is to be disclosed, and the purpose of the disclosure. A parent or eligible student has the right to request and receive a copy of the information disclosed to a third party.[footnoteRef:8] [8:  Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. §1232g.] 


Education Record Defined
“Education record” is defined as records which are: (1) directly related to a student and (2) maintained by an educational agency or institution or by a person acting on behalf of the agency or institution.[footnoteRef:9] A student’s health records, including immunization information and other records maintained by a school nurse, are considered part of the student’s education record and thus are protected from disclosure under FERPA.  [9:  34 CFR 99.2.] 


Records of medical and psychological treatment of eligible students at post-secondary institutions (“treatment records”) are excluded from the definition of education records under FERPA if the records are made, maintained, and used only in the treatment of the student and are disclosed only to persons providing treatment.[footnoteRef:10] Treatment records can be disclosed for purposes other than treatment, but disclosure must be made with consent or under one of the exceptions to the consent requirement.[footnoteRef:11] If treatment records are released for purposes other than treatment, then they are considered to be education records and all the FERPA requirements then apply.[footnoteRef:12]  [10:  Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. §1232g. 34 CFR Part 99. See also U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” December 2019. Retrieved from https://studentprivacy.ed.gov/sites/default/files/resource_document/file/2019%20HIPAA%20FERPA%20Joint%20Guidance%20508.pdf.]  [11:  U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” December 2019. Retrieved from https://studentprivacy.ed.gov/sites/default/files/resource_document/file/2019%20HIPAA%20FERPA%20Joint%20Guidance%20508.pdf.]  [12:  U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” December 2019. Retrieved from https://studentprivacy.ed.gov/sites/default/files/resource_document/file/2019%20HIPAA%20FERPA%20Joint%20Guidance%20508.pdf.] 


FERPA generally excludes from the definition of “education records”: security videos; records that are kept by a school’s law enforcement unit; observations by instructors; or records created after the student no longer attends the school.[footnoteRef:13] Records of special education students receiving services under the Individuals With Disabilities Education Act (IDEA) are covered as education records under FERPA.[footnoteRef:14] [13:  34 CFR Part 99.]  [14:  34 CFR Part 99.] 


Personally Identifiable Information Defined
FERPA regulations define “personally identifiable information” (PII) to include name, address, personal identifiers like Social Security number or date of birth, biometric data, or other information that could be used alone or in combination to identify a student.[footnoteRef:15] However, schools may disclose without consent “directory information” such as a student's name, address, telephone number, date and place of birth, honors and awards, and dates of attendance.[footnoteRef:16] Schools must tell parents and eligible students about directory information and allow parents and eligible students a reasonable amount of time to request that the school not disclose directory information about them.[footnoteRef:17] [15:  34 CFR Part 99.]  [16:  U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” December 2019. Retrieved from https://studentprivacy.ed.gov/sites/default/files/resource_document/file/2019%20HIPAA%20FERPA%20Joint%20Guidance%20508.pdf.]  [17:  U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” December 2019. Retrieved from https://studentprivacy.ed.gov/sites/default/files/resource_document/file/2019%20HIPAA%20FERPA%20Joint%20Guidance%20508.pdf.] 


Exceptions to FERPA
FERPA contains multiple exceptions that allow schools to disclose PII from a student’s education record without consent of a parent or an eligible student. Schools may disclose de-identified information without written consent.[footnoteRef:18] In addition to disclosures to parents and eligible students, and for directory information, FERPA regulations identify the parties or circumstances in which disclosure of PII may be made without consent.[footnoteRef:19] Historically, these exceptions have been narrowly construed by ED to err on the side of protecting the student’s privacy over making a disclosure. Thus, ED interpretations have resulted in a very narrow scope of circumstances and recipients for the release of education records without prior written consent by a parent or eligible student. [18:  34 CFR 99.31.]  [19:  34 CFR 99.31 and 99.35. See also U.S. Dept. of Education. Student Privacy 101: Student Privacy at the U.S. Department of Education. Retrieved from https://studentprivacy.ed.gov/?src=fpco. ] 


School Officials
Information may be given to school officials, including teachers, with a legitimate educational interest. A contractor, consultant, volunteer, or other party to which the school has outsourced activities may be considered a school official if the contractor, etc. is: (1) performing a function that a school employee would otherwise perform; (2) under the direct control of the school when using or maintaining the education records; and (3) subject to FERPA’s limitations on redisclosure of education records.19, 20 Schools must make a record of the requests for disclosure and each disclosure of PII it makes, as well as officials that may redisclose the information.28  

Specified Officials and Their Authorized Representatives
Disclosure without prior consent is permitted to specified officials and their authorized representatives. The officials are: the U.S. Comptroller General, the U.S. Attorney General, the ED Secretary, or state and local educational authorities.19 Disclosures to these officials—or their authorized representatives—must be made in connection with an audit or evaluation of federal or state-supported education programs or to enforce or comply with federal legal requirements related to those programs.[footnoteRef:20] FERPA’s regulations define an “authorized representative” as “any entity or individual designated by a state or local educational authority or agency headed by [the U.S. Comptroller General, the U.S. Attorney General, the ED Secretary, or state and local educational authorities].”[footnoteRef:21] Education records disclosed must be protected so that only the specified officials or their authorized representatives have access to PII, and the records must be destroyed when they are no longer needed for the purposes for which they were disclosed. However, these requirements can be waived if the parent or eligible student consents to the disclosure or if collection of PII is expressly authorized by federal law.[footnoteRef:22] [20:  34 C.F.R. §99.35.]  [21:  34 C.F.R. §99.3.]  [22:  34 C.F.R. §99.35.] 


The “authorized representative” exception for disclosure without consent for audits, evaluations, or studies have been used in the past as a basis for creating memoranda of agreement (MOA) between state and local health and education agencies to share data. Even ED had a MOA with the Centers for Disease Control and Prevention (CDC) in which ED designated the CDC as its authorized representative for the purposes of collecting information under the Metropolitan Atlanta Developmental Disabilities Surveillance Program.[footnoteRef:23] However, ED guidance and amendments to FERPA regulations in 2008 ultimately narrowed the Department’s interpretation of the scope of “authorized representatives” to generally exclude other state and federal agencies because they were not under the “direct control” of the state educational authority.[footnoteRef:24] However, amendments to the FERPA rules in December 2011 allowed non-education agencies to again serve as authorized representatives under FERPA for audits, evaluations, or studies related to educational programs.[footnoteRef:25] The revised rules also require that state or local educational authorities use “reasonable methods” to ensure that their authorized representatives comply with FERPA and that education authorities enter into written agreements with their representatives specifying the information disclosed and the handling of the information to protect PII. ED has issued guidance addressing the “reasonable methods” and written agreement requirements.[footnoteRef:26] [23:  U.S. Dept. of Education. Final Rulemaking. “Family Educational Rights and Privacy.” 76 F.R. 75604 (December 2, 2011).]  [24:  U.S. Dept. of Education. Notice of Proposed Rulemaking. “Family Educational Rights and Privacy.” 76 F.R. 19726 (April 8, 2011). See also U.S. Dept. of Education. “Memorandum from William D. Hansen, Deputy Secretary of Education, to State Officials.” January 30, 2003. Retrieved from https://www2.ed.gov/policy/gen/guid/secletter/030130.html.]  [25:  34 C.F.R. §99.35.]  [26:  U.S. Dept. of Education. Privacy Technical Assistance Center. The Family Educational Rights and	Privacy Act
Guidance for Reasonable Methods and Written Agreements. June 2015. Retrieved from https://studentprivacy.ed.gov/resources/guidance-reasonable-methods-and-written-agreements. ] 


Health and Safety Emergencies
A school may disclose PII from education records in connection with an emergency if the “information is necessary to protect the health or safety of the student or other individuals.”[footnoteRef:27] Information may be disclosed to “appropriate parties,” which include the parents of an eligible student, as well as parties like law enforcement, public health officials, and trained medical personnel.[footnoteRef:28] In determining whether to make a disclosure for a health or safety emergency, a school “may take into account the totality of the circumstances pertaining to a threat to the health or safety of a student or other individuals.” If the school determines that there is an “articulable and significant threat” the school may disclose information necessary to protect the health or safety of the student or other individuals. ED will defer to the judgment of the school in making a determination that, based on the information available at the time, there was a rational basis for the determination. Limitations on the health and safety emergencies exception do not prevent a school from including appropriate information about a student’s disciplinary record in the education record or sharing the disciplinary information with teachers and school officials with a legitimate educational interest in the behavior of the student.[footnoteRef:29] School officials are required to make a record of the PII disclosed under the health and safety emergency exception that identifies the threat that gave rise to the disclosure, the parties the information was disclosed to, and the information disclosed.[footnoteRef:30] [27:  34 C.F.R §99.31 and 34 C.F.R. §99.36.]  [28:  34 C.F.R. §99.36. See also U.S. Dept. of Education. “Family Educational Rights and Privacy Act (FERPA) and H1N1.” October 2009. Retrieved from http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-h1n1.pdf. ]  [29:  34 C.F.R. §99.36.]  [30:  34 C.F.R. §99.32.] 


The health and safety exception has traditionally been narrowly construed by ED. Agency guidance states that an “emergency” under FERPA means “a situation in which there is an articulable and significant threat to the health or safety of students or other individuals.” However, an “emergency does not include the threat of a possible or eventual emergency for which the likelihood of occurrence is unknown.”[footnoteRef:31] In response to a university regarding potential conflicts between state notifiable diseases and conditions reporting requirements and FERPA, FPCO determined, among other things, that for those conditions the state health regulations require immediate reporting on an emergency basis would fall under the FERPA health and safety emergency exception. For conditions that did not require emergency reporting, the disclosure of PII in these circumstances would not meet the imminent threat requirement, so consent was required.[footnoteRef:32] [31:  U.S. Dept. of Education. “Family Educational Rights and Privacy Act (FERPA) and H1N1.” October 2009. Retrieved from http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-h1n1.pdf.]  [32:  U.S. Dept. of Education. Family Policy Compliance Office. “Letter to University of New Mexico re: Applicability of FERPA to Health and Other State Reporting Requirements.” November 29, 2004. Retrieved from http://www2.ed.gov/policy/gen/guid/fpco/ferpa/library/baiseunmslc.html. ] 


Studies on Behalf of the School
Disclosures without consent may be made to organizations conducting certain studies for or on behalf of the school. “Organization” is defined to include “federal, state, and local agencies, and independent organizations.” These studies must relate to: (1) developing, validating, or administering predictive tests; (2) administering student aid programs; or (3) improving instruction. Education records disclosed must be protected so that only representatives of the organization have access to PII and the records must be destroyed when no longer needed for the purposes for which the study was conducted. The school must have a written agreement with the organization conducting the study that specifies the purpose and scope of the study and the information to be disclosed.[footnoteRef:33] The agreement must also address the organization’s protection of personally identifiable information and ultimate destruction of PII upon completion of the study.[footnoteRef:34] FERPA regulations note that state education agencies are allowed to make nonconsensual disclosures of PII for studies in the same way schools and other education officials are.[footnoteRef:35] Previous interpretations of the rules did not allow state education agencies to make disclosures for studies without consent.[footnoteRef:36] [33:  34 C.F.R §99.31.]  [34:  34 C.F.R §99.31. U.S. Dept. of Education. Final Rulemaking. “Family Educational Rights and Privacy.” 76 F.R. 75604 (December 2, 2011).]  [35:  U.S. Dept. of Education. Final Rulemaking. “Family Educational Rights and Privacy.” 76 F.R. 75604 (December 2, 2011). See also U.S. Dept. of Education. Privacy Technical Assistance Center. The Family Educational Rights Privacy Act Guidance for Reasonable Methods and Written Agreements. June 2015. Retrieved from https://studentprivacy.ed.gov/resources/guidance-reasonable-methods-and-written-agreements. ]  [36:  U.S. Dept. of Education. Final Rulemaking. “Family Educational Rights and Privacy.” 76 F.R. 75604 (December 2, 2011).] 


[bookmark: _GoBack]Judicial Actions
Schools may disclose education records without consent to comply with a judicial order or lawfully issued subpoena. However, the school must make a reasonable effort to notify the parent or eligible student of the order/subpoena before the school complies with it to allow the parent or eligible student time to seek “protective action.” Schools are not required to give advance notice of a disclosure due to judicial action if the disclosure is being made in compliance with: (1) a federal grand jury subpoena for which the court has ordered that the existence or contents of the subpoena not be disclosed; (2) any other subpoena for which the court has ordered that the existence or contents of the subpoena not be disclosed; or (3) an ex parte court order obtained by the U.S. Attorney General or Assistant Attorney General concerning investigations or prosecutions related to an act of domestic or international terrorism. If a school initiates legal action against a parent or student, or if the school is sued by a parent or student, the school may disclose education records relevant to the matter to the court without a court order or subpoena.[footnoteRef:37] [37:  34 C.F.R §99.31.] 


Transferring Schools
A school may disclose a student’s education records to another school, school system, or education institution (e.g., college) to which the student is already enrolled or intends to enroll or transfer.[footnoteRef:38] Provisions in the No Child Left Behind Act of 2001 require states to assure ED that there are procedures in place to facilitate the transfer of disciplinary records regarding suspension or expulsion of a student enrolling or transferring to a public or private elementary or secondary school.[footnoteRef:39] A school must attempt to notify the parents or student of the disclosure, give them a copy of the education record if requested, and give them the opportunity for a hearing if requested.[footnoteRef:40] [38:  34 C.F.R §99.31.]  [39:  34 C.F.R §99.31. No Child Left Behind Act of 2001. (Pub. L. 107-110). See 20 U.S.C. §7165(b).]  [40:  34 C.F.R. §99.34.] 


Financial Aid
A school may disclose a student’s education record to appropriate parties if the disclosure is made in connection with the student’s application for or receipt of financial aid. The disclosure may be made without the student’s consent if the information is necessary to determine eligibility, amount, and conditions of financial aid or to enforce the terms and conditions of the aid.[footnoteRef:41] [41:  34 C.F.R §99.31.] 


Accrediting Organizations
Disclosures may be made without consent to accrediting organizations.[footnoteRef:42] [42:  34 C.F.R §99.31.] 


Juvenile Justice Authorities
Schools can disclose education records to state and local authorities within a juvenile justice system pursuant to specific state laws.[footnoteRef:43] [43:  34 C.F.R §99.31 and 34 C.F.R. §99.35.] 


FERPA Liability and Enforcement
FERPA and its implementing regulations do not address any liability or immunity issues.[footnoteRef:44] There is no private cause of action in FERPA; individual parents or students may not bring a lawsuit to enforce the act’s provisions. A parent or eligible student may request that an educational institution/agency amend the student’s educational records on the grounds that the information in the records is “inaccurate, misleading, or in violation of the privacy rights of the student.”[footnoteRef:45] If the educational institution/agency declines to amend the records, the parent or eligible student has the right to request a hearing with the educational institution/agency.[footnoteRef:46] If after a hearing the educational institution/agency declines to amend the student’s records, the parent or eligible student has a “right to place a statement in the record commenting on the contested information in the record or stating why he or she disagrees with the decision of the agency or institution, or both.”[footnoteRef:47] Persons who believe their rights under FERPA have been violated may file a complaint with the ED’s Family Policy Compliance Office (FPCO), which investigates the complaint.[footnoteRef:48] FPCO is authorized to, among other things, revoke funding for institutions found in violation of FERPA and its regulations.[footnoteRef:49] FPCO is also authorized to bar education entities or agencies and other recipients of PII that violate FERPA regulations from receiving PII for five years after a violation.[footnoteRef:50]  [44:  Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. §1232g. See also 34 CFR Part 99.]  [45:  34 CFR 99.20.]  [46:  34 CFR 99.21.]  [47:  34 CFR 99.21.]  [48:  34 CFR 99.63. See also U.S. Dept. of Education. Privacy Technical Assistance Center and the Student Privacy Policy Office. File a Complaint. Retrieved from https://studentprivacy.ed.gov/file-a-complaint. ]  [49:  34 CFR 99.67. ]  [50:  34 CFR 99.67.] 


FERPA and State Laws

[PE Note: I’m still not happy with the draft contents of this section. It requires substantial additional research about FERPA-state law preemption and the many facets of this issue. 
Will be supplied in a later draft.]
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