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PUBLIC HEALTH & INFORMATION SHARING TOOLKIT
EXECUTIVE SUMMARY

This document provides an overview of important concepts and laws related to the collection, use, and sharing of information by state, tribal, local, and territorial (STLT) health agencies during emergency preparedness and response activities. It covers:
· The collection, use, and sharing of information by a health agency to protect the public’s health.
· The sharing of information by a health agency with law enforcement.
· The collection, use, and sharing of information by a health agency in its role as an employer 
More information about these and other related concepts are contained in the Public Health & Information Sharing Toolkit.

Overview
Public health agencies must collect, use, and share information to prevent disease and injury, as well as protect the public against natural, accidental, and intentional health threats to accomplish its mission to protect the public’s health. Often, this work involves personal and health information that identify individuals. To prevent and manage a public health emergency, public health agencies must understand federal and STLT laws that apply to this information, including requirements and limitations on sharing with law enforcement personnel. Health agencies are also employers and as such are governed by the same rules as other employers with regard to collecting, using, and sharing personal and health information about employees. Thus, when preparing for or responding to an emergency, public health officials must understand both their authority and their responsibilities with respect to each of these roles. 

Collection, Use, and Sharing Data to Protect Public Health
Under the Tenth Amendment to the U.S. Constitution, states may exercise police powers to protect the public's health, safety, and welfare. This police power has been used to authorize states to enact a variety of laws that support disease surveillance activities, such as authority to require reporting of private health data, to search medical and hospital records to locate information about the source and spread of communicable disease, to collect and test specimens, and to disclose information to the extent necessary to protect the public from communicable diseases and other public health threats. Health agencies are authorized to gather information for sources such as case reports, electronic health records, and syndromic surveillance data. The U.S. Supreme Court has upheld public health surveillance and reporting requirements against challenges based on individual privacy arguments: public health reporting requirements and access to health information are permissible when they are reasonably directed to the preservation of health and properly respect a patient's confidentiality and privacy. Yet the Court recognized that the government's right to accumulate great quantities of information has limits and has a duty to avoid unwarranted disclosures."[footnoteRef:1] Thus, the responsibility to protect the public and inform it of public health threats within the community must be balanced with the responsibility to protect the privacy of individuals. Public health agencies must also understand laws that define the public's right to information held by government and exemptions that might apply to protect sensitive or private information from public disclosure. [1: Footnotes will be streamlined and edited to style guide once text is finalized
 Whalen v. Roe, 429 U.S. 589 (1977).] 


Public Health Investigations
When disease surveillance systems detect cases or clusters of usual disease or other potential health threats, a public health investigation may be initiated. State laws provide general legal authority to public health agencies to investigate the causes of disease, illness, disability, or other conditions. During an investigation, public health investigators may need to enter and search the premises of an individual or business, copy records, take biological specimens or environmental samples for testing, and remove evidence that might be relevant to the public health concern. Usually, individuals, families, and businesses cooperate with public health investigations by providing access to premises, records, samples and specimens. However, absent consent, public health officials may need to obtain an administrative warrant to search premises and obtain evidence. A knowing and voluntary consent by an individual with actual or apparent authority over the premises to be searched or items to be seized is an exception to the warrant requirement established by the United States Constitution.[footnoteRef:2] [2:  Florida v. Jimeno, 500 U.S. 248 (1991). ] 


The Fourth Amendment of the U.S. Constitution protects against unreasonable searches and seizures and requires a warrant. Absent an exception, the Fourth Amendment applies to health and safety inspections and to public health investigations, requiring an administrative warrant. However, the standard for an administrative warrant is not as high as it is for criminal investigations. Generally, the Fourth Amendment warrant requirement does not apply to information provided by third parties. Mandatory reporting schemes for information obtained by medical personnel during the ordinary course of treatment do not violate the Fourth Amendment, even if that information is ultimately provided to law enforcement.[footnoteRef:3] [3:  Ferguson v. City of Charleston, 532 U.S. 67, 121 S. Ct. 1281, 149 L. Ed. 2d.205 (2001). ] 


Sharing Information
Public health agencies must often decide what information, if any, to share outside the public health agency. They may face competing interests when trying to protect individual privacy, protect the public, and inform the public. Public health agencies must often decide whether to share identifiable information with other entities in the public and private sector that have a role in protecting the public's health, safety, and welfare. Some states have statutory language recognizing the need to share information to investigate and respond to a threat; other states may rely on their general authority to support such sharing. When identifiable information is not necessary, public health agencies might be able to avoid legal questions by simply providing de-identified information. 

Public health agencies must also decide what information to share with the public and the media and the timing of such disclosures normally and during an emergency, especially when information is preliminary or incomplete. However, public health agencies must comply with Freedom of Information laws in their jurisdictions. A government's ability to restrict access to public records is extremely limited and depends on the applicability of an exemption to disclosure, especially during regular operation. Depending on the law is a specific jurisdiction, exemptions to FOI requirements that can apply include: personally private information (e.g., psychological, financial; health information or medical records; business records; investigatory records; items relating national and/or state security; or information that cannot be disclosed because its release is prohibited under another law (e.g., HIV status, vital records). Once an emergency has been declared in a jurisdiction, its FOI laws may be temporarily altered.

Federal Disease Surveillance and Privacy 
Several laws authorize the federal government to establish surveillance systems and collect surveillance data provided by state and local health departments. For example, in the Pandemic and All-Hazards Preparedness and Advancing Innovation Act of 2019[footnoteRef:4] renewed federal programs to improve public health surveillance and reporting at the state and local level and to integrate federal, state, and local systems. Generally, STLT reporting is voluntary and information is provided consistent with a jurisdiction’s law. The federal government may fund state and local governments to improve public health surveillance or engage in other activities to protect the public, conditioning funding on data sharing (e.g., disease surveillance) or data privacy (e.g., cancer registries). Federal laws may require that federal, state, and local agencies keep information confidential (e.g., location of vaccine and medical supply stockpiles).[footnoteRef:5] Two notable federal laws also impact public health agencies' collection, use, sharing, and protection of personal and health information: [4:  Pandemic and All-Hazards Preparedness and Advancing Innovation Act of 2019, Pub. L. No. 116-22.]  [5:  Homefront Confidential. "Prepared by How the War on Terrorism Affects Access to Information and the Public's Right to Know." September 2005. p 73. Retrieved from http://www.rcfp.org/sites/default/files/homefront-confidential.pdf.] 

· Health Insurance Portability and Accountability Act (HIPAA)[footnoteRef:6] – Privacy Rule[footnoteRef:7] — Established national privacy protections for individually identifiable health information. Depending on a public health agency's organization, the Privacy Rule may apply to a public health agency when it discloses individually identifiable information. The Privacy Rule is not intended to interfere with public health functions and contains provisions that allow public health agencies to collect identifiable health information and disclose it, including to law enforcement, when authorized by law or when necessary to protect the public from an imminent threat.  [6:  Pub. L. 104-191, 42 U.S.C. § 300gg et seq.]  [7:  45 C.F.R. Parts 160 and 164.] 

· Family Educational Rights and Privacy Act (FERPA)[footnoteRef:8] – Privacy protections established by FERPA limit information that schools may provide to public health agencies about students. However, exceptions allow schools to provide certain directory information, such as student name and contact information, and other necessary information to appropriate officials in cases of health and safety emergencies.[footnoteRef:9] [8:  Pub. L. 93-380, 20 U.S.C. § 1232g, implemented by 34 C.F.R. Part 99.]  [9:  34 C.F.R. § 99.31.] 


Public Health Information Sharing with Law Enforcement
Public health and law enforcement have different roles: Public health is responsible for protecting and promoting the health of communities through prevention, policy development, and population health surveillance. Law enforcement is responsible for identifying and apprehending people who have committed crimes or pose a threat to others.[footnoteRef:10] Even common terminology like “surveillance” and “investigation” used in public health and law enforcement reflects their different roles. However, public health agencies and law enforcement share responsibility for protecting the public and promoting its welfare. Their cooperation and collaboration are crucial to all aspects of emergency management: preparedness, mitigation, response, and recovery. Whether a public health emergency is caused by natural, accidental, or intentional means, data about the emergency and its impacts are crucial for both public health and law enforcement to carry out their respective functions. Public health officials must understand their legal authority and limitations in providing information to law enforcement. Public health agencies are subject to laws that provide for confidentiality of individually identifiable information. For some purposes, public health agencies may need to provide identifiable personal, epidemiological, or medical information about patients or other members of the public to enable law enforcement staff to do their job and protect themselves from potentially harmful exposure or carrying contaminants from a scene. [10:  CDC and Bureau of Justice Assistance. A Framework for Improving Cross-Sector Coordination for Emergency Preparedness and Response, Action Steps for Public Health, Law Enforcement, the Judiciary, and Corrections. July 2008. Retrieved from http://cdc.gov/phlp/docs/CDC_BJA_Framework.pdf.] 


Joint Investigations
Public health agencies and law enforcement may share information and conduct joint investigations that may benefit both public health and law enforcement as they carry out their respective roles in protecting the public. Law enforcement may benefit from assistance and information from disease investigation experts. Law enforcement's information may help public health to prevent further spread of a disease or decrease the impact of future threats. Taking advantage of both law enforcement and public health perspectives, joint investigations may be more thorough and cover issues that may have been overlooked during separate investigations. Working together strengthens relationships between public health professionals and officers, thereby facilitating future communication and information exchange. While valuable, joint public health and criminal investigations also present risks and challenges. Community trust is essential to carry out public health's mission. Underserved communities that are traditionally in greatest need of public health services may be suspicious of collaboration between public health and law enforcement.[footnoteRef:11] Issues may also arise due to tensions between public health's interest in protecting the population's health and law enforcement's interest in collecting evidence that will be admissible in criminal investigations.[footnoteRef:12]  [11:  Butler JC, Cohen ML, Friedman CR, Scripp RM, Watz CG. Collaboration Between Public Health and Law Enforcement: New Paradigms and Partnerships for Bioterrorism Planning and Response. Emerging Infectious Disease. 2002. 8(10):1152-1156. Retrieved from http://wwwnc.cdc.gov/eid/article/8/10/02-0400.htm.]  [12:  Richards, EP. Collaboration Between Public Health and Law Enforcement: The Constitutional Challenge. Emerging Infectious Diseases. 2002. 8(10):1157-1159. Retrieved from http://wwwnc.cdc.gov/eid/article/8/10/02-0465_article.htm.] 


Joint investigations also raise legal challenges, because legal constraints for public health and criminal investigations differ. The U.S. Supreme Court has steadfastly upheld the broad powers of the state to protect its citizens from threats to public health.[footnoteRef:13] In contrast, law enforcement is subject to constitutional constraints that limit the state's powers to prosecute and punish individuals for crimes.[footnoteRef:14] In gathering evidence, the government must comply with the Fourth Amendment prohibition against unreasonable searches and seizures and the Fifth Amendment privilege against self-incrimination. It must also collect and process evidence with a proper chain of custody so that it can be authenticated by an expert and admitted into evidence. Evidence that is not obtained, handled, and secured to meet standards for criminal prosecution may be excluded from trial. Joint investigative training can develop effective work relationships between public health and law enforcement, promote an understanding of investigative methods, and facilitate communication and information exchange. [13:  U.S. Department of Justice and Bureau of Justice Assistance. "The Role of Law Enforcement in Public Health Emergencies: Special Considerations for an All-Hazards Approach." September 2006. Available at https://www.ncjrs.gov/pdffiles1/bja/214333.pdf.  Accessed June 29, 2012; Jacobson v. Massachusetts, 197 U.S. 11 (1905).]  [14:  Richards, EP. "Collaboration Between Public Health and Law Enforcement: The Constitutional Challenge. Emerging Infectious Diseases. 2002. 8(10):1157-1159. Retrieved from http://wwwnc.cdc.gov/eid/article/8/10/02-0465_article.htm.] 


Laws Governing Sharing and Privacy
Public health agencies may be compelled to provide identifiable information to law enforcement, for example, by an FBI administrative order issued under the Patriot Act,[footnoteRef:15] federal subpoena, or other legal process. The Privacy Rule adopted by the U.S. Department of Health and Human Services under the Health Insurance Portability and Accountability Act (HIPAA)[footnoteRef:16] established national minimum standards to protect the privacy of individually identifiable health information (referred to as "protected health information" or "PHI") and gives patients an array of rights with respect to that information. Some public health agencies, or programs or services within public health agencies, are covered by the federal Privacy Rule.[footnoteRef:17] To the extent that the Privacy Rule applies, it should allow public health agencies to disclose information to law enforcement in many situations that involve disease control, bioterrorism, or other public health threats. In this regard, the Privacy Rule is balanced to protect an individual's privacy while allowing important law enforcement functions to continue. Generally, STLT law establishes the authority for reporting, collecting, using, and disclosing information for emergency preparedness and response. Before sharing information, STLT law must be reviewed with regard to each type of information that is proposed to be shared. In addition to–or in lieu of–laws specific to certain types of data, laws that cover public health powers and responsibilities, health information, and privacy might also apply or provide context for data-specific laws. [15:  USA Patriot Act (P.L. 107-56).]  [16:  42 U.S.C. § 300gg et seq.]  [17:  45 C.F.R. Parts 160, 164.] 


[bookmark: _Hlk35094193]Information and the Public Health Agency as an Employer
Collecting and using certain personal and health information about employees helps public health agencies and other employers prepare and respond to public health emergencies. Such information helps provide employees with a safe and healthy work environment as required under state laws and federal requirements in the Occupational Safety and Health Act (OSH Act). However, when employers seek or obtain information about employees' health or illness, they must use care to ensure that their actions are also consistent with laws that protect employees from discrimination based on disability. In particular, state and local public health agencies must understand information practices that are limited by the Americans with Disabilities Act of 1990 (ADA) and other federal or state laws that protect employees' health information. 
· Occupational Safety and Health Act - The OHS Act requires employers to provide employees with a safe and healthful workplace by setting and enforcing standards.[footnoteRef:18] The OSH Act covers most employees in the private sector;[footnoteRef:19] state and local government workers are excluded from federal coverage under the OSH Act[footnoteRef:20], but they may be covered through an state plan approved by the Occupational Safety and Health Administration (OSHA )that covers private and state/local government workplaces or an OSHA-approved state plan that covers state/local government workplaces only. In states that are only covered by the federal OSHA program (which covers private workplaces only), state/local government employees are generally covered by health and safety programs found in state statutes, regulations, and policies. Employers operating under the federal program or an OSHA-approved state plan must comply with the OSH Act's general duty clause, which requires employers to keep their workplace free of serious recognized hazards, as well as specific standards such as hazardous material and blood-borne pathogen exposures. Depending on the nature of an employee's duties, employers may be required to conduct medical screening and surveillance programs to monitor employee health and workplace exposure levels. An employer must take care to protect its workforce from emergencies and other serious health threats, as well as exposure to specific hazards that might be encountered while protecting the public's health. That said, when seeking information about employees for this purpose, an employer must ensure that any medical inquiries or examinations are conducted in compliance with the Americans with Disabilities Act, as discussed below. [18:  29 U.S.C. § 651 et seq.]  [19:  U.S. Department of Labor Occupational Safety and Health Administration. Information about OSHA for Workers. Retrieved from http://www.osha.gov/workers.html. The OHS Act does not cover self-employed persons, immediate family members of farm employers, and workplace hazards regulated by another federal agency (e.g., Mine Safety and Health Administration, Department of Energy, or the Coast Guard). ]  [20:  29 U.S.C. § 652.] 

· Americans with Disabilities Act of 1990 (ADA) - ADA is a broad civil rights law that prohibits discrimination based on disability.[footnoteRef:21] Although the federal Privacy Rule,[footnoteRef:22] adopted under the Health Insurance Portability and Accountability Act (HIPAA),[footnoteRef:23] sets national standards to protect identifiable health information, the rule does not protect information that is included in employment records held by a covered entity in its role as employer.[footnoteRef:24] The ADA makes it unlawful to discriminate in employment against a qualified individual with a disability.3 ADA’s prohibition on disability discrimination in employment applies to most private employers (Title I) and to all state and local government agencies (Title II).2 To protect job applicants and employees from discrimination, ADA restricts questions that an employer may ask individuals about medical problems or disabilities, and restricts requests for medical examinations.5 These restrictions affect information that public health agencies and other employers may obtain related to their workforce when preparing for a public health emergency to ensure continuity of operations and effective response. ADA does not prevent employers from collecting and appropriately using information necessary for a comprehensive emergency evacuation plan. An employer may ask employees whether they will require assistance in the event of an evacuation and, if so, what type of assistance they would need. ADA requires that employers reasonably accommodate an otherwise qualified applicant or employee's known physical or mental limitations unless doing so would impose an undue hardship on the operation of the employer's business. Depending on the nature of an emergency event, reasonable accommodation may include, but is not limited to, telework, altered work schedules, and infection control strategies.[footnoteRef:25]  [21:  42 U.S.C. § 12101 et seq.]  [22:  45 C.F.R. Parts 160 and 164.]  [23:  42 U.S.C. § 300gg et seq.]  [24:  45 C.F.R. § 160.103, definition of protected health information.]  [25:  U.S. Equal Employment Opportunity Commission. Pandemic Preparedness in the Workplace and the Americans with Disabilities Act. Retrieved from http://www.eeoc.gov/facts/pandemic_flu.html.] 

· Jurisdiction-specific laws - A public health agency must identify, understand, and comply with all relevant STLT laws that govern the collection, use, disclosure, and protection of employee health information, including: (1) laws governing public health agencies and health facilities; (2) privacy and health information privacy laws; (3) data collection and management laws, including laws that apply to electronic information; (4) freedom of information laws; (5) emergency preparedness laws; occupational safety and health laws; and (6) common law (i.e. law developed through court opinions).

Monitoring employees' health helps employers provide safe workplaces, preventing the spread of disease among employees and to the public and ensuring that employees obtain treatment. However, ADA-which protects people against discrimination because of disability-restricts public health agencies' ability to ask employees about their health or to require medical examinations. A public health agency must understand these limitations' nature and scope so that it may effectively carry out its responsibilities to all employees and the public, whether or not an emergency exists. In preparation for an emergency, tools such as employee surveys which inquire generally about medical and nonmedical considerations may help public health agencies determine potential absences from work that impact vital public health functions and emergency response efforts.[footnoteRef:26]  [26:  U.S. Equal Employment Opportunity Commission. Pandemic Preparedness in the Workplace and the Americans with Disabilities Act. Retrieved from http://www.eeoc.gov/facts/pandemic_flu.html.] 
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