DRAFT 1
PUBLIC HEALTH ACCESS TO STUDENT HEALTH DATA 
PRACTICE GUIDE



This Practice Guide is intended to:
· Provide practice notes and tips gathered from public health emergency preparedness professionals in state, tribal, local, and territorial (STLT) governments and their legal counsel.
· Assist STLT health agency staff and legal counsel to identify and analyze their jurisdiction’s laws, rules, policies, and implementation plans regarding public health access to student health data.
· Highlight examples and templates from other jurisdictions.


It includes checklists in two areas:
· Legal authorities to collect and use information 
· Accessing student health data


Because each jurisdiction’s law is unique, this guide may not identify all issues that arise in the course of analyzing a law. In all instances the language and requirements of the specific jurisdiction’s laws, regulations, treaties, ordinances, rules, policies, guidance, case law, and other sources of legal authority overrule this general analysis guide. 


This resource is for informational purposes only and is not intended as a substitute for professional legal or other advice.





[bookmark: _Hlk47778027]Checklist – Legal Authorities to Collect and Use Information
· Identify federal and/or STLT legal authorities for public health collection and use of information; for each area identify any prerequisites, conditions, or limitations:
· General authority
· Disease specific
· Other conditions (e.g., poisonings, radiologic events, suspected acts of bioterrorism)
· Catch-all (e.g., unusual occurrence of a disease, infection, or condition)
· Syndromic surveillance
· Other

· For each of the legal authorities identified above, identify any prerequisites, conditions, or limitations related to data collected from students or children. Determine how these provisions/exceptions apply for students in:
· Pre-K
· Elementary and middle school
· High school
· University or college

· Does the above analysis of prerequisites, conditions, or limitations change in the following circumstances? 
· Private vs. public school
· Home-schooled
· Student over 18
· Emancipated minor





Checklist – Accessing Student Health Data

· Does the student health data to be accessed contain personal information?
· [bookmark: _Hlk47778518]Does the data qualify as personally identifiable information (PII) under the Family Educational Rights and Privacy Act (FERPA)?
· Does the data qualify as protected health information (PHI) under the Health Insurance Portability and Accountability Act Privacy Rule (HIPAA-PR)?
· Does the data otherwise qualify as personal information under other applicable STLT laws or regulations?

· Does the school fall under the jurisdiction of a privacy law?
· For FERPA, does the school receive US Department of Education (ED) funds?
· For the HIPAA-PR, is the school a covered or hybrid entity under the rule?
· Is the school subject to any other STLT laws or regulations governing privacy in the jurisdiction?

· Can the student health data be acquired by obtaining written consent from a parent, guardian, personal representative, and/or an adult student?

· Can the information request for student data be met using de-identified data?

· [bookmark: _Hlk47779064]Can the information request for student data be met using limited data sets through the HIPAA-PR for students not covered by FERPA?

· Is it possible to access data that is not maintained by a school?
· Determine if the student health data is being created and maintained under the direct control of the school per FERPA or if the data is being created and maintained by a person/entity not acting on behalf of the school.
· For student data not covered by FERPA, is person/entity with the data a covered or hybrid entity under the HIPAA-PR? 

· Does the request meet the requirements for access for under the HIPAA-PR public health exception?

· Is the data need in response to an emergency?
· Does the request satisfy the requirements for an emergency exception under FERPA?
· Does the request satisfy the requirements for the HIPAA-PR threat to health or safety exception?  

· Are there other mechanisms that can be established to access the data?
· Can the health agency act as an authorized representative under FERPA?
· Can the health agency create an interagency agreement or other memorandum of agreement with education agency(ies) to regularly access data in a way that satisfies FERPA, HIPAA-PR, and STLT data privacy requirements?

· Is the disclosure required by court order or subpoena?


Practice Notes – Family Educational Rights and Privacy Act
· Identify the student health and other data needed and whether it involves the use of PII.
· Identify sources for the data such as schools, school districts, state education agencies, health providers, etc.
· Given the data sources, determine if the data is covered by FERPA, HIPAA, or other federal and state privacy laws.
· If it is covered by FERPA, determine if any exception applies.
· If not, identify and obtain the consents required to use the data.



Practice Notes – Health Insurance Portability and Accountability Act Privacy Rule
· Identify the student health data needed and if it involves PHI. 
· Identify sources for the data, such as school health data not covered by FERPA and data from providers. 
· Determine if the data is covered by HIPAA or other federal and state privacy laws. 
· If HIPAA or other laws apply, determine if any exception applies. 
· If not, identify and obtain required consents, or use limited data sets or de-identified data.








Examples and Templates

· [insert here]

_____________________________________________________________________________


Resources

· [insert here]
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