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PUBLIC HEALTH & SCHOOLS TOOLKIT
EXECUTIVE SUMMARY

This document provides an overview of important concepts and laws related to the legal authorities of state, tribal, local, and territorial (STLT) public health agencies in relation to schools during emergency preparedness and response activities. It covers:
· The collection, use, and sharing of student health data by a public health agency. 
· The legal authorities of public health officials to initiate public health measures in schools during emergencies. 
· The legal and policy considerations that arise with the use of a school as a point of dispensing (POD) site to administer medical countermeasures or vaccinations in an emergency.  

More information about these and other related concepts are contained in the Public Health & Schools Toolkit.

Public Health Access to Student Health Data
The ability of public health officials to access health and other relevant data from schools and education agencies has been an ongoing challenge. In daily public health responsibilities, as well as in emergencies, federal education privacy requirements have limited or blocked public health agencies’ access to data in areas such as immunization, mental health, injury, and absentee records. Public health officials must understand their legal authorities and limitations in acquiring and using data from education entities.

Accessing Student Data
Data from schools can help public health agencies conduct surveillance, intervention, and prevention activities. Public health agencies view schools and education agencies as important partners in protecting children and adolescents from health threats. Sharing data between schools and public health agencies may, in some instances, be the only realistic and reliable method for getting the information necessary to conduct public health activities, such as tracking immunization rates.[footnoteRef:1]  [1:  Association of State and Territorial Health Officials. Accessing School Health Information for Public Health Purposes Position Statement. 2006. Retrieved from http://www.efrconline.org/admin/files/Accessing%20School%20Health%20Info%20031706.pdf.] 


Two federal laws figure prominently in the discussion of public health access to school data—the Family Educational Rights and Privacy Act (FERPA)[footnoteRef:2] and the Health Insurance Portability and Accountability Act (HIPAA)[footnoteRef:3]. HIPAA’s Privacy Rule[footnoteRef:4] specifically excludes student education records covered under FERPA from coverage under the Privacy Rule. Thus, FERPA governs student health information that falls within the purview of that act; other health-related records outside of FERPA are governed by HIPAA and any applicable state laws. [2:  Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. §1232g.]  [3:  Health Insurance Portability and Accountability Act (HIPAA). Pub. L. 104-191, 42 U.S.C. § 300gg et seq.]  [4:  HIPAA Privacy Rule. 45 C.F.R. Parts 160 and 164.] 

· The Family Educational Rights and Privacy Act (FERPA) is a federal law intended to protect the privacy of student education records while allowing students and parents greater access to the records.[footnoteRef:5] FERPA, among other things, prevents the disclosure of a student’s education record without the consent of a parent or eligible student unless an exception to the law’s general consent requirement applies.[footnoteRef:6] FERPA regulations define “personally identifiable information” (PII) to include name, address, personal identifiers like Social Security number or date of birth, biometric data, or other information that could be used alone or in combination to identify a student.[footnoteRef:7] However, schools may disclose without consent “directory information” such as a student's name, address, telephone number, date and place of birth, honors and awards, and dates of attendance.[footnoteRef:8]  [5:  Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. §1232g.]  [6:  U.S. Dept. of Education. Family Educational Rights and Privacy Act (FERPA) and H1N1. October 2009. Retrieved from http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-h1n1.pdf. ]  [7:  34 CFR Part 99.]  [8:  U.S. Dept. of Education. Family Educational Rights and Privacy Act (FERPA). Webpage last reviewed March 1, 2018. Retrieved from http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html. See also U.S. Dept. of Education. Final Rulemaking. Family Educational Rights and Privacy. 76 F.R. 75604 (December 2, 2011).] 


FERPA contains a number of exceptions that allow schools to disclose PII from a student’s education record without consent of a parent or an eligible student. Schools may also disclose de-identified information without written consent.[footnoteRef:9] In addition to disclosures to parents and eligible students, and for directory information, FERPA regulations identify the parties or circumstances in which disclosure of PII may be made without consent.[footnoteRef:10] These include releases to school officials, specified federal, state or local officials and their authorized representatives; in the case of health and safety emergencies; to juvenile justice authorities or to comply with judicial actions; studies being conducted on behalf of the school; for financial aid purposes or transferring schools; and to accrediting organizations.[footnoteRef:11] Historically, these exceptions have been narrowly construed by ED to err on the side of protecting the student’s privacy over making a disclosure.  [9:  34 CFR Part 99.]  [10:  34 CFR Part 99. See also U.S. Dept. of Education. Family Educational Rights and Privacy Act (FERPA). Webpage last reviewed March 1, 2018. Retrieved from http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html. ]  [11:  34 C.F.R. § 99.31.] 

· The Privacy Rule adopted under the Health Insurance Portability and Accountability Act (HIPAA) established national privacy protections for individually identifiable health information.[footnoteRef:12] The Privacy Rule states that a covered entity may not use or disclose PHI except as permitted by the Privacy Rule or as authorized in writing by the person who is the subject of the PHI (or their personal representative).[footnoteRef:13] The Privacy Rule applies to protected health information (“PHI”). PHI is individually identifiable health information held or transmitted by a covered entity or its business associate in any form or media—electronic, paper, or oral. “Individually identifiable health information” is defined to include data that identifies the individual or that could be reasonably used to identify the individual, such as: demographic data; common identifiers (e.g., name, address, birth date, Social Security number); information relating to the individual’s past, present, or future physical or mental health condition and healthcare provided to the person; or payment records for healthcare. There are no restrictions on the use or disclosure of de-identified health information.  [12:  HIPAA Privacy Rule. 45 C.F.R. Parts 160 and 164. Health Insurance Portability and Accountability Act (HIPAA). Pub. L. 104-191, 42 U.S.C. § 300gg et seq.]  [13:  A “hybrid entity” is a single legal entity that conducts both covered and noncovered activities under the Privacy Rule. State and local health departments, for instance, can be hybrid entities if they provide healthcare services to patients for which the agencies transmit health information electronically in addition to conducting their other public health functions. If a state or local health department does not perform these activities, then it would not be a covered entity under the HIPAA Privacy Rule.] 


The Privacy Rule identifies circumstances in which use or disclosure of PHI is specifically permitted, including: to the individual; for treatment, payment, or healthcare operations; for use or disclosure where there is an opportunity to agree or object to its use; for public interest and benefit activities; release of a limited data set for research, public health or healthcare operations; and, incidental use and disclosure. Regarding the permitted disclosure for public interest and benefits activities, the Privacy Rule contains twelve public purposes, several of which cover public health activities during normal operations and emergencies, including public health activities including disease surveillance; for series threats to health or safety; for judicial or administrative proceedings. 

Facilitating Access
Both FERPA and HIPAA contain provisions and exceptions that could be used to facilitate public health agencies’ access to student health and other data. The ability to access data under either law requires that the parties seeking access are eligible to receive the data or the circumstances give rise to access. A key distinction in each of the acts is when access to data is permitted with and without consent. Theories that have been used by health agencies to obtain access to student health data include:
· Obtaining consent to use PII or PHI.
· Using de-identified data.
· Using limited data sets.
· Accessing data that is not maintained by the school.
· Accessing data through exceptions for public health activities.
· Accessing data through exceptions for emergencies.
· Acting as an authorized representative of an eligible recipient of school data.
· Developing interagency agreements to use data.
· Obtaining disclosure through court order or subpoena.

Public Health and Education Legal Authorities in Schools
The legal relationships and authorities between health agencies and schools, school districts, school boards, and state education agencies vary by state and even by locality. State laws differ as to which agency or agencies have the authority to initiate school closure and other public health measures in schools, the conditions under which the authority may be exercised, and the scope of authorities permitted.

Conditions of Authority
The authority of a public health official to institute public health measures in schools and the types of authorities permitted can depend on whether an emergency has been declared.
· Existing Authorities Without an Emergency Declaration—State officials generally have existing broad powers to address emergency situations by virtue of the statutory authorities granted to their position without having to formally declare a state of emergency. The determination to declare an emergency has implications for the legal authorities and operational resources available to respond to an event.
· Emergency Authorities—State emergency declarations activate emergency authorities designed to facilitate response and recovery activities such as activation of state emergency response plans and mutual aid agreements; activation of state incident command systems and emergency operation centers; authority to deploy personnel, equipment, supplies, and stockpiles; activation of statutory immunities and liability protections; and suspension or waiver of statutes, regulations, and administrative procedures.

Agencies Authorized to Act and Scope of Authorities
Depending on the state or locality, several agencies—health, education, and emergency management—can have exclusive or shared authority to institute varying public health measures in schools. The agency authorized to act can change depending on whether an emergency has been declared. State or local public health agencies are generally vested with broad authority to protect the public’s health and to control communicable disease; this authority could be used as the basis to institute public health measures in a school absent a public health emergency. During emergencies, public health officials typically gain additional authorities, including potentially the ability to close schools and enforce other social distancing measures.

Legal authorities that support public health measures in schools include but are not limited to: (1) protecting public health and safety; (2) controlling and preventing the spread of communicable diseases; (3) instituting quarantine and isolation measures; (4) canceling school and other community activities; (5) closing schools and other public facilities; and (6) using additional powers activated by an emergency declaration.

Implications of School Closures
Implications of closures, including social and economic factors, must be considered because they determine the effectiveness of the intervention. It is important to understand whether using the legal authority contemplated will have the intended impact or will have undesirable secondary impacts. Schools’ role in providing school breakfast, lunch, and snack programs and after-school childcare programs must be evaluated as part of the closure decision. School budgets based on attendance and federal reimbursements can suffer with prolonged closures. Working parents may be unable to find childcare alternatives if schools are closed for long periods. Out-of-school students may gather at public places like malls or families may take vacations to other places, thereby potentially spreading the infection more widely. While state and local health officials may have the exclusive (or shared) legal authority to close schools or otherwise enforce public health laws in the school setting, in practice the use of these authorities has to be exercised and implemented in cooperation with school personnel and state or local education officials, and in concert with other public health measures (e.g., limiting the size of gatherings, etc.).

Using Schools as Sites for Emergency Points of Dispensing and Vaccination
School facilities are frequently identified as potential locations for emergency points of dispensing (PODs) for medical countermeasures and vaccination during or in the aftermath of an emergency events. School facilities are the largest gathering space in some communities and therefore frequently used for vaccination clinics and other emergency response activities.[footnoteRef:14] The shared goal of public health and education authorities is to protect children and their communities from health threats. Yet, because of the unique nature of each state’s and locality’s laws governing health and education authorities, the legal requirements governing the issues discussed here will be different in each jurisdiction. Many, if not all, of these issues have been addressed in state and local emergency response or pandemic response plans and subsequent amendments.  [14:  U.S. Centers for Disease Control and Prevention. 2009 H1N1 Influenza School-located Vaccination: Information for Planners. Webpage updated November 3, 2009. Retrieved from https://www.cdc.gov/h1n1flu/vaccination/slv/planners.htm. ] 


Using a School Site
The decision to use a school as a site for a POD or emergency vaccination clinic involves several considerations, including the legal authority and permissions required to use the site, staffing availability and possible collective bargaining requirements, and liability and immunity concerns. Logistical considerations such as the suitability of the site to host the intended event are also important planning factors. Ultimately, the planning decision to conduct these activities at a school is generally a joint one between school and health officials. A state or local declaration of emergency can also affect the legal authorities related to siting (and other aspects) of using a school.

Staffing the Site
Staffing will likely involve a mix of medical and non-medical personnel from the individual school, school district, and public health agencies, as well as contractors and volunteers. Persons staffing the POD/vaccination clinics or otherwise involved in emergency response activities frequently voice concerns about potential liabilities including malpractice, negligence, premise liability, and other forms of tort liability. However, many liability concerns have been addressed in a range of state and federal laws passed over the twenty years. An emergency declaration by a governor may activate additional legal protections for persons involved in responding to an emergency event. 

Those staffing the site who are licensed healthcare professionals are subject to scope of practice requirements that govern the types of tasks they are permitted to perform. If healthcare personnel engage in activities beyond those permitted to their profession (e.g., EMT, nurse, etc.), then they expose themselves to possible malpractice claims. Scope of practice issues are especially of concern during public health and other emergency events when the numbers of skilled health personnel may be in short supply relative to the demands of the event. Many states and localities have expanded the scope of practice during emergencies for some licensed health professions and participate in mutual aid agreements to bolster the number of health personnel available to respond.
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