Overview of ASTHO Public Health & Schools Toolkit
The Public Health & Schools (PH&S) Toolkit addresses key concepts regarding public health agencies’ authorities to conduct public health activities like vaccination clinics in schools, take emergency measures such as closing schools, and access student health data. The toolkit’s component documents are designed to be used to assist in education, training, and planning activities to prepare for emergencies, as well as to serve as a quick reference resource during an emergency response to an event. The PH&S Toolkit is one of the toolkits in ASTHO’s Legal Preparedness Series. Please see the Introduction document for additional background on the project and the other toolkits.

Intended Audiences
These documents are specifically designed to address the different needs of discrete audiences within a state health agency:
· State health officers, agency directors, or other senior governmental officials may find the executive overviews and fact sheets of particular interest.

· Preparedness directors and other programmatic staff will find the fact sheets, issue briefs, state analysis guides, and resource materials useful in understanding and gaining more in-depth knowledge about particular concepts and legal issues.

· Legal counsel will find the fact sheets about particular federal laws and regulations, issue briefs, state analysis guides, and citations within the resource materials a good basis from which to conduct additional research and analyze their particular state’s authorities on these issues.

· The current issue updates are a good resource for all audiences to learn the latest developments on issues related to the toolkit topic.
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Executive Summary
This document provides a brief overview of important concepts related to public health emergency authorities in schools. Additional details on these and other concepts are contained in other fact sheets and issue briefs in the ASTHO Public Health & Schools Toolkit. 

Public Health Emergency Authorities in Schools
Federal guidance on school closures during the 2009 H1N1 influenza pandemic demonstrated how important school closure is as a public health tool to interrupt the spread of contagious diseases. Closing schools is just one type of social distancing practice that public health officials may turn to during infectious disease outbreaks. The 2009 guidance also illustrated the challenges of implementing such a measure broadly where rates of infection, legal authorities, and social and economic factors can vary greatly by state and community. State laws vary as to which agency or agencies have the authority to initiate school closure and other public health measures in schools, the conditions under which the authority may be exercised, and the scope of authorities permitted. 

Conditions of Authority—The authority of a public health official to institute public health measures in schools and the types of authorities permitted can depend on whether or not an emergency has been declared.
· Existing Authorities Without an Emergency Declaration—State officials generally have existing broad powers to address emergency situations by virtue of the statutory authorities granted to their position without having to formally declare a state of emergency. The determination to declare an emergency or not has implications either way for the legal authorities and operational resources available to respond to an event.
· Emergency Authorities—State emergency declarations activate emergency authorities designed to facilitate response and recovery activities such as activation of state emergency response plans and mutual aid agreements; activation of state incident command systems and emergency operation centers; authority to deploy personnel, equipment, supplies, and stockpiles; activation of statutory immunities and liability protections; and suspension or waiver of statutes, regulations, and administrative procedures.

Agencies Authorized to Act—Depending on the state or locality, several agencies—health, education, and emergency management—can have exclusive or shared authority to institute varying public health measures in schools. The agency authorized to act can change depending on whether or not an emergency has been declared. State or local public health agencies are generally vested with broad authority to protect the public’s health and to control communicable disease; this authority could be used as the basis to institute public health measures in a school absent a public health emergency. During emergencies, public health officials typically gain additional authorities, including potentially the ability to close schools and enforce other social distancing measures. 

Scope of Authority—Legal authorities that support public health measures in schools include but are not limited to: (1) protecting public health and safety; (2) controlling and preventing the spread of communicable diseases; (3) instituting quarantine and isolation measures; (4) canceling school and other community activities; (5) closing schools and other public facilities; and (6) using additional powers activated by an emergency declaration. 

Implications of School Closures—Implications of closures, including social and economic factors, must be considered because they determine the effectiveness of the intervention. It is important to understand whether using the legal authority contemplated will have the intended impact or will have undesirable secondary impacts. Schools’ role in providing school breakfast, lunch, and snack programs and after-school child care programs must be evaluated as part of the closure decision. School budgets based on attendance and federal reimbursements can suffer with prolonged closures. Working parents may be unable to find child care alternatives if schools are closed for long periods. Out-of-school students may gather at public places like malls or families may take vacations to other places, thereby potentially spreading the infection more widely. 

While state and local health officials may have the exclusive (or shared) legal authority to close schools or otherwise enforce public health laws in the school setting, in practice the use of these authorities has to be exercised and implemented in cooperation with school personnel and state or local education officials.
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Executive Summary
This document provides a brief overview of important concepts related to school-located vaccination activities. Additional details on these and other concepts are contained in the ASTHO Public Health & Schools Toolkit. 

Using a School Site—School-located vaccination (SLV) activities are among the most efficient ways to reach a large number of school-age students and other members of a community in a short time. The site may be used to vaccinate a range of persons: the students attending the school; students at neighboring schools and home-schooled children; school staff; students’ younger siblings and other family members; and other members of the community. The decision to use a school as a site for a vaccination clinic involves a number of considerations, including the legal authority and permissions required to use the site, staffing availability and possible collective bargaining requirements, and liability and immunity concerns. Logistical considerations such as the suitability of the site to host the intended event are also important planning factors. Ultimately, the planning decision to conduct SLV activities at a school is generally a joint one between school and health officials. A state or local declaration of emergency can also affect the legal authorities related to siting (and other aspects) of an SLV clinic. 

Staffing the Site—Staffing will likely involve a mix of medical and non-medical personnel from the individual school, school district, and public health agencies, as well as contractors and volunteers. Persons staffing vaccination clinics or otherwise involved in emergency response activities frequently voice concerns about potential liabilities including malpractice, negligence, premise liability, and other forms of tort liability. However, many liability concerns have been addressed in a range of state and federal laws passed over the last decade. An emergency declaration by a governor may activate additional legal protections for persons involved in responding to an emergency event. 

Consents—Obtaining consents to perform vaccinations and sharing data about the vaccinees are critical elements in SLV activities. Most vaccine consent is based on an “opt-in” framework in which a parent, guardian, or person to be vaccinated affirmatively elects to receive the vaccine for themselves or their child. This is contrasted to an “opt-out” framework in which a parent, guardian, or person must provide written consent stating they do not want the vaccination. The decision to use an opt-out or opt-in approach can be a controversial one and involves weighing factors such as individual rights, community health, individual health, and the nature of the health threat being addressed. States have school-entry immunization requirements for vaccine-preventable diseases; however, states may recognize temporary or permanent medical, religious, or philosophical exemptions. Should a vaccine or other medical countermeasure be mandated for students and others in response to a public health emergency, it would likely contain similar medical and other exemptions. However, depending on the severity of the disease, those electing the exemption over the vaccine may be subject to exclusion from school, quarantine, or isolation until the incubation or infectious period ends. State law specifies the format and content of the consent. The consent form is accompanied by a vaccine information statement (VIS) prepared by the CDC, which addresses eligibility and vaccine risks and benefits. Consent to vaccinate forms also generally include a separate consent to share data about the vaccination. 

Records and Privacy Considerations—Federal privacy protections for student education and health records have resulted in difficulties in public health efforts to collect data from SLV activities. The Family Educational Rights and Privacy Act (FERPA) prevents the disclosure of a student’s education record without the consent of a parent or eligible student. Under the act, a student’s health records, including immunization information, are part of the student’s education record protected from disclosure. FERPA applies to educational institutions that receive funds from the U.S. Department of Education (ED). Schools that do not receive ED funds, such as private elementary and secondary schools, are not subject to FERPA. FERPA contains exceptions that allow schools to disclose information from an education record without consent; however, ED narrowly construes the exceptions to err on the side of protecting students’ privacy and thus they may be of limited use in SLV activities. FERPA also only applies to records made or maintained by a person under the direct control or working on behalf of a school. If a health agency conducts an SLV clinic and maintains the records afterwards, then the data is not subject to FERPA. Student health records that are not covered under FERPA may be covered under the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule or any applicable state privacy laws. The health records from an SLV event at a private school would not be covered by FERPA, but the records may be subject to HIPAA requirements if the school is a covered entity under the act. Health agencies would need to invoke one of the Privacy Rule’s exceptions, such as the public health exception, to access records from the private school or from the healthcare provider who administered the vaccinations.
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Fact Sheet
Public health agencies view schools and education agencies as important partners in protecting children and adolescents from health threats. Sharing data between schools and public health agencies may, in some instances, be the only realistic and reliable method for getting the information necessary to conduct public health activities, such as tracking immunization rates. Federal privacy protections for student education records have created confusion and difficulties for public health efforts to conduct ongoing and emergency public health activities in schools. This document compares key aspects of the Family Educational Rights and Privacy Act (FERPA) and Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule related to the use and disclosure of information. The following chart provides only a snapshot of the rights, duties, and limitations imposed by FERPA and HIPAA. Please see the ASTHO Public Health Access to Student Health Data Issue Brief and the text of the federal laws and regulations for more detailed information. 
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Privacy Rights Conferred
FERPA 
· Prevents the disclosure of personally identifiable information (PII) in a student’s education record without the consent of a parent or eligible student (aged 18 or older) unless an exception to the law’s general consent requirement applies. 
· Grants parents and eligible students the right to review the student's education records maintained by the school and request correction of records they believe to be inaccurate or misleading.
HIPAA
· Prohibits covered entities from disclosing protected health information (PHI) to any third parties, unless the individual who is the subject of the information (or the individual’s personal representative) authorizes it in writing or the rule otherwise permits the disclosure. 
· Disclosure is required to be made to the individual/representative.

Persons or Entities Covered
FERPA 
· All educational institutions (e.g., elementary, high school, college) and agencies that receive any funds for programs administered by the U.S. Department of Education (ED) are covered by FERPA. 
· Nonschool entities that do not have students but receive funding from ED. 
· All public schools and school districts, most public and private post-secondary institutions (e.g., colleges), and any other programs receiving ED funds. 
· Private and religious elementary and secondary schools are not subject to FERPA because they generally do not receive funding from ED.
HIPAA 
· “Covered entity,” which is a health plan, healthcare clearinghouse, or any healthcare provider who transmits health information in electronic form in connection with transactions for which the Secretary of HHS has adopted standards under HIPAA. 
· A school that is not covered by FERPA may be a covered entity if it provides health services for which it transmits health information electronically, such as submitting claims for payment from a health plan. 
· “Business associate” is a person or organization not employed by the covered entity that performs certain activities for a covered entity that involve the use or disclosure of individually identifiable health information. 
· “Hybrid entity” is an entity that conducts both covered and noncovered activities. State and local health departments and schools can be hybrid entities if they provide healthcare services to patients for which they transmit health information electronically.

Information Covered
FERPA 
· “Personally identifiable information” (PII) which includes name, address, personal identifiers like Social Security number or date of birth, or other information that could be used alone or in combination to identify a student. 
· “Education record” is defined as records that are: (1) directly related to a student and (2) maintained by an educational agency or institution or by a party acting on behalf of the agency or institution. 
· A student’s health records, including immunization information and other records maintained by a school nurse, are considered part of the student’s education record and are protected from disclosure under FERPA. 
· A school may disclose "directory information” about a student without consent. Directory information includes information such as a student's name, address, telephone number, date and place of birth, honors and awards, and dates of attendance. 
· Schools must tell parents and eligible students about directory information and allow them a reasonable amount of time to request that the school not disclose directory information about them.
HIPAA 
· “Protected health information” (PHI), which is individually identifiable health information held or transmitted by a covered entity or its business associate, in any form or media—electronic, paper, or oral. 
· PHI includes demographic data; common identifiers (e.g., name, address, birth date, Social Security number); information relating to the individual’s past, present, or future physical or mental health condition, healthcare provided to him or her, or payment for healthcare; and data that identifies the individual or which could be reasonably used to identify the individual. 
· Employment records maintained by a covered entity for its own employees are excluded from the definition of PHI. 
· Education records covered by FERPA are also specifically excluded from the definition of PHI.

Accessing Data with Consent
FERPA 
· Under FERPA, health agencies can access education records—including student health data maintained by the school or a person acting on its behalf—if the school has received written consent from a parent or eligible student. 
· ED notes that such releases are advisable for health agencies wishing to use PII to track absences or immunization rates before an emergency is recognized. 
· ED has developed sample consent forms for schools and health agencies to use.
HIPAA 
· Under the Privacy Rule, health agencies can obtain PHI from covered entities if the agency receives written consent from the patient or their representative.

Accessing Data without Consent: Exceptions and Generally Permitted Uses
FERPA 
· FERPA contains a number of exceptions that allow schools to disclose PII from a student’s education record without consent of a parent or an eligible student. 
· FERPA exceptions have generally been narrowly construed by ED to err on the side of protecting the student’s privacy and may present challenges for health agencies in accessing student health data.
HIPAA 
Under the Privacy Rule, a covered entity is permitted to use and disclose PHI without an individual’s authorization for the following purposes or situations: 
· For treatment, payment, and healthcare activities like quality assessment or evaluations. 
· Informal opportunities to agree or object such as providing information for hospital directories or notifications to family members. 
· Disclosures incident to an otherwise permitted use and disclosure. 
· The use or disclosure of limited data sets for the purposes of research, public health, or healthcare operations. 
· Public interest and benefit activities. There are a dozen “public purposes” identified in the rule under the public interest and benefit permitted use. These include public health activities and addressing serious threats to health and safety. (See discussion of each below.)

De-Identified and Limited Data
FERPA 
· Schools can provide health agencies with access to student health and other relevant data if the information does not contain PII. 
· ED notes that, in instances like the H1N1 influenza pandemic or other outbreaks, a school may share general information about the number of students absent from the school without prior written consent. However, if absentee data to be shared includes PII and no FERPA exception applies, then the school must obtain written consent before sharing the data with health officials. 
· De-identified data must not allow the recipients to identify the students through either single or multiple releases of data or by combining the data with other information.
HIPAA 
· The Privacy Rule does not restrict the use or disclosure of de-identified health information. 
· The rule also allows the release of limited data sets—in which specific identifiers about the patient or household have been removed—for public health, research, and other purposes. 
· Users of limited data sets must complete a data use agreement covering the protection of remaining PHI in the data. 
· This exception permits health agencies to access limited health data about children and adolescents that are not covered under FERPA.

Public Health Activities
FERPA 
· FERPA does not contain a “public health exception” akin to the one found in HIPAA. 
· Because education records covered by FERPA are expressly excluded from the Privacy Rule, public health authorities cannot use HIPAA’s public health exception to access school education records covered under FERPA without consent unless a FERPA exception applies.
HIPAA 
The Privacy Rule contains a robust exception which allows public health authorities to receive PHI without prior consent of a patient or his or her representative. Covered entities may disclose PHI to: 
· Public health officials authorized by law to collect or receive such information for preventing or controlling disease, injury, or disability. 
· Public health or other government officials authorized to receive reports of child abuse and neglect. 
· Entities subject to FDA regulation regarding FDA-regulated products or activities for purposes such as adverse event reporting, tracking of products, product recalls, and post-marketing surveillance. 
· Individuals who may have contracted or been exposed to a communicable disease when notification is authorized by law.

Emergencies and Threats to Health or Safety
FERPA 
· FERPA permits disclosure without written consent in specified emergency situations if the information is necessary to protect the health and safety of the student or other individuals. 
· Disclosure of PII in student education records may be made to “appropriate parties,” which include health agencies. 
· ED has narrowly construed the emergency exception so that it must be limited to the time period of the emergency; disclosures made for general emergency preparedness activities are not covered under the emergencies exception. 
· This exception would not apply where a threat of a possible or eventual emergency exists but the likelihood of its occurrence is unknown. 
· Each school or education agency is responsible for making a case-by-case determination that the release of PII is necessary to address an “articulable and significant threat.” 
· ED will defer to the judgment of the school or agency in making the determination that there was a “rational basis” regarding the nature of the emergency and the appropriate parties to whom the disclosure was made.
HIPAA 
· The Privacy Rule has a specific exception for disclosure of PHI in emergencies in addition to its broad public health exception. 
· The rule allows covered entities to disclose PHI that they believe is necessary to prevent or lessen a serious and imminent threat to a person or the public, when such disclosure is made to someone they believe can prevent or lessen the threat (including the target of the threat). 
· HHS notes that PHI can be released without disclosure to public officials responding to a bioterrorism or other public health threat or emergency.

Data Not Maintained by School
FERPA 
· If a person or entity is employed by or acts on behalf of the school by providing health services (whether at the school or off-site) under contract or otherwise under the “direct control” of a school and maintains student health records, then these records are considered education records under FERPA as if the school was maintaining the records directly. 
· However, if a person or entity provides health services directly to students and is not employed by, under contract to, or otherwise acting on behalf of a school, then the resulting health records are not deemed to be part of the education record covered by FERPA, even if the services are provided at the school site.
HIPAA 
· If a school’s education records are not covered under FERPA—as is generally the case for private elementary and secondary schools—they may be subject to HIPAA as a covered entity if they transmit health information electronically. 
· In this scenario, the school is a covered entity and student health records are PHI under the Privacy Rule. One of the rule’s permitted uses, such as a public health activity, would have to apply before the records are released without consent. 
· If the records are not covered under FERPA or HIPAA, state or local privacy laws may still apply.

Effect on State Law
FERPA 
· Any state law or regulation that conflicts with FERPA and its regulations are preempted by the federal law. 
· If a school determines that it cannot comply with FERPA because of a conflict with state or local laws, it must notify ED and the agency will review the conflicting law and any interpretations of it made by the state and provide guidance to the requesting entity regarding FERPA’s applicability to the situation.
HIPAA 
· In general, a state law or regulation that conflicts with HIPAA and the Privacy Rule is preempted by the federal law. 
· The Privacy Rule contains exceptions that allow differing state requirements to control if the state law: (1) relates to privacy of individually identifiable health information and provides greater protections or rights than the Privacy Rule; (2) requires the reporting of disease, injury, child abuse, birth, or death, and for public health surveillance, investigation, or intervention; or (3) requires certain reporting by health plans, such as for management or financial audits or evaluations. 
· States can also request a determination that a conflicting state law will not be preempted by HIPAA if the state can demonstrate one of the conditions listed in the rule, including, but not limited to, that the conflicting provision serves a compelling public health, safety, or welfare interest, and, if the conflicting provision relates to a privacy right, that the intrusion into privacy is warranted given the public interest being served.

Enforcement
FERPA 
· FERPA does not include a private cause of action; individual parents or students may not bring a lawsuit to enforce the act’s provisions or to seek redress for violations of the act. 
· Persons who believe their rights under FERPA have been violated may file a complaint with the ED’s Family Policy Compliance Office (FPCO), which investigates the complaint. 
· FPCO is authorized to, among other things, revoke funding for institutions found in violation of FERPA and its regulations.
HIPAA 
· The Privacy Rule does not authorize individuals to sue for violations; individuals must direct their complaints to HHS’s Office for Civil Rights (OCR), which then investigates the complaint. 
· In cases of noncompliance, the Secretary is directed to resolve the matter by informal means. 
· If the matter cannot be resolved informally, the Secretary may issue written findings of noncompliance that may be used as a basis for initiating a civil action or a criminal case. 
· Violators that knowingly and improperly disclose identifiable health information are subject to civil monetary and criminal penalties.

Sources 
Family Educational Rights and Privacy Act, as amended. Codified at 20 U.S.C. §1232g. 
Family Educational Rights and Privacy Act Regulations. 34 C.F.R. Part 99. 
Health Insurance Portability and Accountability Act of 1996, as amended. Codified at 42 U.S.C. §1320d et seq. and §300gg; and 29 U.S.C. §1181 et seq. 
U.S. Dept. of Health and Human Services. Standards for Privacy of Individually Identifiable Health Information. 45 C.F.R. Parts 160, 164. 
U.S. Dept. of Education. Final Rulemaking “Family Educational Rights and Privacy.” 76 F.R. 75604. December 2, 2011. 
U.S. Dept. of Education. “Family Educational Rights and Privacy Act (FERPA) and the Disclosure of Student Information Related to Emergencies and Disasters.” June 2010. Available at http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-disaster-guidance.pdf. Accessed May 30, 2013. 
U.S. Dept. of Education. “Family Educational Rights and Privacy Act and H1N1.” October 2009. Available at http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-h1n1.pdf. Accessed May 30, 2013. 
U.S. Dept. of Education and U.S. Dept. of Health and Human Services. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act and the Health Insurance Portability and Accountability Act of 1996 to Student Health Records.” November 2008. Available at http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf. Accessed May 30, 2013. 
U.S. Dept. of Health and Human Services, Office for Civil Rights. “HIPAA—Frequently Asked Questions” webpage. Available at www.hhs.gov/ocr/privacy/hipaa/faq/index.html. Accessed May 30, 2013.
U.S. Dept. of Health and Human Services. “Summary of the HIPAA Privacy Rule” website. Available at www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html. Accessed May 30, 2013.
ASTHO. “Accessing School Health Information for Public Health Purposes” Position Statement (2006). Available at www.astho.org/Advocacy/Policy-and-Position-Statements/FERPA-Position-Statement/. Accessed May 30, 2013. 
Chaikind H. et al. Congressional Research Service. The Health Insurance Portability and Accountability Act (HIPAA) of 1996: Overview and Guidance on Frequently Asked Questions (RL31634). January 24, 2005. Available at www.law.umaryland.edu/marshall/crsreports/crsdocuments/RL3163401242005.pdf
[TOC Top]
 

[bookmark: FERPA_FS]Family Educational Rights and Privacy Act
Fact Sheet

Overview
The Family Educational Rights and Privacy Act (FERPA)1 is a federal law intended to protect the privacy of student education records while allowing students and parents greater access to the records. FERPA, among other things, prevents the disclosure of personally identifiable information from a student’s education record without the consent of a parent or eligible student unless an exception to the law’s general consent requirement applies.2 The law applies to all educational institutions (e.g., elementary, high school, college) and agencies that receive any funds for programs administered by the U.S. Department of Education (ED).3 (See ASTHO Public Health Access to Student Health Data Issue Brief for a more detailed analysis of FERPA.) 

What the Law Does
FERPA confers certain rights on parents or eligible students regarding access to and the privacy of the student’s educational records.3 “Eligible students” are students who have turned 18 or attend school beyond the high school level at any age.3 Schools must notify parents and eligible students annually of their rights under FERPA; the exact method of this notice (e.g., newsletter, student handbook, etc.) is left to the discretion of each school.3 

FERPA applies to any educational institution or agency that receives funding from ED, including "non-school" entities that do not have students.5 Thus, all public schools and school districts, most public and private post-secondary institutions (e.g., colleges), and any other programs receiving ED funds are covered by FERPA.5 Private and religious elementary and secondary schools are not subject to FERPA because they generally do not receive funding from ED.5

Liability and Enforcement
FERPA and its implementing regulations do not address liability or immunity issues.1,4 There is no private cause of action in FERPA; individual parents or students may not bring a lawsuit to enforce the act’s provisions or to seek redress for violations of the act. Persons who believe their rights under FERPA have been violated may file a complaint with the ED’s Family Policy Compliance Office (FPCO), which investigates the complaint.2,4 FPCO is authorized to, among other things, revoke funding for institutions found in violation of FERPA and its regulations.2,4  

How the Law Works
Rights Under FERPA
FERPA gives parents and eligible students the right to: (1) review the student's education records maintained by the school; (2) request that a school correct records that they believe to be inaccurate or misleading; and (3) nondisclosure of the student’s education record or personally identifiable information from the record without prior written consent of a parent or eligible student (the “general consent requirement”) unless an exception applies. 

An “education record” is defined as a record that is: (1) directly related to a student and (2) maintained by an educational agency or institution, or by a party acting on behalf of the agency or institution.4 A student’s health records, including immunization information and other records maintained by a school nurse, are considered part of the student’s education record and thus are protected from disclosure under FERPA. Medical and psychological treatment records of students at the post-secondary level are not considered to be education records unless they are disclosed for purposes other than treatment.4,5 The definition generally does not include records and videos kept by a school’s law enforcement unit, observations by instructors, or records created after the student no longer attends the school.4 

FERPA regulations define “personally identifiable information” (PII) to include name, address, personal identifiers like Social Security number or date of birth, or other information that could be used alone or in combination to identify a student.4 However, schools may disclose, without consent, “directory information” such as a student's name, address, telephone number, date and place of birth, honors and awards, and dates of attendance.3 Schools must tell parents and eligible students about directory information and allow parents and eligible students a reasonable amount of time to request that the school not disclose directory information about them.4,6  

Exceptions to FERPA
FERPA contains a number of exceptions that allow schools to disclose information from a student’s education record without consent of a parent or an eligible student. Schools may disclose de-identified information without written consent.4 FERPA rules identify the following parties and/or circumstances under which disclosure of PII may be made without consent3,4:
· School officials with a legitimate educational interest.
· Other schools to which a student is transferring.
· Specified officials or their authorized representatives for audits or evaluations of federal- or state-supported education programs or enforcement of federal legal requirements of these programs.
· Appropriate parties in connection with financial aid to a student.
· Organizations conducting studies for or on behalf of the school related to predictive tests, student aid, or improving instruction.
· Accrediting organizations.
· To comply with a judicial order or lawfully issued subpoena.
· Appropriate officials in cases of health and safety emergencies.
· State and local juvenile justice authorities as required in state law.3
Historically, these exceptions have been narrowly construed to err on the side of protecting the student’s privacy over making a disclosure. Thus, ED interpretations have resulted in a narrow scope of circumstances and recipients for the release of education records without prior written consent by a parent or eligible student. This has been the case with the health and safety exception especially. FPCO guidance states that an “emergency” under FERPA means “a situation in which there is an articulable and significant threat to the health or safety of students or other individuals.”2 However, an “emergency does not include the threat of a possible or eventual emergency for which the likelihood of occurrence is unknown.”2

Recent Changes to FERPA Regulations
In December 2011, ED released amendments to the FERPA regulations.6 The revised regulations may make it easier for schools and education agencies to share student data with other state and local agencies in some narrow respects. The amendments in part: (1) broaden the scope of entities eligible to act as authorized representatives; (2) expand the types of education programs covered under the act; and (3) enforce FERPA for all entities receiving ED funds—not just those interpreted as “schools,” which may encompass some programs conducted by health agencies. However, the nexus of data sharing between schools/education agencies and other entities like health agencies remains linked to the conduct of evaluations and audits of federal- and state-supported education programs or the enforcement of federal legal requirements for these programs. Thus, health programs must relate to these purposes to be covered by the broader rules announced; such programs might include, for example, bullying and suicide prevention programs that promote safer learning environments. It is unlikely, however, that the amended rules would permit the sharing of routine public health data like immunization or school absentee data without consent. (See also ASTHO fact sheet on Public Health & Schools Current Issues—Winter 2012.)

How the Law Affects States
Any state law or regulation that conflicts with FERPA and its regulations is preempted by the federal law, and the federal requirements take precedence over the state requirements. However, if an educational agency or institution, a recipient of ED funds, or another party to which PII has been nonconsensually disclosed determines that it cannot comply with FERPA or the regulations because of a conflict with state or local laws, it must notify FPCO within 45 days and provide the text and citation to the conflicting state or local law.1,4,6 FPCO reviews the conflicting law and any interpretations of it made by the state and provides guidance to the requesting entity regarding FERPA’s applicability to the situation. 

With respect to state and local public health agencies, FERPA’s restrictions on sharing health information acquired by an educational institution have been an ongoing source of concern and a barrier to sharing relevant data. School personnel who are concerned and uncertain about their ability to legally share information in keeping with FERPA requirements may be reluctant or even refuse to share information relevant for public health.

Practice Notes
· Identify the student health and other data needed and whether it involves the use of PII.
· Identify sources for the data such as schools, school districts, state education agencies, health providers, etc.
· Given the data sources, determine if the data is covered by FERPA, HIPAA, or other federal and state privacy laws.
· If it is covered by FERPA, determine if any exception applies.
· If not, identify and obtain the consents required to use the data.
______________________________________
Sources
1. Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. § 1232g. 

2. U.S. Dept. of Ed. “Family Educational Rights and Privacy Act (FERPA) and H1N1.” October 2009. Available at http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-h1n1.pdf. Accessed January 31, 2012. 

3. U.S. Dept. of Ed. “Family Educational Rights and Privacy Act (FERPA).” Available at http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html. Accessed January 31, 2012. 

4. 34 C.F.R. Part 99. 

5. U.S. Dept. of Ed. and U.S. DHHS “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to Student Health Records.” November 2008. Available at http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf. Accessed January 31, 2012. 

6. U.S. Dept. of Education. Final Rulemaking “Family Educational Rights and Privacy.” 76 F.R. 75604 (December 2, 2011).
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[bookmark: HIPAA_PrivRule_FS]Health Insurance Portability and Accountability Act—Privacy Rule
Fact Sheet 

Overview
The Health Insurance Portability and Accountability Act of 1996 (HIPAA)1enacted changes in the health insurance market and addressed the electronic transmission of health information and the protection of personal health information, among other things. HIPAA, and specifically the Privacy Rule, have had a significant impact on the public health community’s access to health data and when and how such data is shared with and by public health agencies. (See ASTHO Public Health Access to Student Health Data Issue Brief for a detailed analysis of HIPAA.) 

What the Law Does
Title II of HIPAA contained a number of administrative simplification and privacy provisions that instructed the Secretary of Health and Human Services (HHS) to issue standards addressing, among other things, the electronic transmission of health information and the privacy of personally identifiable medical information.2HIPAA and the rules implementing it have been amended frequently since its original passage in 1996. In 2000, HHS promulgated Standards for Privacy of Individually Identifiable Health Information (known as the “Privacy Rule”) and then issued modifications to the rule in 2002.3 The HIPAA Privacy Rule creates a set of basic consumer protections and a series of regulatory permissions for uses and disclosures of protected health information.4 This fact sheet focuses on the HIPAA privacy requirements currently enacted.

Liability and Enforcement
The Privacy Rule does not authorize individuals to sue for violations; individuals must direct their complaints to HHS’s Office for Civil Rights (OCR), which then investigates the complaint. In cases of noncompliance, the Secretary is directed to resolve the matter by informal means.5 If the matter cannot be resolved informally, the Secretary may issue written findings of noncompliance that may be used as a basis for initiating a civil action or a criminal case.5 Violators that knowingly and improperly disclose identifiable health information are subject to civil monetary and criminal penalties.5  

How the Law Works
The HIPAA Privacy Rule prohibits covered entities from disclosing protected health information to any third parties, unless the rule otherwise permits the disclosure.4

· Covered Entities—The Privacy Rule applies to “covered entities,” which are health plans, healthcare clearinghouses, and any healthcare provider who transmits health information in electronic form in connection with transactions for which the Secretary of HHS has adopted standards under HIPAA.5 A “business associate” is a person or organization who is not employed by the covered entity who performs certain activities for a covered entity that involve the use or disclosure of individually identifiable health information.5 A “hybrid entity” is an entity that conducts both covered and noncovered activities under the Privacy Rule.5 State and local health departments can be hybrid entities if they provide healthcare services to patients for which the agencies transmit health information electronically in addition to conducting their other public health functions. 

· Protected Health Information—The Privacy Rule applies to protected health information (PHI), which is individually identifiable health information held or transmitted by a covered entity or its business associate, in any form or media—electronic, paper, or oral.3 PHI includes demographic data; common identifiers (e.g., name, address, birth date, Social Security Number); information relating to the individual’s past, present, or future physical or mental health condition, healthcare provided to them, or payment for healthcare; and data that identifies the individual or that could be reasonably used to identify the individual.5Employment records maintained by a covered entity for its own employees and education records covered by the Family Educational Rights and Privacy Act (FERPA) are specifically excluded from the definition of PHI.5 (See ASTHO FERPA Fact Sheet.) There are no restrictions on the use or disclosure of de-identified health information.5

· Disclosures—A covered entity may not use or disclose PHI, except either as the Privacy Rule permits or requires, or as the individual who is the subject of the information (or the individual’s personal representative) authorizes in writing.5 Disclosure is required to be made to the individual/representative or to HHS as part of an enforcement action.5 A covered entity is permitted, but not required, to use and disclose PHI, without an individual’s authorization, for the following purposes or situations: (1) to the individual; (2) for treatment, payment, and healthcare activities like quality assessment or evaluations; (3) informal opportunities to agree or object such as providing information for hospital directories or notifications to family members; (4) disclosures incident to an otherwise permitted use and disclosure; (5) public interest and benefit activities; and (6) the use or disclosure of limited data sets for the purposes of research, public health, or healthcare operations.5 Covered entities may rely on professional ethics and best judgments in deciding which of these permissive uses and disclosures to make.5  

Disclosures for Public Interest and Benefit Activities
The Privacy Rule permits use and disclosure of protected health information, without an individual’s authorization, for a dozen enumerated public purposes.5 These disclosures are permitted, but not required, in recognition of the important uses made of health information beyond the realm of healthcare. Specific conditions or limitations apply to each public interest purpose. Several of these exceptions are described below:
· Public Health Activities—Covered entities may disclose PHI to: (1) public health officials authorized by law to collect or receive such information for preventing or controlling disease, injury, or disability; (2) public health or other government officials authorized to receive reports of child abuse and neglect; (3) entities subject to FDA regulation regarding FDA-regulated products or activities for purposes such as adverse event reporting, tracking of products, product recalls, and post-marketing surveillance; (4) individuals who may have contracted or been exposed to a communicable disease when notification is authorized by law; and (5) employers requesting information regarding their employees for work-related illness or injury or workplace-related medical surveillance because the information is needed to comply with the Occupational Safety and Health Administration (OHSA), the Mine Safety and Health Administration (MHSA), or similar state requirements.5

· Serious Threat to Health or Safety—The Privacy Rule allows covered entities to disclose PHI that they believe is necessary to prevent or lessen a serious and imminent threat to a person or the public, when such disclosure is made to someone they believe can prevent or lessen the threat (including the target of the threat).5 Covered entities may also disclose to law enforcement if the information is needed to identify or apprehend an escapee or criminal.5 

· Judicial and Administrative Proceedings—The Privacy Rule permits covered entities to disclose protected health information in a judicial or administrative proceeding if the request for the information is through an order from a court or administrative tribunal.5  

Waivers of HIPAA During Emergencies
Federal law provides for the waiver or modification of certain HIPAA requirements during emergencies. Section 1135 of the Social Security Act (SSA) authorizes the HHS Secretary to temporarily modify or waive certain Medicare, Medicaid, State Children’s Health Insurance (SCHIP), and HIPAA requirements.5SSA Section 1135 addresses, among other things, the waiver of sanctions arising from noncompliance with HIPAA privacy regulations relating to: (1) obtaining a patient’s agreement to speak with family or friends or honoring a patient’s request to opt out of the facility directory; (2) distributing a notice of privacy practices; or (3) the patient’s right to request confidential communications. (See ASTHO Fact Sheet Social Security Act §1135 Waivers.)

How the Law Affects States
In general, any state laws or regulations that conflict with HIPAA and the Privacy Rule are preempted by the federal law, and the federal requirements control over the state requirements. The Privacy Rule contains exceptions that allow differing state requirements to control if the state law: (1) relates to privacy of individually identifiable health information and provides greater protections or rights than the Privacy Rule; (2) requires the reporting of disease, injury, child abuse, birth, or death, and for public health surveillance, investigation, or intervention; or (3) requires certain reporting by health plans, such as for management or financial audits or evaluations.5 States can also request a determination that a conflicting state law will not be preempted by HIPAA if the state can demonstrate one of the conditions listed in the rule, including, but not limited to, that the conflicting provision serves a compelling public health, safety, or welfare interest, and, if the conflicting provision relates to a privacy right, that the intrusion into privacy is warranted given the public interest being served.5  

Practice Notes
· Identify the student health data needed and if it involves PHI. 
· Identify sources for the data, such as school health data not covered by FERPA and data from providers. 
· Determine if the data is covered by HIPAA or other federal and state privacy laws. 
· If HIPAA or other laws apply, determine if any exception applies. 
· If not, identify and obtain required consents, or use limited data sets or de-identified data.

Sources
1. Health Insurance Portability and Accountability Act (HIPAA) of 1996. (P.L.104-191). 

2. Chaikind H et al. Congressional Research Service. The Health Insurance Portability and Accountability Act (HIPAA) of 1996: Overview and Guidance on Frequently Asked Questions (RL31634). January 24, 2005. Available at www.law.umaryland.edu/marshall/crsreports/crsdocuments/RL3163401242005.pdf. Accessed January 31, 2012. 

3. U.S. Dept. of Health and Human Services. Standards for Privacy of Individually Identifiable Health Information. 45 C.F.R. Parts 160, 164. 

4. Stevens GM. Congressional Research Service. A Brief Summary of the Medical Privacy Rule (RS20934). April 30, 2003. Available at www.law.umaryland.edu/marshall/crsreports/crsdocuments/RS20934.pdf. Accessed January 31, 2012. 

5. U.S. Dept. of Health and Human Services. “Summary of HIPAA Privacy Rule” website. Available at www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html. Accessed January 31, 2012. 
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Overview
Federal guidance on school closures during the 2009 H1N1 influenza pandemic demonstrated how important school closure is as a public health tool to interrupt the spread of contagious diseases.1 Closing schools is just one type of social distancing practice outlined in state pandemic and other emergency response plans that public health officials may turn to during infectious disease outbreaks. The 2009 H1N1 schools guidance also illustrated the challenges of implementing such a practice broadly where rates of infection, legal authorities, and social and economic factors can vary greatly by state and community. It raised questions about the authority of public health officials to institute social distancing measures in schools. This fact sheet highlights the legal and policy issues that arise regarding public health officials' authorities in schools such as closures or requiring that students or staff who are ill or have been exposed stay at home. (For additional information about public health authorities, see the ASTHO Emergency Authority & Immunity Toolkit.)

Public Health and Education Legal Authorities
The legal relationships and authorities between health agencies and schools, school districts, school boards, and state education agencies vary by state and even by locality. State laws differ as to which agency or agencies have the authority to initiate school closure and other public health measures in schools, the conditions under which the authority may be exercised, and the scope of authorities permitted.
Conditions of Authority
The authority of a public health official to institute public health measures in schools and the types of authorities permitted can depend on whether an emergency has been declared.

· Existing Authorities Without an Emergency Declaration-State officials generally have existing broad powers to address emergency situations by virtue of the statutory authorities granted to their position without having to formally declare a state of emergency. A state health officer's existing authorities generally include a broad grant of authority to, among other things, abate nuisances, investigate the causes of disease, and institute quarantine measures. The determination to declare or not to declare an emergency has implications for the legal authorities and operational resources available to respond to an event.

· Emergency Authorities-An emergency declaration allows certain governmental officials to temporarily suspend governmental operations and implement response activities to address the emergency circumstances. The authority to declare an emergency is determined by law and reserved for a chief executive officer (e.g., a governor) and key senior governmental officials (e.g., a state health officer, state education director). In some states, local officials may be able to declare local emergencies. While unique to each state, generally the governor (or other official) may declare an emergency by issuing an executive order or other declaration that outlines the conditions giving rise to the emergency, the effective date and duration of the declaration, and the agency leading the response. Gubernatorial and other declarations may require legislative approval within a given time period or upon seeking renewal of the declaration.

State emergency declarations activate emergency authorities designed to facilitate the response and recovery to the emergency event. A state emergency declaration triggers a number of authorities and actions by state and/or local governments, such as: (1) activation of state emergency response plans and mutual aid agreements; (2) activation of state incident command systems and emergency operation centers; (3) deployment of personnel, equipment, supplies, and stockpiles; (4) activation of statutory immunities and liability protections for responders; and (5) suspension or waiver of rules, regulations, and administrative procedures. In some states, an emergency declaration authorizes the waiver of specified statutory requirements.

Agencies Authorized to Act
Depending on the state or locality, several agencies generally have exclusive or shared authority to institute various public health measures in schools. The agency authorized to act can change depending on whether or not an emergency has been declared. State or local public agencies are generally vested with broad authority to protect the public's health and to control communicable diseases. Depending on a state’s laws, these authorities can be used to institute public health measures such as requiring sick persons to stay home or canceling school assemblies and activities without an emergency declaration. During emergencies, public health officials typically gain additional authorities, including the ability to close schools and enforce other social distancing measures. Some state public health laws may permit closure and quarantine absent an emergency declaration.
When it comes to express authority to close schools outside of declared emergencies, most commonly it is vested exclusively in state or local health agencies. However, in some states closure authority resides exclusively with state or local education authorities.2 In a few states, closure is vested in both health and education authorities.2 Once an emergency is declared, state emergency management agencies—as the agency in charge of state’s emergency response to a declared emergency—may gain the exclusive authority to close schools.2 In other states, state health or state education agencies have the authority to close schools in emergencies.2

Scope of Authority
The types of legal authorities that, depending on the jurisdiction, could be used to initiate public health measures in schools include, but are not limited to:
· Protect Public Health and Safety-This is a broad grant of authority that generally rests with the health agency, board of health, or the chief public health official that can be exercised absent an emergency declaration.
· Control and Prevent the Spread of Communicable Diseases-This is another broad grant of existing authority to health agency officials that typically allows for disease surveillance, investigation, and control activities. Control activities may be specified, such as permitting the quarantine of persons and facilities.
· Institute Quarantine and Isolation Measures-All states have some form of authority to institute quarantine and isolation measures. These authorities may be limited to certain conditions (e.g., TB) or may be broadly defined and generally include due process and other rights for persons being controlled. Quarantine and isolation authorities may become more robust during a declared emergency or may contain modified due process provisions that delay, but do not deny, rights to notice and review of detainment orders.
· Cancel School Activities and Institute School Closures-Some states have laws that specifically grant the authority of health officials, education officials, or other officials to cancel school activities or close schools under specified circumstances.
· Emergency Authorities-State disaster and emergency laws provide the governor (or other specified officials) with additional authorities during declared emergencies. These emergency authorities may enhance already existing authorities by permitting the broader application of these authorities.

Implications of School Closures
Beyond questions about the legal authority to close schools, the H1N1 school closure policy also brought to the fore social and economic factors that must be considered when making closure decisions. First, schools play important roles in the delivery of other public health and social service programs such as school breakfast and lunch programs and after-school day care. Alternative mechanisms to provide these services to students and parents who rely on them must be identified if schools are closed for extended periods. Next, schools derive their funding, in part, based on formulas driven by attendance, student activity fees, and reimbursement for federal school breakfast and lunch programs. Prolonged school closures can potentially reduce schools' budgets. Finally, working parents must find alternative child care services for the period a school is closed or take vacation or sick leave to be home with the child. For many working parents, these are not feasible options. While state and local health officials may have the exclusive (or shared) legal authority to close schools or otherwise enforce public health laws in the school setting, in practice, the use of these authorities has to be exercised and implemented in cooperation with school personnel and state or local education officials.

Practice Notes
· Identify public health, education, and other authorities that can be used to institute public health measures in your state or locality. Which agency or agencies have the authorities?
· Identify if and how these authorities change if an emergency is declared. What new authorities are added? Does the agency with authority change?
· Understand the legal and operational mechanisms for working with education agencies at the state and local levels to institute public health measures in schools.
____________________________
Sources
1. U.S. Dept. of Health and Human Services. “Statement by HHS Secretary Kathleen Sebelius and by Acting CDC Director Dr. Richard Besser Regarding the Change in CDC’s School and Child Care Closure Guidance.” May 5, 2009. Available at www.hhs.gov/news/press/2009pres/05/20090505a.html. Accessed May 30, 2013.

2. Hodge J et al. Legal Preparedness for School Closures in Response to Pandemic Influenza and Other Emergencies. April 2008. Available at www.flu.gov/professional/school/schoolclosures.pdf. Accessed May 30, 2013.
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Authorities and Limitations in Sharing Information Between Schools and Public Health Agencies
Issue Brief
Introduction
The ability of public health officials to access health and other relevant data from schools and education agencies has been an ongoing challenge. In daily public health responsibilities, as well as in emergencies, federal education privacy requirements have limited or blocked public health agencies’ access to data in areas such as immunization, mental health, injury, and absentee records. Public health officials must understand their legal authorities and limitations in acquiring and using data from education entities. This issue brief examines the interplay of federal laws related to privacy and disclosure of student health information, and various approaches for obtaining student health information. The term “school” is used in this issue brief to collectively refer to elementary, secondary (high school), and post-secondary (college) institutions, unless otherwise specified. The term “education agencies” generally refers to state education agencies and local school districts, unless otherwise noted. 

Public Health Data Needs from Schools
Public health focuses on developing, implementing, and evaluating population-based strategies addressing diseases and other threats to health in the general population and in subgroups of the population. Children and adolescents are important population subgroups; the ability of public health officials to regularly access data about them is a key factor in creating effective public health programs affecting these groups.1 Schools serve as a centralized location for current and long-term data about school-aged populations.

Data from schools can help public health agencies conduct surveillance, intervention, and prevention activities. Examples of the types of activities public health agencies undertake with school-based data include:1
· Identifying outbreaks of infectious diseases and other health conditions, such as H1N1, staph infections, or community acquired methicillin-resistant Staphylococcus aureus (MRSA) infections. 
· Tracking immunization coverage to prevent outbreaks of infectious diseases like mumps or measles. 
· Identifying trends in chronic and environmental diseases, including the prevalence of asthma, autism, and developmental disabilities. 
· Finding trends in injuries among students and evaluating effectiveness of injury-prevention activities. 
· Tracking overall health status, rates of overweight and obesity, and prevalence of diabetes and other diet-related conditions. 
· Identifying and analyzing environmental exposures related to health concerns, such as exposure to lead or other toxic substances. 
· Monitoring for environmental and infectious disease outbreaks in the aftermath of natural disasters and other emergencies.

School-based data also helps in identifying specific needs, targeting health promotion and disease prevention activities, evaluating the effectiveness of public health programs, and tracking long-term health outcomes.1  

Public health agencies view schools and education agencies as important partners in protecting children and adolescents from health threats. Sharing data between schools and public health agencies may, in some instances, be the only realistic and reliable method for getting the information necessary to conduct public health activities, such as tracking immunization rates.1 However, as will be discussed below, federal privacy protections for student education records have caused difficulties for public health efforts to conduct mandated and discretionary federal and state public health activities.

Federal Laws Governing Health Information Privacy and Disclosure
Two federal laws figure prominently in the discussion of public health access to school data—the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act (HIPAA). This section describes these laws as they relate to privacy and disclosure of student health and other records. HIPAA’s Privacy Rule specifically excludes student education records covered under FERPA from coverage under the Privacy Rule. Thus, FERPA governs student health information that falls within the purview of that act; other health-related records outside of FERPA are governed by HIPAA and any applicable state laws.
Family Educational Rights and Privacy Act
The Family Educational Rights and Privacy Act (FERPA)2 is a federal law intended to protect the privacy of student education records while allowing students and parents greater access to the records. FERPA, among other things, prevents the disclosure of a student’s education record without the consent of a parent or eligible student unless an exception to the law’s general consent requirement applies.8 “Eligible students” are students who have turned 18 or attend school beyond the high school level at any age. Schools must notify parents and eligible students annually of their rights under FERPA; the exact method of this notice (e.g., newsletter, student handbook, etc.) is left to the discretion of each school.9  

FERPA applies to all educational institutions and agencies that receive any funds for programs administered by the U.S. Department of Education (ED or the Department).9 Thus, all public schools and school districts and most public and private post-secondary institutions (e.g., colleges) are covered by FERPA.11Private and religious elementary and secondary schools are not subject to FERPA because they generally do not receive funding from ED.11 ED has historically interpreted FERPA to exclude “non-school” entities, which are not attended by students, from the scope of entities covered by the act. However, amendments to FERPA regulations in December 2011 reflect ED’s changed view; the rule now acknowledges that the Department funds entities that do not have students and authorizes ED to enforce FERPA for programs funded by ED or that disclose or receive protected information under the act.29 (See ASTHO Current Issues–Winter 2012: Analysis of Revised FERPA Regulations) for more information about the rules changes.)

Rights Under FERPA
FERPA give parents and eligible students the right to: 
· Review the student's education records maintained by the school.
· Request that a school correct records which they believe to be inaccurate or misleading. 
· Require nondisclosure of the student’s education record or personally identifiable information from the record without prior written consent of a parent or eligible student (known as the “general consent rule”), unless an exception applies.
· In a written request for consent to disclose, a school must identify the records to be disclosed, the person or entity to whom the information is to be disclosed, and the purpose of the disclosure. A parent or eligible student has the right to request and receive a copy of the information disclosed to a third party.2  

Education Record Defined
“Education record” is defined as records which are: (1) directly related to a student and (2) maintained by an educational agency or institution or by a person acting on behalf of the agency or institution.10 A student’s health records, including immunization information and other records maintained by a school nurse, are considered part of the student’s education record and thus are protected from disclosure under FERPA. Records of medical and psychological treatment of eligible students at post-secondary institutions (“treatment records”) are excluded from the definition of education records under FERPA if the records are made, maintained, and used only in the treatment of the student and are disclosed only to persons providing treatment. 2,10,11 Treatment records can be disclosed for purposes other than treatment, but disclosure must be made with consent or under one of the exceptions to the consent requirement.11 If treatment records are released for purposes other than treatment, then they are considered to be education records and all the FERPA requirements then apply.11 FERPA also generally excludes from the definition of “education records” records that are kept by a school’s law enforcement unit, security videos, observations by instructors, or records created after the student no longer attends the school.10 Records of special education students receiving services under the Individuals With Disabilities Education Act (IDEA) are covered as education records under FERPA.10  

Personally Identifiable Information Defined
FERPA regulations define “personally identifiable information” (PII) to include name, address, personal identifiers like Social Security number or date of birth, biometric data, or other information that could be used alone or in combination to identify a student.10 However, schools may disclose without consent “directory information” such as a student's name, address, telephone number, date and place of birth, honors and awards, and dates of attendance.9,29 Schools must tell parents and eligible students about directory information and allow parents and eligible students a reasonable amount of time to request that the school not disclose directory information about them.9,29

Exceptions to FERPA
FERPA contains a number of exceptions that allow schools to disclose PII from a student’s education record without consent of a parent or an eligible student. Schools may disclose de-identified information without written consent.10 In addition to disclosures to parents and eligible students, and for directory information, FERPA regulations identify the parties or circumstances in which disclosure of PII may be made without consent.9,10 Historically, these exceptions have been narrowly construed by ED to err on the side of protecting the student’s privacy over making a disclosure. Thus, ED interpretations have resulted in a very narrow scope of circumstances and recipients for the release of education records without prior written consent by a parent or eligible student.

School Officials -- Information may be given to school officials, including teachers, with a legitimate educational interest. A contractor, consultant, volunteer, or other party to which the school has outsourced activities may be considered a school official if the contractor, etc. is: (1) performing a function that a school employee would otherwise perform; (2) under the direct control of the school when using or maintaining the education records; and (3) subject to FERPA’s limitations on redisclosure of education records.19, 20 Schools must make a record of the requests for disclosure and each disclosure of PII it makes, as well as officials that may redisclose the information.28  

Specified Officials and Their Authorized Representatives -- Disclosure without prior consent is permitted to the U.S. Comptroller General, the U.S. Attorney General, the ED Secretary, or state and local educational authorities.19Disclosures to these officials—or their authorized representatives—must be made in connection with an audit or evaluation of federal or state-supported education programs or to enforce or comply with federal legal requirements related to those programs.23 Recent amendments to FERPA’s regulations newly defined an “authorized representative” as “any entity or individual designated by a state or local educational authority or agency headed by [the officials listed in the rule].”29 Education records disclosed must be protected so that only the specified officials or their authorized representatives have access to PII, and the records must be destroyed when they are no longer needed for the purposes for which they were disclosed. However, these requirements can be waived if the parent or eligible student consents to the disclosure or if collection of PII is expressly authorized by federal law.23  

The “authorized representative” exception for disclosure without consent for audits, evaluations, or studies have been used in the past as a basis for creating memoranda of agreement (MOA) between state and local health and education agencies to share data. Even ED had an MOA with the Centers for Disease Control and Prevention (CDC) in which ED designated the CDC as its authorized representative for the purposes of collecting information under the Metropolitan Atlanta Developmental Disabilities Surveillance Program.29However, ED guidance and amendments to FERPA regulations in 2008 ultimately narrowed the Department’s interpretation of the scope of “authorized representatives” to generally exclude other state and federal agencies because they were not under the “direct control” of the state educational authority.12,30Amendments to the FERPA rules in December 2011 have allowed non-education agencies to again serve as authorized representatives under FERPA for audits, evaluations, or studies related to educational programs. The revised rules also require that state or local educational authorities use “reasonable methods” to ensure that their authorized representatives comply with FERPA and that education authorities enter into written agreements with their representatives specifying the information disclosed and the handling of the information to protect PII. ED has issued guidance addressing the “reasonable methods” and written agreement requirements.29  

Health and Safety Emergencies -- A school may disclose PII from education records in connection with an emergency if the “information is necessary to protect the health or safety of the student or other individuals.”19,25 Information may be disclosed to “appropriate parties,” which include the parents of an eligible student, as well as parties like law enforcement, public health officials, and trained medical personnel.8,25 In determining whether to make a disclosure for a health or safety emergency, a school “may take into account the totality of the circumstances pertaining to a threat to the health or safety of a student or other individuals.” If the school determines that there is an “articulable and significant threat” the school may disclose information necessary to protect the health or safety of the student or other individuals. ED will defer to the judgment of the school in making a determination that, based on the information available at the time, there was a rational basis for the determination. The limitations on the health and safety emergencies exception do not prevent a school from including appropriate information about a student’s disciplinary record in the education record or sharing the disciplinary information with teachers and school officials with a legitimate educational interest in the behavior of the student.25School officials are required to make a record of the PII disclosed under the health and safety emergency exception that identifies the threat that gave rise to the disclosure, the parties the information was disclosed to, and the information disclosed.28  

The health and safety exception has traditionally been narrowly construed by ED. Agency guidance states that an “emergency” under FERPA means “a situation in which there is an articulable and significant threat to the health or safety of students or other individuals.” However, an “emergency does not include the threat of a possible or eventual emergency for which the likelihood of occurrence is unknown.”8 In response to a university regarding potential conflicts between state notifiable diseases and conditions reporting requirements and FERPA, FPCO determined, among other things, that for those conditions the state health regulations require immediate reporting on an emergency basis would fall under the FERPA health and safety emergency exception. For conditions that did not require emergency reporting, the disclosure of PII in these circumstances would not meet the imminent threat requirement, so consent was required.34  

Studies on Behalf of the School -- Disclosures without consent may be made to organizations conducting certain studies for or on behalf of the school. “Organization” is defined to include “federal, state, and local agencies, and independent organizations.” These studies must relate to: (1) developing, validating, or administering predictive tests; (2) administering student aid programs; or (3) improving instruction. Education records disclosed must be protected so that only representatives of the organization have access to PII and the records must be destroyed when no longer needed for the purposes for which the study was conducted. The school must have a written agreement with the organization conducting the study that specifies the purpose and scope of the study and the information to be disclosed.19 The agreement must also address the organization’s protection of personally identifiable information and ultimate destruction of PII upon completion of the study.19,29 Recent amendments to FERPA regulations clarified that state education agencies are allowed to make nonconsensual disclosures of PII for studies in the same way schools and other education officials are. Previous interpretations of the rules did not allow state education agencies to make disclosures for studies without consent.29  

Judicial Actions -- Schools may disclose education records without consent to comply with a judicial order or lawfully issued subpoena. However, the school must make a reasonable effort to notify the parent or eligible student of the order/subpoena before the school complies with it to allow the parent or eligible student time to seek “protective action.” Schools are not required to give advance notice of a disclosure due to judicial action if the disclosure is being made in compliance with: (1) a federal grand jury subpoena for which the court has ordered that the existence or contents of the subpoena not be disclosed; (2) any other subpoena for which the court has ordered that the existence or contents of the subpoena not be disclosed; or (3) an ex parte court order obtained by the U.S. Attorney General or Assistant Attorney General concerning investigations or prosecutions related to an act of domestic or international terrorism. If a school initiates legal action against a parent or student, or if the school is sued by a parent or student, the school may disclose education records relevant to the matter to the court without a court order or subpoena.19  

Transferring Schools -- A school may disclose a student’s education records to another school, school system, or education institution (e.g., college) to which the student is already enrolled or intends to enroll or transfer.19 Provisions in the No Child Left Behind Act of 2001 require states to assure ED that there are procedures in place to facilitate the transfer of disciplinary records regarding suspension or expulsion of a student enrolling or transferring to a public or private elementary or secondary school.19,21 A school must attempt to notify the parents or student of the disclosure, give them a copy of the education record if requested, and give them the opportunity for a hearing if requested.22  

Financial Aid -- A school may disclose a student’s education record to appropriate parties if the disclosure is made in connection with the student’s application for or receipt of financial aid. The disclosure may be made without the student’s consent if the information is necessary to determine eligibility, amount, and conditions of financial aid or to enforce the terms and conditions of the aid.19

Accrediting Organizations -- Disclosures may be made without consent to accrediting organizations.19  

Juvenile Justice Authorities -- Schools can disclose education records to state and local authorities within a juvenile justice system pursuant to specific state laws.19,24


FERPA Liability and Enforcement
FERPA and its implementing regulations do not address any liability or immunity issues.2,10 There is no private cause of action in FERPA; individual parents or students may not bring a lawsuit to enforce the act’s provisions or seek redress for violations of the act. Persons who believe their rights under FERPA have been violated may file a complaint with the ED’s Family Policy Compliance Office (FPCO), which investigates the complaint. FPCO is authorized to, among other things, revoke funding for institutions found in violation of FERPA and its regulations.8,10 FPCO is also authorized to bar education entities or agencies and other recipients of PII that violate FERPA regulations from receiving PII for five years after a violation.10,29  

FERPA and State Laws
Any state law or regulation that conflicts with FERPA and its regulations is preempted by the federal law, and the federal requirements take precedence over the state requirements. However, if an educational agency or institution, a recipient of ED funds, or another party to which PII has been nonconsensually disclosed determines that it cannot comply with FERPA or the regulations because of a conflict with state or local laws, it must notify FPCO within 45 days and provide the text and citation to the conflicting state or local law.2,29,31 FPCO reviews the conflicting law and any interpretations of it made by the state and provides guidance to the requesting agency or institution regarding FERPA’s applicability to the situation. However, ED does not have authority to waive or modify any of FERPA’s requirements.32 If an education agency or institution is found to be in conflict with FERPA, ED may withhold further payments under any of its programs, issue a complaint to compel compliance, terminate an institution's eligibility to receive funding, or take any other action authorized by law.10,32,33, 34  


The Health Insurance Portability and Accountability Act
The Health Insurance Portability and Accountability Act of 1996 (HIPAA)3 and subsequent amendments enacted changes in the health insurance market and addressed the electronic transmission of health information and the protection of personal health information, among other things. Title II of HIPAA contained a number of administrative simplification and privacy provisions that instructed the Secretary of Health and Human Services (HHS) to issue standards addressing, among other things, the electronic transmission of health information and the privacy of personally identifiable medical information.4 In 2000, HHS promulgated rules, Standards for Privacy of Individually Identifiable Health Information (the “Privacy Rule”), which set national standards for the protection of certain health information5 and has issued subsequent modifications to the rule. The HIPAA Privacy Rule creates a set of basic consumer protections and a series of regulatory permissions for uses and disclosures of protected health information.6  

HIPAA Privacy Rule
The HIPAA Privacy Rule prohibits covered entities from disclosing protected health information to any third parties, unless the rule otherwise permits the disclosure.6  

Covered Entities -- The Privacy Rule applies to covered entities and their business associates. “Covered entities” are defined as health plans, healthcare clearinghouses, and any healthcare provider that transmits health information in electronic form in connection with transactions for which the Secretary of HHS has adopted standards under HIPAA. A “business associate” is a person or organization not employed by the covered entity that performs certain activities for a covered entity involving the use or disclosure of individually identifiable health information. A “hybrid entity” is a single legal entity that conducts both covered and noncovered activities under the Privacy Rule.7 State and local health departments, for instance, can be hybrid entities if they provide healthcare services to patients for which the agencies transmit health information electronically in addition to conducting their other public health functions. If a state or local health department does not perform these activities, then it would not be a covered entity under the HIPAA Privacy Rule. A hybrid entity must designate in writing its activities that are covered under the Privacy Rule. Thus, if a health agency qualifies as a hybrid entity and it makes the required list of covered activities, then only its healthcare services would be covered under the Privacy Rule; otherwise, all of the hybrid’s activities would be deemed covered under the rule.

Protected Health Information -- The Privacy Rule applies to protected health information (“PHI”). PHI is individually identifiable health information held or transmitted by a covered entity or its business associate in any form or media—electronic, paper, or oral. “Individually identifiable health information” is defined to include the types of data listed below that identify the individual or that could be reasonably used to identify the individual:7
· Demographic data. 
· Common identifiers (e.g., name, address, birth date, Social Security number). 
· Information relating to the individual’s past, present, or future physical or mental health condition and healthcare provided to the person. 
· Payment for healthcare.
Employment records maintained by a covered entity for its own employees and education records covered by FERPA are specifically excluded from the definition of PHI in the Privacy Rule.5 There are no restrictions on the use or disclosure of de-identified health information.7 

General Disclosure Rule -- The Privacy Rule states that a covered entity may not use or disclose PHI except as permitted by the Privacy Rule or as authorized in writing by the person who is the subject of the PHI (or their personal representative). The rule also requires disclosure to the person/representative or to HHS as part of an enforcement action.7  

Permitted Uses and Disclosures -- The Privacy Rule identifies a number of circumstances in which use or disclosure of PHI is specifically permitted. A covered entity is permitted, but not required, to use and disclose PHI without an individual’s authorization for the following purposes or situations: 
· To the Individual—To the person who is the subject of the PHI.7
· Treatment, Payment, and Healthcare Operations—A covered entity may use PHI for its own treatment, payment, and healthcare activities like quality assessment or evaluations. Obtaining patient consent for disclosure of PHI for treatment, payment, and healthcare operations activities is optional under the Privacy Rule.7
· Uses and Disclosures with Opportunity to Agree or Object—The Privacy Rule allows covered entities to obtain informal permissions by giving persons opportunities to agree or object to the use and disclosure of PHI. Such instances include providing information for hospital directories or notifications to family members. If a person is incapacitated or unavailable to give permission, the covered entity is allowed to exercise its professional judgment in deciding whether the use or disclosure is in the person’s best interest.7
· Incidental Use and Disclosure—The Privacy Rule does not require covered entities to guarantee that all incidental disclosures of PHI made during an otherwise permitted use and disclosure are eliminated. Such incidental disclosures are permitted under the rule so long as the covered entity has taken reasonable steps to safeguard against disclosures and that information shared is the minimum necessary under the rule.7
· Public Interest and Benefit Activities—The Privacy Rule permits the use and disclosure of PHI without a person’s consent in a number of specific situations identified in the rule as “public purposes.”7 (See detailed discussion below.) 
· Limited Data Set—The Privacy Rule allows the use or disclosure of limited data sets for the purposes of research, public health, or healthcare operations.7Limited data sets are those in which 16 of 18 categories of specific identifiers about persons or their households have been removed. Limited data sets may include identifiers like city, state, ZIP code, and elements of the date.36 Limited data sets may be used for research and public health purposes so long as users of the data have entered into a data use agreement to protect the PHI in the limited data set. A limited data set is different from de-identified data because the limited data set still contains some PHI.
· Covered entities may rely on professional ethics and best judgment in deciding which of these permissive uses and disclosures to make.7  

Disclosures for Public Interest and Benefit Activities -- The Privacy Rule permits use and disclosure of PHI without an individual’s authorization for public purposes. The rule allows, but does not require, these disclosures to recognize the important uses for health information beyond the realm of healthcare. 7 Several of these exceptions are described below. (Figure 1 lists all of the 12 public purposes in the Privacy Rule.)

· Public Health Activities—Covered entities are allowed to disclose PHI for a variety of public health activities identified in the Privacy Rule. The rule allows disclosure to:14 
· Public health officials authorized by law to collect or receive PHI for preventing or controlling disease, injury, or disability. 
· Public health or other government officials authorized to receive reports of child abuse and neglect. 
· Persons and entities subject to FDA regulation regarding FDA-regulated products or activities for purposes such as adverse event reporting, tracking of products, product recalls, and post-marketing surveillance. 
· Persons who may have contracted or been exposed to a communicable disease when notification is authorized by law. 
· Employers who request information about their employees’ work-related illnesses or injuries or workplace-related medical surveillance data when this information is needed by the employer to comply with the Occupational Safety and Health Administration (OSHA), the Mine Safety and Health Administration (MSHA), or similar state laws. 
 
· Serious Threat to Health or Safety—The Privacy Rule allows covered entities to disclose PHI they believe is necessary to prevent or lessen a serious and imminent threat to a person or the public when such disclosure is made to someone they believe can prevent or lessen the threat (including the target of the threat). Covered entities may also disclose to law enforcement if the information is needed to identify or apprehend an escapee or violent criminal.7

· Judicial and Administrative Proceedings—The Privacy Rule permits covered entities to disclose protected health information in a judicial or administrative proceeding if the request for the information is through an order from a court or administrative tribunal.7  Figure 1
HIPAA Privacy Rule Disclosure Exceptions for Public Interest & Benefit Activities

The Privacy Rule identifies 12 public purposes in which the use and disclosure of protected health information is permitted without a person’s authorization:13 
· Required by law. 
· Public health activities. 
· Victims of abuse, neglect, or domestic violence. 
· Health oversight activities. 
· Judicial and administrative proceedings. 
· Law enforcement purposes. 
· Decedents.
· Cadaveric organ, eye, or tissue donation. 
· Research. 
· Serious threat to health or safety. 
· Essential government functions. 
· Workers’ compensation. 



Waivers of HIPAA During Emergencies -- Federal law provides for the waiver or modification of certain HIPAA requirements during emergencies. Section 1135 of the Social Security Act (SSA) authorizes the HHS Secretary to temporarily modify or waive certain Medicare, Medicaid, State Children’s Health Insurance (SCHIP), and HIPAA requirements.15 The purpose of the 1135 waiver authority is to ensure that sufficient healthcare services are available to meet the needs of individuals enrolled in SSA programs when and where an emergency is experienced. Service providers who in good faith are unable to comply with certain requirements are reimbursed for the services they provide during an emergency and are exempted from sanctions for noncompliance absent fraud or abuse. Section 1135 waivers require both a declaration of national emergency or disaster by the President under the National Emergencies Act or the Stafford Act and a public health emergency determination by the HHS Secretary under Section 319 of the Public Health Service Act (PHSA).

SSA Section 1135 addresses, among other things, the waiver of sanctions arising from noncompliance with HIPAA privacy regulations relating to: (1) obtaining a patient’s agreement to speak with family or friends or honoring a patient’s request to opt out of the facility directory; (2) distributing a notice of privacy practices; or (3) the patient’s right to request confidential communications. The waiver is effective only if actions under the waiver do not discriminate as to the patient’s source of payment (e.g., Medicare, Medicaid, private insurance) or ability to pay.

Once the 1135 waiver has been authorized by the HHS Secretary, healthcare service providers’ requirements are not automatically waived or modified. The Centers for Medicare and Medicaid Services (CMS) implements the waiver by determining on a case-by-case basis whether and the extent to which sufficient grounds exist for waiving requirements with respect to a particular provider, to a group or class of providers, or to a geographic area.17 Providers can submit requests to operate under the waiver authority to regional CMS offices and to CMS for other relief beyond the scope of discretion granted to CMS regional offices and state survey agencies. Section 1135 waivers generally expire when the underlying emergency/disaster declaration terminates; however, waivers related to the HIPAA privacy rule are subject to different requirements and are generally limited to a 72-hour period beginning with implementation of a hospital disaster protocol.16  

HIPAA Liability and Enforcement -- The Privacy Rule does not authorize individuals to sue for violations; individuals must direct their complaints to HHS’ Office for Civil Rights (OCR), which then investigates the complaint. In cases of noncompliance, the Secretary is directed to resolve the matter by informal means. If the matter cannot be resolved informally, the Secretary may issue written findings of noncompliance that may be used as a basis for initiating a civil action or a criminal referral. Covered entities that knowingly and improperly disclose identifiable health information are subject to civil monetary penalties ($100 per violation up to $25,000 per year) and criminal penalties (up to $250,000 and imprisonment up to 10 years).7  

HIPAA and State Laws -- In general, any state laws or regulations that conflict with HIPAA and the Privacy Rule are preempted by federal law, and the federal requirements control over the state requirements. However, the Privacy Rule does contain several exceptions that allow differing state requirements to control:7,18
· The state law relates to privacy of individually identifiable health information and provides greater privacy protections or rights than the Privacy Rule. 
· The state law requires the reporting of disease or injury, child abuse, birth, or death and for public health surveillance, investigation, or intervention. 
· The state law requires certain reporting by health plans, such as for management or financial audits or evaluations.

States can also request a determination that a conflicting state law will not be preempted by HIPAA regulations if the state can demonstrate one of the conditions enumerated in the rule, including, but not limited to, that the conflicting state provision serves a compelling public health, safety, or welfare interest, and, if the conflicting state requirement relates to a privacy right, that the intrusion into privacy is warranted given the public interest being served.7,18  

Public Health Access to Student Health Data
Both FERPA and HIPAA contain provisions and exceptions that could be used to facilitate public health agencies’ access to student health and other data. The ability to access data under either law requires that the parties seeking access are eligible to receive the data or the circumstances give rise to access. A key distinction in each of the acts is when access to data is permitted with and without consent. This section discusses theories that have been used by health agencies—with varying degrees of success—to allow public health agencies access to student health data.

Obtain Consent
Under FERPA, public health agencies can access education records—including student health data maintained by the school or a person acting on its behalf—if the school has received written consent from a parent or eligible student. The written consent must identify the data to be released, the parties to whom the data will be released, and a description of how the data will be used and it must be signed and dated by the parent or student.26 ED states that such releases are advisable, for instance, for health agencies wishing to use PII to track absences due to H1N1 or other outbreaks before an emergency is recognized; ED has developed sample consent forms for schools and health agencies to use.8Similarly, under HIPAA, health agencies can obtain PHI from covered entities if the agency has received written consent from the patient or their personal representative. If a school’s health records are not covered under FERPA—as is generally the case for private elementary and secondary schools—they may be subject to HIPAA as a covered entity if they transmit health information electronically. Health agencies may need written consent to obtain student health data from the school or from students’ healthcare providers if no other Privacy Rule exceptions apply.

Use De-Identified Data
Under FERPA, schools can provide public health agencies with access to student health and other relevant data if the information does not contain PII.19Thus, ED guidance notes that, in instances like the H1N1 influenza pandemic or other outbreaks, a school may share with a public health agency general information about the number of students absent from the school without prior written consent. However, if absentee data to be shared with a health agency includes PII and no FERPA exception applies, then the school must obtain written consent before sharing the data with public health officials.8  

De-identified data must not allow the recipients to identify the students through either a single release or multiple releases of data or to combine the data with other information to identify the students.8,19 ED guidance notes that disclosing the absence of all students in a particular activity, class, or grade would result in potential FERPA violations if directory information—which is not considered part of the education record—could be used to identify all the students in that activity, class, or grade.8 ED guidance also specifies that while schools are permitted to make nonconsensual disclosures of directory information (e.g., name, address, phone number, grade level, etc.) for students who have not opted out of the directory, FERPA does not permit the disclosure of directory information if it is linked with other non-directory information. Therefore, a school may not release directory information only for students who have been absent from school.8  

Under HIPAA, the Privacy Rule does not restrict the use or disclosure of de-identified health information so long as all identifiers have been removed.36  

Use Limited Data Sets
HIPAA countenances the release of limited data sets for public health, research, and other purposes. These data sets have had specific identifiers about the patient or household removed. Users of limited data sets must complete a data use agreement that addresses the use and protection of PHI in the limited data set.7 This exception to the privacy rule permits public health agencies to access limited health data about children and adolescents who are not covered under FERPA, such as those who are home schooled or attend private elementary or secondary schools.

Access Data Not Maintained by the School
FERPA applies to education records, including immunization and other student health data, which is maintained by schools or education agencies. Student health data that is maintained by a school nurse who is an employee of the school or acting on behalf of the school is considered to be part of the student’s education record. If a person or entity acts on behalf of the school, such as a school nurse providing health services (whether at the school or off site) under contract or otherwise under the “direct control” of a school, and maintains student health records, then these records are considered education records under FERPA as if the school was maintaining the records directly.11 However, if a person or entity provides health services directly to students and is not employed by, under contract to, or otherwise acting on behalf of a school, then the resulting health records are not deemed to be part of the education record covered by FERPA. Even if the services are provided at the school, the resulting health records are not covered by FERPA because the person or entity creating and maintaining the health records is not acting on behalf of the school.11  

If a school’s education records are not covered under FERPA, as is generally the case for private elementary and secondary schools, they may be subject to HIPAA as a covered entity if they transmit health information electronically. In this scenario, the school is a covered entity and student health records are PHI under the Privacy Rule. One of the rule’s permitted exceptions, such as a public health activity, would have to apply before the records are released without consent. If the records are not covered under FERPA or HIPAA, state or local privacy laws may still apply.

Access for Public Health Activities
HIPAA contains a comparatively robust public health exception that allows public health authorities to receive PHI without prior consent of a patient or their representative. However, FERPA does not contain a parallel “public health exception” to the one found in HIPAA. And, because education records covered by FERPA are expressly excluded from the Privacy Rule, public health authorities cannot use HIPAA’s public health exception to access school education records without consent.

Access Permitted in Emergencies
Both HIPAA and FERPA contain exceptions that permit disclosure of student data to specified officials in emergencies.
HIPAA Exception for Threats to Health or Safety
HIPAA contains a specific exception for disclosure of protected health information in emergencies, in addition to its broad public health exception. The Privacy Rule allows covered entities to disclose PHI that they believe is necessary to prevent or lessen a serious and imminent threat to a person or the public, when such disclosure is made to someone they believe can prevent or lessen the threat (including the target of the threat). Covered entities may also make disclosures to law enforcement officials if the information is needed to identify or apprehend an escapee or violent criminal.7 HHS specifically notes that PHI can be released without disclosure to public officials who are reasonably able to respond to, prevent, or lessen a bioterrorism or other public health threat or emergency.35  

FERPA Emergency Exception
FERPA contains an exception for nonconsensual disclosure of personally identifiable information in student education records to “appropriate parties” during emergencies if the information is necessary to protect the health and safety of the student or other individuals. ED has identified public health officials as appropriate parties eligible to receive PII during an emergency. This exception has been narrowly construed by ED to be limited to the period of the emergency; it does not provide for a blanket release of PII from student education records in an emergency. Each school or education agency is responsible for making a case-by-case determination that the release of PII is necessary to address an “articulable and significant threat.” ED has indicated that it will defer to the judgment of the school or agency in making the determination that there was a “rational basis” for the decision given the nature of the emergency and the appropriate parties to whom the disclosure was made.8 FERPA regulations require that within a reasonable period after an emergency disclosure is made, the school or education agency must make a record of the emergency disclosure in the student’s education record. The record of the emergency disclosure must state the articulable and significant threat that was the basis for the emergency and identify the parties to whom the student’s PII was disclosed.28 ED guidance further notes that often, “... threats to health and safety can be fully addressed by sharing appropriate information regarding such threats with parents, the health department, or others in a manner that does not identify particular students.”8  

While more recent guidances issued by ED have generally followed prior interpretations of the emergencies exception, these pronouncements have included more detailed statements related to pandemic influenza (specifically H1N1) and emergency responses to manmade events and natural disasters.8,27Specifically, ED has stated that “... an emergency can exist without a public health authority designation of an emergency.” The FERPA emergency exception may be properly applied if a public health authority determines that an outbreak (e.g., H1N1 or tuberculosis) poses a significant threat to a community; if so, then schools in that community may also determine that an emergency exists. ED also noted that an emergency declaration by the HHS Secretary that a public health emergency exists, such as in the case of the October 2009 H1N1 declaration, may serve as a rational basis for a school to determine that an emergency exists, “so long as there is a current outbreak of H1N1 in the particular school or school district” (emphasis in original).8  

Where there is an articulable and significant threat that may be addressed by a “limited release of information to appropriate parties,” and that release is temporally limited to the period of the emergency, the school or education agency may release information “... at any stage of such emergency ...” including “... sharing information where necessary during the early stages of a pandemic.”8 In another example from recent guidance, ED notes that school officials would generally be permitted under the emergencies exception to disclose immunization records to public health officials to determine whether or not students have been vaccinated for typhus or other waterborne diseases in the aftermath of flood.27  

However, these recent guidances also stress that disclosures made for general emergency preparedness activities are not covered under the FERPA emergencies exception. The FERPA emergencies exception would not apply in situations where a threat of a possible or eventual emergency exists but the likelihood of its occurrence is unknown. There must be a temporal linkage to an articulable and significant threat.8,27 Yet, ED has indicated that properly designated directory information for students whose parents have not opted out of the disclosure of directory information may be shared with state or local agencies for emergency planning purposes. However, if health or emergency management agencies need PII to prepare in advance for the emergency evacuation of special needs children or children on special medications, the school must obtain written consent before making the disclosure.27  

Act as an Authorized Representative
Previously, ED interpreted FERPA to allow state/local health agencies to enter into agreements with state/local education agencies to act as the authorized representative of the education agencies and therefore be eligible to access education records, including student health information, that contain PII without the prior written consent of a parent or eligible student. However, subsequent ED interpretations of FERPA explicitly restricted the release of student education records under the “authorized representative” exception to other entities that are under the control of a school or education agency. The “control of” requirement has been defined as persons who are employees or contractors of the school or education agency. ED has recently amended the FERPA rules to again permit non-education agencies to act as authorized representatives. The “authorized representative” exception is limited to audits and evaluations of federal and state educational programs and the enforcement of federal legal requirements related to those programs. Therefore, despite the expanded scope of entities eligible to serve as authorized representatives, this exception may be of limited or no use for public health agencies seeking to access student health data unrelated to education programs.

Interagency Agreements
In the past, some states have used various forms of interagency agreements between state or local health departments and schools or education agencies as a mechanism to allow for the nonconsensual disclosure of PII in education records. As discussed above, recent guidance by ED has affirmed that such interagency agreements do not supersede FERPA’s consent requirements.8,27

Disclosure Required by Court Order or Subpoena
Both HIPAA and FERPA contain exceptions for disclosure without consent if required by judicial order or subpoena. Under FERPA, a school or education agency must disclose PII from a student’s education record if required by a court order or subpoena; prior written consent of the parent or eligible student is not required. However, the school must make reasonable efforts to notify the parent or eligible student about the impending release before complying with order/subpoena.19 Similarly, the HIPAA Privacy Rule permits covered entities to disclose PHI in a judicial or administrative proceeding if the request for the information is through an order from a court or administrative tribunal.7 The broad public health exception under the Privacy Rule would make it unlikely that a health agency would have to seek a court order or subpoena to access PHI.

Regarding FERPA, a health department could arguably obtain a court order or subpoena to access PII in student education records absent written consent or another exception to the FERPA general consent rule; however, the circumstances giving rise to such judicial action would likely satisfy the requirements for an exception in the first place. ED notes that “this exception could be used when an emergency no longer exists or the party seeking personally identifiable information from students’ education records would not typically be considered an ‘appropriate party’ under the health or safety emergency exception to general consent.”27  

___________________________________________________________
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Issue Brief
Introduction
Schools are important and popular choices as sites for seasonal influenza vaccination clinics and similar activities in public health emergency events. School-located vaccination (SLV) activities are among the most efficient ways to reach a large number of school-age students—a population frequently at increased risk for contracting and spreading infectious diseases like influenza—in a short time.1,2 School facilities are the largest gathering space in some communities and therefore frequently used for vaccination clinics and other emergency response activities.1 The shared goal of public health and education authorities is to protect children and their communities from health threats. Yet, because of the unique nature of each state’s and locality’s laws governing health and education authorities, the legal requirements governing the issues discussed here will be different in each jurisdiction. Many, if not all, of these issues have been addressed in state and local emergency response or pandemic response plans and subsequent amendments. 

This issue brief identifies the legal and policy considerations that commonly arise with SLV activities, including authority to use a school site, staffing the site, the scope of persons served, required consents, and data and privacy. These considerations could also apply to the administration of other medical countermeasures (e.g., antivirals, etc.) in a school setting. And, while this brief focuses on schools, the issues identified also generally apply to colleges, universities, or other educational institutions.
(For additional information on the issues and concepts discussed in this document, see also the ASTHO Emergency Authority & Immunity Toolkit, Emergency Use Authorization Toolkit, and the Scope of Practice Toolkit.)

Using a School Site
The decision to use a school as a site for a vaccination clinic involves a number of considerations, including the legal authority and permissions required to use the site and liability and immunity concerns. Logistical considerations such as the suitability of the site to host the intended event are also important planning factors but beyond the scope of this document.1,3,4,5

Legal Authority
The planning decision to conduct SLV activities at a school is generally a joint one between school and health officials; the legal and operational details to accomplish the plan must also be factored into the decision-making process. The nature of the school as publicly or privately owned affects the authority to use the site. In public schools, questions about the authority to use the school are fairly straightforward. However, depending on state and local laws, authority to locate a vaccination clinic at a school may rest with state or local education authorities or boards of education rather than health officials Staffing and the scope of persons served at the SLV clinic (discussed below) are additional factors that influence the legal analysis.
Where a school is privately owned, the decision to conduct SLV activities rests with the school administration or the school’s board; a public health agency may or may not be involved with the vaccination campaign. As with public schools, factors influencing the legal analysis of authority and liability issues for SLV activities at private schools include who staffs the clinic and the scope of persons served by the clinic.
A state or local declaration of emergency can also affect the legal authorities related to the siting (and other aspects) of a school-based vaccination clinic. An emergency declaration by a governor/mayor can provide public health officials with additional authorities as well as activate emergency response or pandemic plans. Thus, emergency plans could designate school facilities as vaccination and medication sites or mass care facilities and activate predetermined staffing and operations plans. Again, depending on a jurisdiction’s laws, emergency declarations may or may not authorize health officials to make decisions regarding education facilities; this authority may continue to reside with education officials or revert to the chief executive (e.g., governor, mayor). (See also ASTHO Fact Sheet on Public Health Emergency Authorities in Schools.)

Site Liability and Immunity Issues
The school hosting a vaccination clinic on site is subject to potential liabilities and may be eligible for certain immunities, depending on the nature of the facility (public vs. private), the scope of persons served (students only vs. general public), the persons staffing the clinic (public employees, school employees, volunteers, etc.), and whether or not an emergency declaration is in place.

Staffing the Site 
Determining the staffing requirements for SLV activities will depend on the number and types of persons to be served in the clinic. Depending on the size of the clinic, staffing will likely involve a mix of medical and nonmedical personnel from the individual school, school district, and public health agencies, as well as contractors and volunteers. These personnel will perform a variety of functions including greeting, registering, educating, and screening vaccinees, administering vaccines, and providing security and emergency medical services as needed.1 Clinics may also have staff who can act as translators for persons who are not fluent in English. Some schools or districts require by law or by policy that school personnel, contractors, volunteers, and other persons working on site undergo background checks.1 Finally, an SLV event may require reference to the collective bargaining agreements of staff represented by unions. Changes in workers’ duties or the timing of the clinic either during school hours or before or after school hours may affect work rules, compensation, or benefits.1  

Scope of Practice and Licensing
Those staffing the clinics who are licensed healthcare professionals are subject to scope of practice requirements that govern the types of tasks they are permitted to perform during the clinic. If healthcare personnel engage in activities beyond those permitted to their profession (e.g., EMT, nurse, etc.), then they expose themselves to possible malpractice claims. Scope of practice issues are especially of concern during public health and other emergency events when the numbers of skilled health personnel may be in short supply relative to the demands of the event. Many states and localities have expanded the scope of practice during emergencies for some licensed health professions to bolster the number of health personnel available to respond. Where volunteers or contractors are licensed in another state, there may be differences in the allowed scope of practice; mutual aid agreements and contracts (discussed below) can be used to recognize and specify the scope of practice permitted to volunteers.

Staffing Liability and Immunity Issues
Persons staffing vaccination clinics or otherwise involved in emergency response activities frequently voice concerns about potential liabilities for them and their organizations arising from their participation in an event or response. Potential liabilities include, among others, malpractice, negligence, premise liability, and other forms of tort liability. However, many liability concerns have been addressed in a range of state and federal laws passed over the last decade. These laws provided new liability protections or refined existing protections to better reflect the nature of emergency response activities, including, but not limited to, the use of volunteers and persons responding across state lines. An emergency declaration by a governor may activate additional legal protections for persons involved in responding to an emergency event. The following list highlights some of the liability protections available, but is not an exhaustive list.
Governmental Immunity
Governmental or sovereign immunity is a traditional legal theory of immunity that holds that a government or its employees cannot be sued for injuries to others that occurred in the course of official duties. Governments can waive governmental immunity through tort claims acts to allow injured parties to seek compensation in certain circumstances, such as when the government is acting like a private citizen or when an employee engages in willful, wanton, or criminal behavior. Governmental immunity laws can vary by state and locality as to the types of protections available and the persons and activities covered. Public school, health agency staff, and other public employees, as well as contractors and volunteers made temporary government employees, may be covered under a theory of governmental immunity absent any disqualifying activity like gross or willful negligence.
Volunteer Protection Laws
Federal and state laws can provide immunity protections for volunteers, yet these laws can differ as to the scope of persons and activities covered. The Federal Volunteer Protection Act (VPA) provides immunity from ordinary negligence to volunteers of nonprofit organizations or governmental entities.6 It does not cover gross negligence, willful misconduct, recklessness, or acts committed by the volunteer while intoxicated or operating a motor vehicle. It does not cover organizational entities of any type or persons volunteering at private businesses. The VPA does not require a declared emergency for its protections to apply.

Mutual Aid Agreements
Mutual aid agreements provide an efficient mechanism by which localities, states, tribes, and the federal government provide personnel and aid before, during, and after an emergency event. Mutual aid agreements expedite response by establishing protocols for requesting and providing assistance and determining policies and procedures for reimbursement and compensation in advance, thereby eliminating or lessening the extent to which these issues must be negotiated with each new event. The Emergency Management Assistance Compact (EMAC) is a type of interstate mutual aid agreement that provides an organized structure through which a state can request aid.7 It establishes that the requesting state is responsible for reimbursing the assisting state for any expenses incurred and addresses liability, compensation, and licensing issues for personnel deployed pursuant to an EMAC request. EMAC is the most widely adopted mutual aid arrangement in the United States; it has been adopted by all states, the District of Columbia, and some territories.7

Public Readiness and Emergency Preparedness Act (PREP Act)
The PREP Act authorizes the U.S. Secretary of Health and Human Services to issue a declaration that provides immunity from tort liability for claims of loss caused by countermeasures against diseases or other threats of public health emergencies.8,12 The act covers persons and entities involved in the manufacture, testing, distribution, administration, and use of covered countermeasures.12 PREP Act coverage is only available where there has been a declaration by the HHS Secretary; if such a declaration has not been issued, then activities at an SLV site would not be covered by the PREP Act, although other state or federal liability protections may still apply. The PREP Act was used to provide liability protections during the 2009-2010 H1N1 influenza pandemic for vaccines and antivirals. Staff involved in the planning and implementation of SLV activities for covered countermeasures would likely be covered under the PREP Act.1

Most states have likewise revised or adopted new protections for persons volunteering or otherwise involved in emergency preparation or response activities. Taken together, state and federal liability protections can help to assure staff involved in vaccination clinics that their participation should not give rise to liability as long as they meet the conditions for protection outlined in the laws. Liability protections can depend on the nature of the services provided by the person (volunteer vs. paid employee), whether a federal or state emergency declaration has been issued, and the extent of protections provided by any applicable laws or programs.

Persons Served at the Site
The scope of persons to be served at the SLV site poses a range of differing legal and logistical issues. The school site may be used to vaccinate only the students in attendance at that school. Additionally, the site could also serve students at neighboring schools, home-schooled children, school staff, students’ younger siblings and other family members, and other members of the community, regardless of age.1  

Liability and Immunity Issues
Expanding the scope of persons served at a SLV site broadens the number and types of persons to whom the school, health agency, and others staffing the event are potentially liable, although the grounds for liability—such as malpractice, negligence, or premises liability—will generally be the same regardless of the scope of persons served. As discussed in the Staffing section above, the site and persons involved in the SLV clinic may be covered under governmental immunity, volunteer protection, or other state and federal laws.


Consents
Obtaining consents to perform vaccinations and then sharing data about the vaccinees are critical elements in SLV activities.
Consent to Vaccinate
Generally, parents or guardians provide written consent to vaccinate a minor student, although some jurisdictions allow certain circumstances in which minor children can consent to vaccination themselves.1 Students who are 18 years or older and all adults must also provide written consent to be vaccinated.

Opt-In vs. Opt-Out Consent
Most vaccine consent is based on an “opt-in” framework in which a parent, guardian, or person to be vaccinated affirmatively elects to receive the vaccine for themselves or their child. Under the opt-in framework, the vaccination will not be administered unless consent has been given. This is contrasted to an “opt-out” framework in which a parent, guardian, or person must provide written notice stating they do not want the vaccination. Under the opt-out framework, the vaccination will be administered to all persons unless they (or their parent/guardian) elect in writing not to receive it. The decision to use an opt-out or opt-in approach can be a controversial one and involves weighing a variety of factors including, but not limited to, individual rights, community health, individual health, and the nature of the health threat being addressed.
Mandated Vaccines and Exemptions
Vaccination for seasonal influenza is not mandated by any state for school-age children, nor was it required for the H1N1 pandemic influenza vaccine in 2009.9All states have school-entry immunization requirements for other vaccine-preventable diseases; however, all states have some type of temporary or permanent medical exemption to these school-entry requirements, and many states also recognize religious or philosophical exemptions.9 Should a vaccine or other medical countermeasure be mandated for school children and others in response to a public health emergency, it would likely contain similar medical and other exemptions. However, depending on the nature of the disease, those electing the exemption over the vaccine would likely be subject to exclusion from school, other social distancing measures, quarantine, or isolation until the incubation or infectious period had passed.

Consent Format and Requirements
Federal law and regulations generally do not govern parental consent requirements or the format or content of the consent forms; specific consent requirements are set in state law or regulation.1 A consent to vaccinate form generally:
· Requires demographic information about the student (name, address, date of birth, etc.).
· Contains questions to screen for any medical reasons why the student should not be vaccinated.
· Includes a place for the parent, guardian, or non-minor student to sign the consent form.
· Includes a place to indicate permission to release identifiable information about the student vaccinated to parties such as the health agency or medical provider.
· Provides space for the person administering the vaccine to note the date of vaccination and the lot number.

The consent form is accompanied by a vaccine information statement (VIS) prepared by the CDC. Vaccine providers are required by federal law to provide a VIS to the parent, guardian, or person to be vaccinated prior to each administration of a vaccination.17 The VIS describes the risks and benefits of the vaccine, and the indications and eligibility for the vaccine to be administered. VIS forms are also available in multiple foreign languages.17

Consent to Share Records
As detailed below, federal and state legal requirements dictate the ability of schools, health agencies, or others administering SLV clinics to disclose individually identifiable information about the persons vaccinated.1 If a school is the entity maintaining the vaccination records, it will have to receive separate written consent from parents, guardians, or non-minor children to share data with local or state health agencies. Consent to share records can be made through a separate document or by adding a separate signature line agreeing to share records within a consent to vaccinate form.
EUA Consents
Consents for a product subject to an U.S. Food and Drug Administration (FDA) Emergency Use Authorization (EUA) authorization require different consents for vaccines (and other medical countermeasures) than do measures approved though FDA’s regular drug approval processes. An EUA permits the use of unapproved medical products (vaccines, drugs, devices, or diagnostics) or the use of approved medical products in unapproved ways to diagnose, treat, or prevent serious diseases caused by chemical, biological, radiological, or nuclear agents.10,11 Vaccines and other measures administered under an EUA are eligible for the liability protections contained in the PREP Act. Vaccines subject to an EUA must be accompanied by a fact sheet to healthcare providers (or other persons administering the vaccine) and to consumers. The fact sheets must describe the product’s significant and known benefits and risks, the extent to which these risks are unknown, and information about available alternatives and their benefits and risks.10,11 The fact sheet for consumers must also inform them of their right to accept or refuse the product, identify the consequences of refusing the product (e.g., quarantine), and any alternatives to the product.10,11

Records and Privacy Considerations
Public health agencies view schools and education agencies as important partners in protecting children and adolescents from health threats. Sharing data between schools and public health agencies may, in some instances, be the only realistic and reliable method for getting the information necessary to conduct public health activities, such as tracking immunization rates.13 While SLV activities may be efficient mechanisms to vaccinate children, federal privacy protections for student education records have resulted in difficulties in public health efforts to conduct mandated and discretionary federal and state public health activities.

Disclosures Under FERPA and HIPAA 
The Family Educational Rights and Privacy Act (FERPA) prevents the disclosure of a student’s education record without the consent of a parent or eligible student (18 years or older) unless an exception to the law’s general consent requirement applies.14 FERPA applies to any educational institution or agency that receives funds from the U.S. Department of Education (ED), including “non-school” entities that do not have students. Schools that do not receive ED funds, such as private elementary and high schools, are not subject to FERPA. FERPA contains a number of exceptions that allow schools to disclose information from a student’s education record without consent of a parent or an eligible student. Historically, however, FERPA exceptions have generally been narrowly construed by ED to err on the side of protecting the student’s privacy and may be of limited use in SLV activities.16 (See ASTHO FERPA Fact Sheet and Public Health Access to Student Health Data Issue Brief for additional information.)

An “education record” is defined in FERPA as records which are directly related to a student and maintained by an educational agency or institution, or by a party acting on behalf of the agency or institution. A student’s health records, including immunization information and other health records, are considered part of the student’s education record and thus are protected from disclosure under FERPA.
If a person or entity acts on behalf of the school, such as a school nurse providing health services (whether at the school or off site) under contract or otherwise under the “direct control” of a school, and maintains student health records, then these records are considered education records under FERPA as if the school was maintaining the records directly.16 However, if a person or entity provides health services directly to students and is not employed by, under contract to, or otherwise acting on behalf of a school, then the resulting health records are not deemed to be part of the education record covered by FERPA.16Even if the services are provided at the school, the resulting health records are not covered by FERPA because the person or entity creating and maintaining the health records is not acting on behalf of the school.16 Thus, if a health agency conducts an SLV clinic and maintains the records afterwards, then the data is not subject to FERPA. But if the health agency provides a copy of the vaccination records to the school for inclusion in the students’ files, then the data given to the school becomes part of students’ education records and the school’s data is subject to FERPA requirements, while the health agency’s records of the same information would not be subject to FERPA.1  

Some student health records that are not covered under FERPA may be covered under the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule or any applicable state privacy laws. If a private elementary or secondary school holds a vaccination clinic and they are a covered entity under HIPAA, the resulting records are not covered by FERPA because ED generally does not fund private schools, but they would be covered as PHI under HIPAA.16Health agencies would need to invoke one of the Privacy Rule’s exceptions, such as the public health exception, to access health records from the private school in this scenario or from the healthcare provider who administered the vaccinations.15,16 (See ASTHO HIPAA Privacy Rule Fact Sheet and Public Health Access to Student Health Data Issue Brief for additional information.)

If a health agency cannot satisfy the requirements for an exception under FERPA, health agencies may access vaccination and other student health data through other strategies such as seeking parental consent, using de-identified data or limited data sets, or using data that is not maintained by the school or another entity covered by FERPA.
_______________________________________________________________
Sources
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[bookmark: PH_Authorities_Schools_SAG]Public Health Authorities in Schools

This State Analysis Guide is intended to assist state health agency staff and legal counsel in locating and analyzing their state’s laws, rules, policies, and implementation plans addressing public health authorities in schools. Specifically, the guide helps users evaluate if and how public health measures can be used in schools, identify the entities authorized to institute them, and identify the types of measures that may be employed. Public health measures could include a range of activities such as conducting disease surveillance, investigating outbreaks, conducting vaccination clinics, collecting immunization data, and instituting social distancing measures such as cancelling school activities, quarantine, isolation, and school closure. This SAG focuses primarily on legal issues. However, there are many operational and policy issues that can arise from the implementation of public health measures in schools that must also be evaluated and prepared for.

Space is provided in the document to insert references or summaries of appropriate state or local authorities. Because each state’s law is unique, this guide may not identify all issues that arise in the course of analyzing your state’s law. In all instances the language and requirements of specific state/local laws, regulations, ordinances, rules, policies, guidances, case law, and other sources of legal authority overrule this general analysis guide. This resource is for informational purposes only and is not intended as a substitute for professional legal or other advice.

	Issues for Analysis
	State/Local Information

	Identify Agency and Actor Authorities

	Identify the agencies or actors authorized to institute public health measures or other interventions in schools. 

For each of these, identify their authorities without an emergency declaration (“regular” authorities) and with a state or local emergency declaration.
	

	
	State health agency/officer?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	Local health agency/officer?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	Individual school/principal?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	Local school district or local education agency/schools superintendent?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	State education agency/director?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	Local school board?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	State school board?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	State governor?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	Local mayor/council?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	State and/or local emergency management agency/official?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	State and/or local law enforcement?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	Other state agencies/officials?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	Other local agencies/officials?
	

	
	Without a declaration?
	

	
	With a declaration?
	

	
	
	

	Identify Public Health Measures

	Identify the specific public health measures or other interventions authorized, and the authorized agencies and actors, including but not limited to:
	

	
	Protect public health and safety.
	

	
	Contain public health nuisances.
	

	
	Control and prevent the spread of contagious diseases.
	

	
	Conduct disease surveillance and data collection.
	

	
	Investigate for issues of public health concern.
	

	
	Cancel school activities.
	

	
	Close schools.
	

	
	Issue civil orders.
	

	
	Issue curfews.
	

	
	Institute quarantine or isolation measures.
	

	
	Other relevant interventions.
	

	
	
	

	Identify Programmatic Consequences of Public Health Measures

	Identify school and other governmental programs that will be affected by instituting the intended public health measure.
	

	Determine the legal, policy, fiscal, operational, and customer service implications of the affected programs.
	

	Identify any strategies to mitigate to the extent possible the effects of the public health measures on the affected programs.
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This State Analysis Guide is intended to assist state health agency staff and legal counsel in locating and analyzing their state’s laws, rules, policies, and implementation plans related to school-located vaccination (SLV) clinics. Specifically, the guide looks to assessing the legal authorities to conduct SLV activities, evaluating legal responsibilities in preparation for an SLV clinic, and identifying potential areas of liability and immunities. While the focus is on SLV clinics, this analysis could also apply—with any necessary modifications—for school-based administration of other medical countermeasures.

Space is provided in the document to insert references or summaries of appropriate state and/or local authorities. Because each state’s law is unique, this guide may not identify all issues that arise in the course of analyzing your state’s law. In all instances the language and requirements of specific state/local laws, regulations, ordinances, rules, policies, guidances, case law, and other sources of legal authority overrule this general analysis guide. This resource is for informational purposes only and is not intended as a substitute for professional legal or other advice.

	Issues for Analysis
	State/Local Information

	Assessing Authority for SLV Activities

	Identify relevant statutes, rules, regulations, executive orders, or ordinances that govern the authority, roles, and responsibilities of the following parties regarding SLV activities:

	

	
	Identify the health agencies’ authorities, roles, and responsibilities.
	

	
	Identify the authorities, roles, and responsibilities of various education/school entities such as individual schools, local school districts and school superintendents, state education agencies and officials, and local and/or state boards of education.
	

	
	Identify any other state and/or local agencies with authorities, roles, or responsibilities in SLV activities.
	

	
	Determine if and how the authorities, roles, and responsibilities change if an emergency is declared.
	

	
	

	Identify existing plans, policies, guidance documents, procedures, or memoranda of agreement (MOAs) addressing public health agency activities with schools or education agencies for SLV sites for the following:
	

	
	Identify the health agencies’ authorities, roles, and responsibilities.
	

	
	Identify the authorities, roles, and responsibilities of various education/school entities such as individual schools, local school districts and school superintendents, state education agencies and officials, and local and/or state boards of education.
	

	
	Identify any other state and/or local agencies with authorities, roles, or responsibilities in SLV activities.
	

	
	Determine if and how the authorities, roles, and responsibilities change if an emergency is declared.
	

	
	
	

	Preparing for SLV Activities

	Create or revise existing MOAs or other instruments and documents that specify the roles and responsibilities of the various entities involved in the SLV clinic as applicable. Have these documents reviewed by legal counsel.
	


	
	State health agency
	

	
	Local health agency 
	

	
	Individual schools
	

	
	School districts
	

	
	State education agency
	

	
	State/local board of education
	

	
	Other state or local agencies (emergency management, police, EMT, etc.)
	

	
	
	

	If vaccination activities will involve privately owned schools and/or vaccination providers, have contracts or agreements reviewed by counsel.
	

	
	
	

	Have any consent forms, information sheets, or other materials to be distributed to parents, students, and other potential vaccinees reviewed by legal counsel to ensure compliance with state and/or local statutory and regulatory requirements.
	 

	
	
	

	Identify if and how individually identifiable health information will be collected and maintained. 
	

	
	Determine which agency or entity will be maintaining the records.
	

	
	What, if any, privacy protections apply to the data given (FERPA, HIPAA, state privacy requirements)?
	

	
	
	

	Identify a mechanism for policy and legal questions to be posed and answered during the SLV clinic.
	

	
	
	

	SLV Liability and Immunity Issues

	Work with or have legal counsel identify and analyze potential areas of liability associated with the clinic (e.g., individual liability for persons administering vaccines; facility or premises liability).

To the extent possible, identify how these potential liabilities can be mitigated or lessened.
	


	
	
	

	Work with or have legal counsel identify potential liability protections such as indemnification or immunity provisions in federal, state, and local laws applicable to the intended SLV activities and the types of staff involved (e.g., employees, contract staff, paid vs. unpaid volunteers, out-of-state health professionals, etc.).
	

	
	
	

	Have legal counsel review liability and indemnification provisions in any contracts or agreements with private parties.
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Winter 2012
Current Issues and Updates provides periodic updates on new and evolving issues related to the topics covered in the ASTHO Public Health and Schools Toolkit. 

Analysis of Revised FERPA Regulations
In December 2011, the U.S. Department of Education (ED or the Department) released amendments to its regulations implementing the Family Educational Rights and Privacy Act (FERPA).1 The revised regulations may make it easier in some respects for schools and education agencies to share student data with other state and local agencies but likely will not allow data sharing without consent for all public health purposes. The amendments went into effect January 3, 2012.

FERPA Overview
FERPA is a federal law intended to protect the privacy of student education records while allowing students and parents greater access to the records. FERPA prevents the disclosure of a student’s education record or personally identifiable information (PII) contained in the record without the consent of a parent or eligible student unless an exception to the law’s general consent requirement applies.2 “Eligible students” are students who have turned 18 or attend school beyond the high school level at any age.3 An “education record” is defined as records that are directly related to a student and maintained by an educational agency or institution or by a person acting on behalf of the agency or institution.4 A student’s health records, including immunization information and other records maintained by a school nurse, are considered part of the student’s education record and thus are protected from disclosure under FERPA. While FERPA contains a number of exceptions to the general consent requirement, these exceptions have been narrowly construed by ED historically and have resulted in difficulties when schools (collectively referencing elementary, secondary, and post-secondary schools) attempt to share data with health agencies. (See ASTHO Fact Sheets on FERPA and Accessing School Health Data.)

Changes to FERPA Regulations
ED proposed changes to the FERPA regulations4 with the goal of continuing to protect the privacy of education records while “allowing for the effective use of data in statewide longitudinal data systems (SLDS) as envisioned in the America Creating Opportunities to Meaningfully Promote Excellence in Technology, Education, and Science (COMPETES) Act” and the American Recovery and Reinvestment Act of 2009 (ARRA).5 SLDS “promote the linking of data across time and databases, from early childhood into career.”6 The amendments are intended to provide clearer authority and guidance for schools, local school districts, and state educational agencies in sharing data with other non-educational agencies and organizations, as well as expand the types of programs covered under the rules.8 The following is a partial summary of the changes; the full text of the amendments and ED’s commentary are published at 76 Federal Register 75604.8

· Defining “Authorized Representative”—The existing rules permit disclosure of PII without consent to authorized representatives of state and local educational authorities and selected federal officials; however, the term “authorized representative” is not defined in the FERPA statute or existing regulations. The amended rules define “authorized representative” as giving state and local educational authorities discretion to designate “any outside party”—including other state and local governmental agencies—as their authorized representative in connection with evaluations and audits of federal and state-supported education programs or the enforcement of federal legal requirements for these programs.8 Previous ED interpretations of FERPA excluded other state and local agencies (such as health agencies) from serving as authorized representatives because they were not viewed as being under the “direct control” of state educational authorities as employees or contractors.5,7ED now notes that such a restrictive view is not warranted under FERPA and that Congress’s intent under the America COMPETES Act and ARRA to have states link data across sectors via SLDS requires a broader definition of the term.8 ED also rescinds the prior restrictive interpretations with the amended rules.8 The revised rules also require that state or local educational authorities use “reasonable methods” to ensure that their authorized representatives comply with FERPA and that education authorities enter into written agreements with their representatives specifying the information disclosed and the handling of the information to protect PII.8 ED states that, although there is the increased potential for unauthorized disclosure of PII because more entities will have access to the data, it does not believe that “the staff in the additional agencies who will have access to PII from education records are any more likely to violate FERPA than existing users.”8

· Defining “Education Program”—The existing rules allow nonconsensual disclosure of PII to authorized representatives of educational authorities in connection with evaluations and audits of federal and state-supported education programs or the enforcement of federal legal requirements for these programs; however, the rules did not define the term “education program.” The amended rules newly define “education program” as “any program that is principally engaged in the provision of education, including, but not limited to, early childhood education, elementary and secondary education, postsecondary education, special education, job training, career and technical education, adult education, and any program that is administered by an education agency or institution.”8 The definition is an acknowledgement that all education programs funded by ED may not be administered by a state’s educational agency and is intended to facilitate disclosure of PII, as necessary, to evaluate a range of education programs.8 ED further notes that if student health PII is necessary to evaluate the effectiveness of an education program, education agencies and their authorized representatives can access such data without prior consent. However, if the same information is needed to evaluate a health program, the agency seeking the data must obtain consent before disclosure.8

· Clarifying Enforcement Authorities—FERPA authorizes the ED Secretary to take appropriate actions to address FERPA violations and to create an office to enforce FERPA.5 The Family Policy Compliance Office (FPCO) within ED is the office charged with FERPA enforcement. While FERPA broadly defines “education agency or institution” as “any public or private agency or institution” which receives funds under any ED program, the Department has historically interpreted FERPA to exclude “non-school” entities, which are not attended by students, from coverage under the act.1,5 The rule changes acknowledge that the agency funds entities beyond those that students attend and authorize FPCO to enforce FERPA for programs administered by ED that do not have students but receive ED funds or will be disclosing or using PII.8 Specifically, the revised rules clarify FERPA’s enforcement procedures to authorize ED to “investigate, process, and review complaints and violations of FERPA alleged to have been committed by educational agencies and institutions, as well as other recipients of Department funds under any program administered by the [ED] Secretary.”8 The revised enforcement provisions list examples of the types of other recipients subject to the act, including “state educational authorities ... and state postsecondary agencies, local educational authorities, nonprofit organizations, student loan guaranty agencies, and student loan lenders.”8 While the examples provided do not specifically mention other state or local agencies, if the agencies receive funds from any ED program or receive PII from education records under one of the exceptions to FERPA’s general consent requirement, then arguably these agencies could also be subject to FERPA enforcement.

Other changes in the revised rules amend the definition of “directory information” and the conditions that apply to the disclosure of directory information. The changes also clarify the authority of state and local education agencies to conduct research studies, audits, and evaluations. The amendments further clarify that all educational authorities and agencies covered by FERPA may enter into written agreements that specify the information disclosed and the handling of that information to protect PII during the conduct of research studies regarding instruction, financial aid, or testing.5,8

For More Information
· The full text of the amended FERPA regulations can be found in the Federal Register at 76 F.R. 75604 (December 2, 2011).
· Public comments filed about the proposed rules can be found at Regulations.gov for Docket ED-2011-OM-0002.
· Department of Education Family Policy Compliance Office (FPCO) website.

Impact of the Changes
The revised regulations may make it easier for schools and education agencies to share student data with other state and local agencies in some limited respects. The broader interpretations given to the entities eligible to act as authorized representatives and the education programs covered under the act, as well as enforcing FERPA for all entities receiving ED funds—not just those interpreted as “schools”—may encompass some programs conducted by state and local health agencies. However, the nexus of data sharing between schools/education agencies and other entities like health agencies is tied to the conduct of evaluations and audits of federal and state-supported education programs or the enforcement of federal legal requirements for these programs. Thus, health programs must relate to these purposes to be covered by the broader rules announced; such programs might include, for example, bullying and suicide prevention programs that promote safer learning environments. It is unlikely, however, that the amended rules would permit the sharing of routine public health data like immunization or school absentee data without consent. While FERPA’s health and safety emergencies exception can be used to access school health and other PII data without consent, there must be a significant and articulable threat to a student or others for nonconsensual access. The current rules changes do not alter the health and safety emergencies exception or ED’s interpretation of it.

Sources
1 Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C. § 1232g. 
2 U.S. Dept. of Education. “Family Educational Rights and Privacy Act (FERPA) and H1N1.” October 2009. Available at http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-h1n1.pdf. Accessed January 31, 2012. 
3 U.S. Dept. of Education. “Family Educational Rights and Privacy Act (FERPA)” webpage. Available at http://www.ed/gov/policy/gen/guid/fpco/ferpa/index.html. Accessed January 31, 2012. 
4 34 C.F.R. Part 99. 
5 U.S. Dept. of Education. Notice of Proposed Rulemaking “Family Educational Rights and Privacy.” 76 F.R. 19726 (April 8, 2011). 
6 U.S. Dept. of Education, National Center for Educational Statistics. “20 States Win Grants for Longitudinal Data Systems” webpage. Available at http://nces.ed.gov/Programs/SLDS/fy09arra_announcement.asp. Accessed January 31, 2012. 
7 U.S. Dept. of Education. “Memorandum from William D. Hansen, Deputy Secretary of Education, to State Officials.” January 30, 2003. Available at http://www2.ed.gov/policy/gen/guid/fpco/pdf/ht031103.pdf. Accessed January 31, 2012. 
8 U.S. Dept. of Education. Final Rulemaking “Family Educational Rights and Privacy.” 76 F.R. 75604 (December 2, 2011).
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Index
General Resources and Compilations

A—L
At-Risk Individuals and Communities 
Biomedical Advanced Research and Development Authority (BARDA) 
Countermeasures Injury Compensation Program (CICP) 
Emergency Management Assistance Compact (EMAC) 
Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP) 
Emergency Use Authorization (EUA) 
Entity Liability 
Family Educational Rights and Privacy Act (FERPA) 
Federal Food, Drug and Cosmetics Act (FFDCA) 
Federal Tort Claims Act (FTCA) 
Food and Drug Administration (FDA) 
HHS Office of the Assistant Secretary for Preparedness and Response (ASPR) 
Health Insurance Portability and Accountability Act (HIPAA)

M—Z 
Mutual Aid Agreements 
National Emergencies Act (NEA), Section 201 and 301 
Pandemic and All-Hazards Preparedness Act (PAHPA) 
Pandemic Strategies and Plans 
Project BioShield Act 
Public Health Service Act, Section 319 - Authorities Related to Public Health Emergencies 
Public Readiness and Emergency Preparedness Act (PREP Act) 
School Closure Resources 
Social Security Act, Section 1135 
Uniform Emergency Volunteer Health Practitioners Act (UEVHPA) 
U.S. Department of Education (ED) 
Vaccination Resources 
Vaccine Injury Compensation Program (VICP) 
Volunteer Protection Act (VPA) 
Workers’ Compensation and Disability

General Resources and Compilations

Governmental
Centers for Disease Control and Prevention. Public Health Law Program. “Selected Federal Legal Authorities Pertinent to Public Health Emergencies.” September 2009. Available at http://www.cdc.gov/phlp/docs/ph-emergencies.pdf

HHS Office of the Assistant Secretary for Preparedness and Response. “Legal Authority and Related Guidance” webpage. Available at http://www.phe.gov/Preparedness/planning/authority/Pages/default.aspx.

HHS Office of the Assistant Secretary for Preparedness and Response. “Legal Authority of the Secretary” webpage. Available at http://www.phe.gov/preparedness/support/secauthority/Pages/default.aspx.

Lister SA. Congressional Research Service. The Public Health and Medical Response to Disasters: Federal Authority and Funding (RL33579). August 1, 2008. Available at http://digital.library.unt.edu/ark:/67531/metacrs9495/m1/1/high_res_d/RL33579_2006Jul28.pdf.

Swendiman KS and Jones NL. Congressional Research Service. The 2009 Influenza Pandemic: Selected Legal Issues (R40560). June 15, 2009. Available at http://digital.library.unt.edu/ark:/67531/metadc26152/m1/1/high_res_d/R40560_2009Jun15.pdf.

Other Sources
American Health Lawyers Association. Emergency Preparedness Toolkit. May 4, 2010. Available at http://www.healthlawyers.org/Members/PracticeGroups/THAMC/EmergencyPreparednessToolkit/Pages/default.aspx.


At-Risk Individuals and Communities

Offices/Programs/Activities
HHS Office of the Assistant Secretary for Preparedness and Response. “At Risk Individuals, Behavioral Health, and Human Services Coordination” webpage. Available at http://www.phe.gov/Preparedness/planning/abc/Pages/default.aspx  

Other Resources
Association of State and Territorial Health Officials. “At Risk Populations Project” webpage. Available at http://www.astho.org/Programs/Infectious-Disease/At-Risk-Populations/.


Biomedical Advanced Research and Development Authority (BARDA)
See also “Countermeasures Injury Compensation Program”

Offices/Programs/Activities
HHS Office of the Assistant Secretary for Preparedness and Response. “Biomedical Advanced Research and Development Authority (BARDA)” webpage. Available at http://www.phe.gov/about/barda/Pages/default.aspx.

HHS MedicalCountermeasures.gov webpage available at https://www.medicalcountermeasures.gov/default.aspx.

Other Resources
Gottron F. Congressional Research Service. Project BioShield: Authorities, Appropriations, Acquisitions, and Issues for Congress (R41033). March 3, 2011. Available at http://assets.opencrs.com/rpts/R41033_20110303.pdf.


Countermeasures Injury Compensation Program (CICP)

Offices/Programs/Activities
Health Resources and Services Administration. “Countermeasures Injury Compensation Program” webpage. Available at http://www.hrsa.gov/cicp/.

Rules and Regulations
CICP Administrative Rules
A correction to the Interim Final Rules was published on Thursday, October 21, 2010. Available at http://www.hrsa.gov/gethealthcare/conditions/countermeasurescomp/cicp_final_rule_correction.pdf.

The CICP Administrative Implementation Interim Final Rule was published in the Federal Register on Friday, October 15, 2010. Available at http://www.hrsa.gov/gethealthcare/conditions/countermeasurescomp/cicp_admin_final_rule.pdf.


Emergency Management Assistance Compact (EMAC)

Public Law, Statute and Regulations
Emergency Management Assistance Compact. Pub. L. No. 104-321. Available at http://www.gpo.gov/fdsys/pkg/PLAW-104publ321/pdf/PLAW-104publ321.pdf.

Key Documents
Emergency Management Assistance Compact. Articles of Agreement. Available at http://www.emacweb.org.

Summaries of Law, Statute and Regulations
Government Accountability Office. Emergency Management Assistance Compact: Enhancing EMAC's Collaborative and Administrative Capacity Should Improve National Disaster Response (GAO-07-854). June 2007. Available at http://www.gao.gov/new.items/d07854.pdf.

Lindsay B. Congressional Research Service. The Emergency Management Assistance Compact (EMAC): An Overview (RL34585). July 21, 2008. Available at http://www.policyarchive.org/handle/10207/bitstreams/20206.pdf.

Offices/Programs/Activities
Emergency Management Assistance Compact website. Available at http://.emacweb.org.

Other Resources
CDC Public Health Law Program. “Mutual Aid” webpage. Available at http://www.cdc.gov/phlp/publications/topic/mutual_aid.html.

Emergency Management Assistance Compact. Model Intrastate Mutual Aid Legislation (March 2004). Available at http://www.emacweb.org.

Federal Emergency Management Agency. “Mutual Aid Agreements for Public Assistance and Fire Management Assistance” (Disaster Assistance Policy 9523.6). August 13, 2007. Available at http://www.fema.gov/9500-series-policy-publications/95236-mutual-aid-agreements-public-assistance-fire-management 

Hodge J et al. Model Memorandum of Understanding between Hospitals during Declared Emergencies. June 15, 2009. Available at http://www.bt.cdc.gov/planning/emac/pdf/PACER_Model_MOU.pdf.

U.S. EPA. “Mutual Aid and Assistance” webpage. Available at http://water.epa.gov/infrastructure/watersecurity/mutualaid/index.cfm.


Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)

Offices/Programs/Activities
HHS Office of the Assistant Secretary for Preparedness and Response. “About ESAR-VHP” webpage. Available at http://www.phe.gov/esarvhp/pages/about.aspx.

Health Resources and Services Administration. Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP) —Legal and Regulatory Issues. Draft Report—May 2006. Available at: www.publichealthlaw.net/Research/PDF/ESAR%20VHP%20Report.pdf.

Other Resources
Hodges JG and Arias JJ. “Liability Risks and Protections for Volunteer Health Practitioners in Emergencies.” Presentation to The Public Health Law Network-Western Region. November 2010. Available at https://www.networkforphl.org/_asset/5ywvc8/Western-Region---VHP-Liability-Webinar-12-2.pdf.


Emergency Use Authorization (EUA)

Federal Food, Drug, and Cosmetic Act 564, as amended. Codified at 21 U.S.C. 564.
Pandemic and All-Hazards Preparedness Reauthorization Act of 2013. Pub. L. No. 113-5. (127 STAT. 161). Available at  http://www.gpo.gov/fdsys/pkg/BILLS-113hr307enr/pdf/BILLS-113hr307enr.pdf  

U.S. Food and Drug Administration. Emergency Use Authorization of Medical Products Guidance. July 2007. Available at http://www.fda.gov/RegulatoryInformation/Guidances/ucm125127.htm

U.S. Food and Drug Administration. "Emergency Use Authorization" webpage. Available at http://www.fda.gov/emergencypreparedness/counterterrorism/ucm182568.htm

U.S. Food and Drug Administration. "Pandemic and All Hazards Preparedness Reauthorization Act of 2013. (PAHPRA FDA Medical Countermeasure Authorities)" webpage. Available at http://www.fda.gov/EmergencyPreparedness/Counterterrorism/MedicalCountermeasures/MCMLegalRegulatoryandPolicyFramework/ucm359581.htm.

U.S. Food and Drug Administration and the U.S. Centers for Disease Control and Prevention. "Emergency Use Authorization" online course. Available at http://www.bt.cdc.gov/training/eua/index.html

Sherman S. Department of Health and Human Services. "Public Health Emergencies Authorities: Determinations and Declarations." Presentation at Federal, State, and Local Public Health Preparedness meeting. Baltimore, Maryland. December 14-15, 2010. Available at http://www.fda.gov/emergencypreparedness/counterterrorism/ucm247676.htm

Medical Countermeasures Dispensing: Emergency Use Authorization and the Postal Model. Workshop Summary. Institute of Medicine (US). Forum on Medical and Public Health Preparedness for Catastrophic Events. Washington (DC). National Academies Press (US). 2010. Available at http://books.nap.edu/openbook.php?record_id=12952. 


Entity Liability

Other Resources
Non-Profit Risk Management Center. State Liability Laws for Charitable Organizations and Volunteers. Updated as of December 2009. Available at http://www.probonopartner.org/FileLib/Documents/nonprofitriskmgmtstateliability.pdf.

Uniform Emergency Volunteer Health Practitioners Act (UEVHPA). Uniform Law Commission. “Emergency Volunteer Health Practitioners” website. Available at http://uniformlaws.org/Act.aspx?title=Emergency%20Volunteer%20Health%20Practitioners.


Family Educational Rights and Privacy Act (FERPA)

Public Law, Statute and Regulations
Family Educational Rights and Privacy Act, as amended. Codified at 20 U.S.C. § 1232g. Available at: http://www.gpo.gov/fdsys/pkg/USCODE-2009-title20/pdf/USCODE-2009-title20-chap31-subchapIII-part4-sec1232g.pdf.

Family Educational Rights and Privacy Act Regulations. 34 C.F.R Part 99. Available at http://www2.ed.gov/policy/gen/reg/ferpa/index.html.

U.S. Department of Education. Final Rulemaking “Family Educational Rights and Privacy.” 76 F.R. 75604. December 2, 2011. Available at http://www.gpo.gov/fdsys/pkg/FR-2011-12-02/pdf/2011-30683.pdf.

Offices/Programs/Activities
U.S. Department of Education, “Family Educational Rights and Privacy Act (FERPA)” website at: http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html.

Other Resources
ASTHO. “Accessing School Health Information for Public Health Purposes” Position Statement (2006). Available at: http://www.astho.org/Advocacy/Policy-and-Position-Statements/.  

U.S. Department of Education. “Family Educational Rights and Privacy Act and H1N1.” October 2009. Available at http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-h1n1.pdf.

U.S. Department of Education. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act and the Health Insurance Portability and Accountability Act of 1996 to Student Health Records.” November 2008. Available at http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf. 

U.S. Department of Education. “Family Educational Rights and Privacy Act (FERPA) and the Disclosure of Student Information Related to Emergencies and Disasters.” June 2010. Available at http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-disaster-guidance.pdf.

U.S. Department of Education. “Family Educational Rights and Privacy Act (FERPA).” Available at http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html.

U.S. Department of Education. Family Policy Compliance Office. “Letter of Technical Assistance to the Regents of the University of California.” September 17, 1999. Available at http://www2.ed.gov/policy/gen/guid/fpco/ferpa/library/oakland_ca.html. 

U.S. Department of Education. Family Policy Compliance Office. “Letter to Grossmont-Cuyamaca Community College District (CA) re: Potential Conflict with State Law.” January 16, 2004. Available at http://www2.ed.gov/policy/gen/guid/fpco/ferpa/library/suarezconflict.html. 

U.S. Department of Education. Family Policy Compliance Office. “Letter to University of New Mexico re: Applicability of FERPA to Health and Other State Reporting Requirements.” November 29, 2004. Available at http://www2.ed.gov/policy/gen/guid/fpco/ferpa/library/baiseunmslc.html. 


Federal Food, Drug and Cosmetics Act (FFDCA)

Public Law, Statute and Regulations
Federal Food, Drug and Cosmetics Act, as amended. Codified at 21 U.S.C. 301 et seq. Available at http://www.fda.gov/RegulatoryInformation/Legislation/FederalFoodDrugandCosmeticActFDCAct/default.htm.


Federal Tort Claims Act (FTCA)

Public Law, Statute and Regulations
Federal Tort Claims Act, as amended. Codified at 28 U.S.C. §§1346(b), 2671-2680. Available at http://origin.www.gpo.gov/fdsys/pkg/USCODE-2009-title28/pdf/USCODE-2009-title28-partIV-chap85-sec1346.pdf.


Food and Drug Administration (FDA)

Offices/Programs/Activities
Food and Drug Administration. Emergency Preparedness and Response website. Available at http://www.fda.gov/EmergencyPreparedness/default.htm.


HHS Office of the Assistant Secretary for Preparedness and Response (ASPR)

Offices/Programs/Activities
HHS Office of the Assistant Secretary for Preparedness and Response website. Available at http://www.phe.gov/preparedness/support/secauthority/Pages/default.aspx.


Health Insurance Portability and Accountability Act (HIPAA)

Public Law, Statute and Regulations
Health Insurance Portability and Accountability Act of 1996. Pub. L. No. 104-191. Codified at 42 U.S.C. §1320d et seq. and §300gg; and 29 U.S.C §1181 et seq. Available at http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=104_cong_public_laws&docid=f:publ191.104.

U.S. Department of Health and Human Services. Standards for Privacy of Individually Identifiable Health Information. 45 C.F.R. Parts 160 and 164. Available at http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/introdution.html.

Summaries of Law, Statute and Regulations
U.S. Department of Health and Human Services “Summary of HIPAA Privacy Rule” website. Available at http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html.

Stevens GM. Congressional Research Service. A Brief Summary of the HIPAA Medical Privacy Rule (RS20934). April 30, 2003. Available at http://www.law.umaryland.edu/marshall/crsreports/crsdocuments/RS20934.pdf.

Offices/Programs/Activities
HHS Office of Civil Rights. “Understanding Health Information Privacy” website. Available at http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html.

Other Resources
Chaikind H. et al. Congressional Research Service. The Health Insurance Portability and Accountability Act (HIPAA) of 1996: Overview and Guidance on Frequently Asked Questions (RL31634). January 24, 2005. Available at http://www.law.umaryland.edu/marshall/crsreports/crsdocuments/RL3163401242005.pdf.

U.S. Department of Education. “Joint Guidance on the Application of the Family Educational Rights and Privacy Act and the Health Insurance Portability and Accountability Act of 1996 to Student Health Records.” November 2008. Available at http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf. 

U.S. Department of Health and Human Services, Office for Civil Rights. “Frequently Asked Questions” webpage. Available at http://www.hhs.gov/ocr/privacy/hipaa/faq/index.html. 


Mutual Aid Agreements
See also “Emergency Management Assistance Compact”

Other Resources 
CDC Public Health Law Program. “Mutual Aid” webpage. Available at http://www.cdc.gov/phlp/publications/topic/mutual_aid.html.

Emergency Management Assistance Compact. Model Intrastate Mutual Aid Legislation. March 2004. Available at http://www.emacweb.org.

Federal Emergency Management Agency. “Mutual Aid Agreements for Public Assistance and Fire Management Assistance” (Disaster Assistance Policy 9523.6). August 13, 2007. Available at http://www.fema.gov/9500-series-policy-publications/95236-mutual-aid-agreements-public-assistance-fire-management.

Hodge J et al. Model Memorandum of Understanding between Hospitals during Declared Emergencies. June 15, 200). Available at http://www.bt.cdc.gov/planning/emac/pdf/PACER_Model_MOU.pdf.

U.S. EPA. “Mutual Aid and Assistance” webpage. Available at http://water.epa.gov/infrastructure/watersecurity/mutualaid/index.cfm.


National Emergencies Act, Section 201 and 301

Public Law, Statute and Regulations 
National Emergencies Act. Pub. L. No. 94-412. Codified at 50 U.S.C. §§ 1621, 1631. Available at http://www.gpo.gov/fdsys/pkg/USCODE-2009-title50/html/USCODE-2009-title50-chap34.htm.

Offices/Programs/Activities 
Presidential Declaration of National Emergency for H1N1. October 24, 2009. Available at http://www.whitehouse.gov/the-press-office/declaration-a-national-emergency-with-respect-2009-h1n1-influenza-pandemic-0.

Other Resources 
Relyea HC. Congressional Research Service. National Emergency Powers (98-505). August 30, 2007. Available at http://www.fas.org/sgp/crs/natsec/98-505.pdf.





Pandemic and All-Hazards Preparedness Act (PAHPA)

Public Law, Statute and Regulations 
Pandemic and All-Hazards Preparedness Act of 2006. Pub. L. No. 109-417. (120 STAT. 2831). Available at http://www.gpo.gov/fdsys/pkg/PLAW-109publ417/pdf/PLAW-109publ417.pdf.

Pandemic and All-Hazards Preparedness Reauthorization Act of 2013. Pub. L. No. 113-5. (127 STAT. 161). Available at http://www.gpo.gov/fdsys/pkg/BILLS-113hr307enr/pdf/BILLS-113hr307enr.pdf  

Codified, in part, in the Public Health Service Act, 42 U.S.C. 201 et seq. Available at http://www.gpo.gov/fdsys/pkg/USCODE-2009-title42/pdf/USCODE-2009-title42-chap6A.pdf.

Summaries of Law, Statute and Regulations 
Department of Health and Human Services. “Pandemic and All Hazards Preparedness Act” webpage. Available at: http://www.phe.gov/Preparedness/legal/pahpa/Pages/default.aspx.

Lister SA and Gottron F. Congressional Research Service. The Pandemic and All-Hazards Preparedness Act (P.L. 109-417): Provisions and Changes to Preexisting Law (RL33589). March 12, 2007. Available at http://www.fas.org/programs/bio/resource/documents/CRS%20-%20PAHPA%203-07.pdf.

Offices/Programs/Activities 
HHS Assistant Secretary for Preparedness and Response website. Available at http://www.phe.gov/preparedness/pages/default.aspx.

U.S. Food and Drug Administration. "Pandemic and All Hazards Preparedness Reauthorization Act of 2013. (PAHPRA FDA Medical Countermeasure Authorities)" webpage.  Available at http://www.fda.gov/emergencypreparedness/medicalcountermeasures/ucm346195.htm

HHS Status Reports on PAHPA Implementation 
HHS Assistant Secretary for Preparedness and Response. Pandemic and All-Hazards Preparedness Act Public Law 109-417 Progress Report. November 2007. Available at http://healthyamericans.org/reports/bioterror07/PAHPAProgressReport.pdf.

HHS Assistant Secretary for Preparedness and Response. Progress Report on the Implementation of Provisions Addressing At-Risk Individuals. August 2008. Available at http://www.phe.gov/Preparedness/legal/pahpa/Documents/pahpa-at-risk-report0901.pdf.

HHS Assistant Secretary for Preparedness & Response. Telehealth Report to Congress. January 2009. Available at http://www.phe.gov/Preparedness/legal/pahpa/Documents/telehealthrtc-091207.pdf.


Pandemic Strategies and Plans

Key Documents 
Homeland Security Council. The National Strategy for Pandemic Influenza. November 2005. Available at http://www.flu.gov/professional/federal/pandemic-influenza.pdf.

Homeland Security Council. National Strategy for Pandemic Influenza: Implementation Plan. May 2006. Available at http://www.flu.gov/professional/federal/pandemic-influenza-implementation.pdf.

HHS. HHS Pandemic Influenza Plan. November 2005. Available at http://www.flu.gov/planning-preparedness/federal/hhspandemicinfluenzaplan.pdf.

Department of Homeland Security. Pandemic Influenza Preparedness, Response, and Recovery Guide for Critical Infrastructure and Key Resources. September 2006. Available at www.flu.gov/professional/pdf/cikrpandemicinfluenzaguide.pdf .

CDC. National Biosurveillance Strategy for Human Health (NBSHH). July 2012. Available at https://www.whitehouse.gov/sites/default/files/National_Strategy_for_Biosurveillance_July_2012.pdf.

Offices/Programs/Activities 
Flu.gov. Available at http://www.flu.gov.


Project BioShield Act of 2004

Public Law, Statute and Regulations 
Project BioShield Act of 2004. Pub. L. No. 108-276.

Offices/Programs/Activities 
Department of Health and Human Services. “Medical Countermeasures” webpage available at http://www.phe.gov/preparedness/mcm/pages/default.aspx and “Medical Countermeasures.gov” website at http://www.medicalcountermeasures.gov.

Department of Health and Human Services, Office of the Assistant Secretary of Preparedness and Response. “Public Health Emergency” webpage. Available at http://www.phe.gov/Preparedness/pages/default.aspx.

U.S. Food and Drug Administration. "Pandemic and All Hazards Preparedness Reauthorization Act of 2013 (PAHPRA FDA Medical Countermeasure Authorities)" webpage.  Available at http://www.fda.gov/EmergencyPreparedness/Counterterrorism/MedicalCountermeasures/MCMLegalRegulatoryandPolicyFramework/ucm359581.htm.

Other Resources 
Gottron F. Congressional Research Service. Project BioShield: Purposes and Authorities (RS21507). July 6, 2009. Available at http://www.hsdl.org/?view&did=15074.

U.S. Food and Drug Administration and the U.S. Centers for Disease Control and Prevention. “Emergency Use Authorization” online course. Available at http://www.bt.cdc.gov/training/eua/index.html.

U.S. Government Accountability Office. Project BioShield: HHS Can Improve Agency Internal Controls for Its New Contracting Authorities (GAO-09-820). July 21, 2009. Available at http://www.gao.gov/new.items/d09820.pdf.

U.S. Government Accountability Office. Project BioShield Act: HHS Has Supported Development, Procurement, and Emergency Use of Medical Countermeasures to Address Health Threats (GAO-09-878R). July 24, 2009. Available at http://www.gao.gov/new.items/d09878r.pdf.


Public Health Service Act, Section 319 - Authorities Related to Public Health Emergencies

Public Law, Statute and Regulations 
PHS Act Sec. 319. Codified at 42 U.S.C. § 247d. Available at http://www.gpo.gov/fdsys/pkg/USCODE-2009-title42/html/USCODE-2009-title42-chap6A-subchapII.htm.


Public Readiness and Emergency Preparedness Act (PREP Act)
See also “Countermeasures Injury Compensation Program”

Public Law, Statute and Regulations 
Public Readiness and Emergency Preparedness Act of 2005. Pub. L. No. 109-417 (120 STAT. 2831). Available at http://www.gpo.gov/fdsys/pkg/PLAW-109publ417/pdf/PLAW-109publ417.pdf.

Codified in the Public Health Service Act at 42 U.S.C. §§ 247d-6d, 247d-6e. Available at http://www.gpo.gov/fdsys/pkg/USCODE-2009-title42/html/USCODE-2009-title42-chap6A-subchapII.htm.

Offices/Programs/Activities 
Department of Health and Human Services. “Public Readiness and Emergency Preparedness Act” webpage. Available at http://www.phe.gov/Preparedness/legal/prepact/Pages/default.aspx.

Department of Health and Human Services. “Public Readiness and Emergency Preparedness Act Questions and Answers” webpage. Available at http://www.phe.gov/Preparedness/legal/prepact/Pages/prepqa.aspx.


Public Readiness and Emergency Preparedness Act (PREP) Act Declarations 
Current and expired PREP Act Declarations:
http://www.phe.gov/Preparedness/legal/prepact/Pages/default.aspx.

School Closure

Key Documents 
U.S. Department of Health and Human Services. “Statement by HHS Secretary Kathleen Sebelius and by Acting CDC Director Dr. Richard Besser Regarding the Change in CDC’s School and Child Care Closure Guidance.” May 5, 2009. Available at http://www.businesswire.com/news/home/20090505006410/en/Statement-HHS-Secretary-Kathleen-Sebelius-Acting-CDC#.VcjHo_lVhBc.  

Other Resources 
Hodge J et al. Legal Preparedness for School Closures in Response to Pandemic Influenza and Other Emergencies. April 2008. Available at http://www.flu.gov/professional/school/schoolclosures.pdf.  


Social Security Act, Section 1135

Public Law, Statute and Regulations 
Social Security Act, Section 1135. Codified at 42 U.S.C. § 1320b-5. Available at http://www.ssa.gov/OP_Home/ssact/title11/1135.htm.

Summaries of Law, Statute and Regulations 
Department of Health and Human Service. “Public Health Emergency Declaration Q&As” webpage. Available at http://www.phe.gov/Preparedness/legal/Pages/phe-qa.aspx.

Offices/Programs/Activities 
CMS. “Emergency” webpage. Available at http://www.cms.gov/Emergency.

CMS. “Medicare Fee-For-Service Emergency and Disaster-Related Policies and Procedures That May Be Implemented Only With a § 1135 Waiver.” October 3, 2011. Available at http://www.cms.gov/Emergency/downloads/MedicareFFS-EmergencyQsAs1135Waiver.pdf.

CMS. “Medicare Fee-For-Service Emergency-Related Policies and Procedures That May Be Implemented Without § 1135 Waivers.” October 30, 2011. Available at http://www.cms.gov/Emergency/Downloads/Consolidated_Medicare_FFS_Emergency_QsAs.pdf.

CMS. “Requesting an 1135 Waiver.” November 4, 2009. Available at http://www.cms.gov/H1N1/Downloads/RequestingAWaiver101.pdf.


Uniform Emergency Volunteer Health Practitioners Act (UEVHPA)

Resources 
Uniform Emergency Volunteer Health Practitioners Act (UEVHPA). Uniform Law Commission. “Emergency Volunteer Health Practitioners” website. Available at http://uniformlaws.org/Act.aspx?title=Emergency%20Volunteer%20Health%20Practitioners.


U.S. Department of Education (ED)

Offices/Programs/Activities 
U.S. Department of Education, Family Policy Compliance Office (FPCO) website. Available at http://www2.ed.gov/policy/gen/guid/fpco/index.html.




Vaccination Resources

Other Resources 
U.S. Centers for Disease Control and Prevention. “Fact Sheet for Vaccine Information Statements” webpage. Updated December 7, 2010. Available at http://www.cdc.gov/vaccines/pubs/vis/vis-facts.htm. 

U.S. Centers for Disease Control and Prevention. “School Vaccination Requirements, Exemptions and Web links” webpage. Updated July 21, 2011. Available at http://www.cdc.gov/vaccines/imz-managers/laws/. 

U.S. Centers for Disease Control and Prevention. CDC Guidelines for Large-Scale Influenza Vaccination Clinic Planning. Webpage updated September 14, 2011. Available at http://www.cdc.gov/flu/professionals/vaccination/vax_clinic.htm. 

U.S. Dept. of Health and Human Services. “School Planning” webpage. Available at http://www.flu.gov/professional/school/index.html. 

U.S. Centers for Disease Control and Prevention. 2009 H1N1 Influenza School-located Vaccination: Information for Planners. Undated. Available at http://www.flu.gov/professional/school/vaccinschools.html. 

U.S. Dept. of Education. “Tips for Setting Up a Vaccination Clinic” Fact Sheet. October 8, 2009. Available at http://www2.ed.gov/admins/lead/safety/emergencyplan/pandemic/guidance/h1n1-news.pdf. 


Vaccine Injury Compensation Program (VICP)

Offices/Programs/Activities
Health Resources and Services Administration. “National Vaccine Injury Compensation Program (VICP)“ webpage. Available at http://www.hrsa.gov/vaccinecompensation/default.htm.


Volunteer Protection Act (VPA)

Public Law, Statute and Regulations 
Volunteer Protection Act of 1997. Pub. L. No. Pub. L. 105-19. Codified at 42 USC §14501 et seq. Available at http://www.gpo.gov/fdsys/pkg/PLAW-105publ19/pdf/PLAW-105publ19.pdf.

Other Resources 
Chu V. Congressional Research Service. Emergency Response: Civil Liability of Volunteer Health Professionals (R40176). January 19, 2011. Available at http://www.fas.org/sgp/crs/misc/R40176.pdf.

Federal Emergency Management Agency. Citizen Corp Volunteer Liability Guide. (undated). Available at: http://www.citizencorps.gov/councils/volunteer_mgmt.shtm.

Health Resources and Services Administration. Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)—Legal and Regulatory Issues. Draft Report—May 2006. Available at http://www.publichealthlaw.net/Research/PDF/ESAR%20VHP%20Report.pdf.

Hodges JG and Arias JJ. “Liability Risks and Protections for Volunteer Health Practitioners in Emergencies.” Presentation to The Public Health Law Network-Western Region. November 2010. Available at https://www.networkforphl.org/_asset/5ywvc8/Western-Region---VHP-Liability-Webinar-12-2.pdf.

Hoffman S. “Responders’ Responsibility: Liability and Immunity in Public Health Emergencies.” 96 Geo. L.J. 1913, 1944. 2008.

Non-Profit Risk Management Center. State Liability Laws for Charitable Organizations and Volunteers. Updated as of December 2009. Available at http://www.probonopartner.org/FileLib/Documents/nonprofitriskmgmtstateliability.pdf.

Uniform Emergency Volunteer Health Practitioners Act (UEVHPA). Uniform Law Commission. “Emergency Volunteer Health Practitioners” website. Available at http://uniformlaws.org/Act.aspx?title=Emergency%20Volunteer%20Health%20Practitioners.


Workers’ Compensation and Disability

Summaries of Law, Statute and Regulations 
U.S. Dept. of Labor. “Summary of the Major Laws of the Department of Labor” webpage. Available at http://www.dol.gov/opa/aboutdol/lawsprog.htm.

Other Resources 
International Association of Industrial Accident Boards and Commissions webpage. Available at www.iaiabc.org.

Mashaw J and Reno V, eds. National Academy of Social Insurance. The Environment of Disability Income Policy: Programs, People, History and Context: Interim Report of the Disability Policy Panel. August 1996. Available at http://www.nasi.org/research/1996/environment-disability-income-policy-programs-people-history.

Sengupta I.et al. National Academy of Social Insurance. Workers’ Compensation: Benefits, Coverage, and Costs, 2008. September 2010. Available at http://www.nasi.org/research/workers-compensation.
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